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Section 3 - Contract Clauses

Clauses By Full Text

DOJ-05 Security of Department Information and Systems (APR 2015)

I. Applicability to Contractors and Subcontractors

This clause applies to all contractors and subcontractors, including cloud service providers (“CSPs”), and personnel of
contractors, subcontractors, and CSPs (hereinafter collectively, “Contractor”) that may access, collect, store, process,
maintain, use, share, retrieve, disseminate, transmit, or dispose of DOJ Information. It establishes and implements specific
DOJ requirements applicable to this Contract. The requirements established herein are in addition to those required by the
Federal Acquisition Regulation (“FAR”), including FAR 11.002(g) and 52.239-1, the Privacy Act of 1974, and any other
applicable laws, mandates, Procurement Guidance Documents, and Executive Orders pertaining to the development and
operation of Information Systems and the protection of Government Information. This clause does not alter or diminish any
existing rights, obligation or liability under any other civil and/or criminal law, rule, regulation or mandate.

II. General Definitions
The following general definitions apply to this clause. Specific definitions also apply as set forth in other paragraphs.

A. Information means any communication or representation of knowledge such as facts, data, or opinions, in any form or
medium, including textual, numerical, graphic, cartographic, narrative, or audiovisual. Information includes information in
an electronic format that allows it be stored, retrieved or transmitted, also referred to as

“data,” and “personally identifiable information” (“PII”), regardless of form.

B. Personally Identifiable Information (or PII) means any information about an individual maintained by an agency,
including, but not limited to, information related to education, financial transactions, medical history, and criminal or
employment history and information, which can be used to distinguish or trace an individual's identity, such as his or her
name, social security number, date and place of birth, mother's maiden name, biometric records, etc., including any other
personal information which is linked or linkable to an individual.

C. DOJ Information means any Information that is owned, produced, controlled, protected by, or otherwise within the
custody or responsibility of the DOJ, including, without limitation, Information related to DOJ programs or personnel. It
includes, without limitation, Information (1) provided by or generated for the DOJ, (2) managed or acquired by Contractor
for the DOJ in connection with the performance of the contract, and/or (3) acquired in order to perform the contract.

D. Information System means any resources, or set of resources organized for accessing, collecting, storing, processing,
maintaining, using, sharing, retrieving, disseminating, transmitting, or disposing of (hereinafter collectively, “processing,
storing, or transmitting”’) Information.

E. Covered Information System means any information system used for, involved with, or allowing, the processing, storing,
or transmitting of DOJ Information.

III. Confidentiality and Non-disclosure of DOJ Information

A. Preliminary and final deliverables and all associated working papers and material generated by Contractor containing
DOJ Information are the property of the U.S. Government and must be submitted to the Contracting Officer (“CO”) or the
CO’s

Representative (“COR”) at the conclusion of the contract. The U.S. Government has unlimited data rights to all such
deliverables and associated working papers and materials in accordance with FAR 52.227-14.

B. All documents produced in the performance of this contract containing DOJ Information are the property of the U.S.
Government and Contractor shall neither reproduce nor release to any third-party at any time, including during or at
expiration or termination of the contract without the prior written permission of the CO.
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C. Any DOJ information made available to Contractor under this contract shall be used only for the purpose of performance
of this contract and shall not be divulged or made known in any manner to any persons except as may be necessary in the
performance of this contract. In performance of this contract, Contractor assumes responsibility for the protection of the
confidentiality of any and all DOJ Information processed, stored, or transmitted by the Contractor. When requested by the
CO (typically no more than annually), Contractor shall provide a report to the CO identifying, to the best of Contractor’s
knowledge and belief, the type, amount, and level of sensitivity of the DOJ Information processed, stored, or transmitted
under the Contract, including an estimate of the number of individuals for whom PII has been processed, stored or
transmitted under the Contract and whether such information includes social security numbers (in whole or in part).

IV. Compliance with Information Technology Security Policies, Procedures and Requirements

A. For all Covered Information Systems, Contractor shall comply with all security requirements, including but not limited to
the regulations and guidance found in the Federal Information Security Management Act of 2014 (“FISMA”), Privacy Act
of 1974, E-Government Act of 2002, National Institute of Standards and Technology (“NIST”) Special Publications (“SP”),
including NIST SP 800-37, 800-53, and 800-60 Volumes I and II, Federal Information Processing Standards (“FIPS”)
Publications 140-2, 199, and 200, OMB Memoranda, Federal Risk and Authorization Management Program (“FedRAMP”),
DOJIT Security Standards, including DOJ Order 2640.2, as amended. These requirements include but are not limited to:

1. Limiting access to DOJ Information and Covered Information Systems to authorized users and to transactions
and functions that authorized users are permitted to exercise;

2. Providing security awareness training including, but not limited to, recognizing and reporting potential
indicators of insider threats to users and managers of DOJ Information and Covered Information Systems;

3. Creating, protecting, and retaining Covered Information System audit records, reports, and supporting
documentation to enable reviewing, monitoring, analysis, investigation, reconstruction, and reporting of unlawful,
unauthorized, or inappropriate activity related to such Covered Information Systems and/or DOJ Information;

4. Maintaining authorizations to operate any Covered Information System;
5. Performing continuous monitoring on all Covered Information Systems;

6. Establishing and maintaining baseline configurations and inventories of Covered Information Systems,
including hardware, software, firmware, and documentation, throughout the Information System Development
Lifecycle, and establishing and enforcing security configuration settings for IT products employed in Information
Systems;

7. Ensuring appropriate contingency planning has been performed, including DOJ Information and Covered
Information System backups;

8. Identifying Covered Information System users, processes acting on behalf of users, or devices, and
authenticating and verifying the identities of such users, processes, or devices, using multifactor authentication or
HSPD-12 compliant authentication methods where required,;

9. Establishing an operational incident handling capability for Covered Information Systems that includes
adequate preparation, detection, analysis, containment, recovery, and user response activities, and tracking,
documenting, and reporting incidents to appropriate officials and authorities within Contractor’s organization and
the DOJ;

10. Performing periodic and timely maintenance on Covered Information Systems, and providing effective
controls on tools, techniques, mechanisms, and personnel used to conduct such maintenance;

12. Protecting Covered Information System media containing DOJ Information, including paper, digital and
electronic media; limiting access to DOJ Information to authorized users; and sanitizing or destroying Covered
Information System media containing DOJ Information before disposal, release or reuse of such media;

13. Limiting physical access to Covered Information Systems, equipment, and physical facilities housing such
Covered Information Systems to authorized U.S. citizens unless a waiver has been granted by the Contracting
Officer (“CO”), and protecting the physical facilities and support infrastructure for such Information Systems;
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14. Screening individuals prior to authorizing access to Covered Information Systems to ensure compliance with
DOJ Security standards;

15. Assessing the risk to DOJ Information in Covered Information Systems periodically, including scanning
for vulnerabilities and remediating such vulnerabilities in accordance with DOJ policy and ensuring the timely
removal of assets no longer supported by the Contractor;

16. Assessing the security controls of Covered Information Systems periodically to determine if the controls are
effective in their application, developing and implementing plans of action designed to correct deficiencies and
eliminate or reduce vulnerabilities in such Information Systems, and monitoring security controls on an ongoing
basis to ensure the continued effectiveness of the controls;

17. Monitoring, controlling, and protecting information transmitted or received by Covered Information Systems
at the external boundaries and key internal boundaries of such Information Systems, and employing architectural
designs, software development techniques, and systems engineering principles that promote effective security; and

18. Identifying, reporting, and correcting Covered Information System security flaws in a timely manner,
providing protection from malicious code at appropriate locations, monitoring security alerts and advisories and
taking appropriate action in response.

B. Contractor shall not process, store, or transmit DOJ Information using a Covered Information System without first
obtaining an Authority to Operate (“ATO”) for each Covered Information System. The ATO shall be signed by the
Authorizing Official for the DOJ component responsible for maintaining the security, confidentiality, integrity, and
availability of the DOJ Information under this contract. The DOJ standards and requirements for obtaining an ATO may be
found at DOJ Order 2640.2, as amended. (For Cloud Computing Systems, see Section V, below.)

C. Contractor shall ensure that no Non-U.S. citizen accesses or assists in the development, operation, management, or
maintenance of any DOJ Information System, unless a waiver has been granted by the by the DOJ Component Head (or
his or her designee) responsible for the DOJ Information System, the DOJ Chief Information Officer, and the DOJ Security
Officer.

D. When requested by the DOJ CO or COR, or other DOJ official as described below, in connection with DOJ’s efforts

to ensure compliance with security requirements and to maintain and safeguard against threats and hazards to the security,
confidentiality, integrity, and availability of DOJ Information, Contractor shall provide DOJ, including the Office of
Inspector General (“OIG”) and Federal law enforcement components, (1) access to any and all information and records,
including electronic information, regarding a Covered Information System, and (2) physical access to Contractor’s facilities,
installations, systems, operations, documents, records, and databases. Such access may include independent validation
testing of controls, system penetration testing, and FISMA data reviews by DOJ or agents acting on behalf of DOJ, and such
access shall be provided within 72 hours of the request. Additionally,

Contractor shall cooperate with DOJ’s efforts to ensure, maintain, and safeguard the security, confidentiality, integrity, and
availability of DOJ Information.

E. The use of Contractor-owned laptops or other portable digital or electronic media to process or store DOJ Information
covered by this clause is prohibited until Contractor provides a letter to the DOJ CO, and obtains the CO’s approval,
certifying compliance with the following requirements:

1. Media must be encrypted using a NIST FIPS 140-2 approved product;

2. Contractor must develop and implement a process to ensure that security and other applications software is kept
up-to-date;

3. Where applicable, media must utilize antivirus software and a host- based firewall mechanism;

4. Contractor must log all computer-readable data extracts from databases holding DOJ Information and verify
that each extract including such data has been erased within 90 days of extraction or that its use is still required.
All DOJ Information is sensitive information unless specifically designated as non-sensitive by the DOJ; and,

5. A Rules of Behavior (“ROB”) form must be signed by users. These rules must address, at a minimum,
authorized and official use, prohibition against unauthorized users and use, and the protection of DOJ Information.
The form also must notify the user that he or she has no reasonable expectation of privacy regarding any
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communications transmitted through or data stored on Contractor-owned laptops or other portable digital or
electronic media.

F. Contractor-owned removable media containing DOJ Information shall not be removed from DOJ facilities without prior
approval of the DOJ CO or COR.

G. When no longer needed, all media must be processed (sanitized, degaussed, or destroyed) in accordance with DOJ
security requirements.

H. Contractor must keep an accurate inventory of digital or electronic media used in the performance of DOJ contracts.

I. Contractor must remove all DOJ Information from Contractor media and return all such information to the DOJ within

15 days of the expiration or termination of the contract, unless otherwise extended by the CO, or waived (in part or whole)
by the CO, and all such information shall be returned to the DOJ in a format and form acceptable to the DOJ. The removal
and return of all DOJ Information must be accomplished in accordance with DOJ IT Security Standard requirements, and an
official of the Contractor shall provide a written certification certifying the removal and return of all such information to the
CO within 15 days of the removal and return of all DOJ Information.

J. DOJ, at its discretion, may suspend Contractor’s access to any DOJ Information, or terminate the contract, when DOJ
suspects that Contractor has failed to comply with any security requirement, or in the event of an Information System
Security Incident (see Section V.E. below), where the Department determines that either event gives cause for such action.
The suspension of access to DOJ Information may last until such time as DOJ, in its sole discretion, determines that the
situation giving rise to such action has been corrected or no longer exists. Contractor understands that any suspension or
termination in accordance with this provision shall be at no cost to the DOJ, and that upon request by the CO, Contractor
must immediately return all DOJ Information to DOJ, as well as any media upon which DOJ Information resides, at
Contractor’s expense.

V. Cloud Computing

A. Cloud Computing means an Information System having the essential characteristics described in NIST SP 800-145, The
NIST Definition of Cloud Computing. For the sake of this provision and clause, Cloud Computing includes Software as

a Service, Platform as a Service, and Infrastructure as a Service, and deployment in a Private Cloud, Community Cloud,
Public Cloud, or Hybrid Cloud.

B. Contractor may not utilize the Cloud system of any CSP unless:

1. The Cloud system and CSP have been evaluated and approved by a 3PAO certified under FedRAMP and
Contractor has provided the most current Security Assessment Report (“SAR”) to the DOJ CO for consideration
as part of Contractor’s overall System Security Plan, and any subsequent SARs within 30 days of issuance, and
has received an ATO from the Authorizing Official for the DOJ component responsible for maintaining the
security confidentiality, integrity, and availability of the DOJ Information under contract; or,

2. If not certified under FedRAMP, the Cloud System and CSP have received an ATO signed by the Authorizing
Official for the DOJ component responsible for maintaining the security, confidentiality, integrity, and availability
of the DOJ Information under the contract.

C. Contractor must ensure that the CSP allows DOJ to access and retrieve any DOJ Information processed, stored or
transmitted in a Cloud system under this Contract within a reasonable time of any such request, but in no event less than 48
hours from the request. To ensure that the DOJ can fully and appropriately search and retrieve DOJ Information from the
Cloud system, access shall include any schemas, meta-data, and other associated data artifacts.

VI. Information System Security Breach or Incident
A. Definitions
1. Confirmed Security Breach (hereinafter, “Confirmed Breach”) means any confirmed unauthorized exposure,
loss of control, compromise, exfiltration, manipulation, disclosure, acquisition, or accessing of any Covered

Information System or any DOJ Information accessed by, retrievable from, processed by, stored on, or transmitted
within, to or from any such system.
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2. Potential Security Breach (hereinafter, “Potential Breach”) means any suspected, but unconfirmed, Covered
Information System Security Breach.

3. Security Incident means any Confirmed or Potential Covered Information System Security Breach.

B. Confirmed Breach. Contractor shall immediately (and in no event later than within 1 hour of discovery) report any
Confirmed Breach to the DOJ CO and the CO's Representative (“COR?”). If the Confirmed Breach occurs outside of regular
business hours and/or neither the DOJ CO nor the COR can be reached, Contractor must call DOJ-CERT at 1-866-US4-
CERT (1-866-874-2378) immediately (and in no event later than within 1 hour of discovery of the Confirmed Breach), and
shall notify the CO and COR as soon as practicable.

C. Potential Breach.

1. Contractor shall report any Potential Breach within 72 hours of detection to the DOJ CO and the COR, unless
Contractor has (a) completed its investigation of the Potential Breach in accordance with its own internal policies
and procedures for identification, investigation and mitigation of Security Incidents and (b) determined that there
has been no Confirmed Breach.

2. If Contractor has not made a determination within 72 hours of detection of the Potential Breach whether an
Confirmed Breach has occurred, Contractor shall report the Potential Breach to the DOJ CO and COR within one-
hour (i.e., 73 hours from detection of the Potential Breach). If the time by which to report the Potential Breach
occurs outside of regular business hours and/or neither the DOJ CO nor the COR can be reached, Contractor must
call the DOJ Computer Emergency Readiness Team (DOJ-CERT) at 1-866-US4-CERT (1-866-874-2378) within
one-hour (i.e., 73 hours from detection of the Potential Breach) and contact the DOJ CO and COR as soon as
practicable.

D. Any report submitted in accordance with paragraphs (B) and (C), above, shall identify (1) both the Information Systems
and DOJ Information involved or at risk, including the type, amount, and level of sensitivity of the DOJ Information and,

if the DOJ Information contains PII, the estimated number of unique instances of PII, (2) all steps and processes being
undertaken by Contractor to minimize, remedy, and/or investigate the Security Incident, (3) any and all other information as
required by the US- CERT Federal Incident Notification Guidelines, including the functional impact, information impact,
impact to recoverability, threat vector, mitigation details, and all available incident details; and (4) any other information
specifically requested by the DOJ. Contractor shall continue to provide written updates to the DOJ CO regarding the status
of the Security Incident at least every three (3) calendar days until informed otherwise by the DOJ CO.

E. All determinations regarding whether and when to notify individuals and/or federal agencies potentially affected by a
Security Incident will be made by DOIJ senior officials or the DOJ Core Management Team at DOJ’s discretion.

F. Upon notification of a Security Incident in accordance with this section, Contractor must provide to DOJ full access to
any affected or potentially affected facility and/or Information System, including access by the DOJ OIG and Federal law
enforcement organizations, and undertake any and all response actions DOJ determines are required to ensure the protection
of DOJ Information, including providing all requested images, log files, and event information to facilitate rapid resolution
of any Security Incident.

G. DOJ, at its sole discretion, may obtain, and Contractor will permit, the assistance of other federal agencies and/or

third party contractors or firms to aid in response activities related to any Security Incident. Additionally, DOJ, at its

sole discretion, may require Contractor to retain, at Contractor’s expense, a Third Party Assessing Organization (3PAO),
acceptable to DOJ, with expertise in incident response, compromise assessment, and federal security control requirements,
to conduct a thorough vulnerability and security assessment of all affected Information Systems.

H. Response activities related to any Security Incident undertaken by DOJ, including activities undertaken by Contractor,
other federal agencies, and any third-party contractors or firms at the request or direction of DOJ, may include inspections,
investigations, forensic reviews, data analyses and processing, and final determinations of responsibility for the Security
Incident and/or liability for any additional response activities. Contractor shall be responsible for all costs and related
resource allocations required for all such response activities related to any Security Incident, including the cost of any
penetration testing.

VII. Personally Identifiable Information Notification Requirement
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Contractor certifies that it has a security policy in place that contains procedures to promptly notify any individual whose
Personally Identifiable Information (“PII”’) was, or is reasonably determined by DOJ to have been, compromised. Any
notification shall be coordinated with the DOJ CO and shall not proceed until the DOJ has made a determination that
notification would not impede a law enforcement investigation or jeopardize national security. The method and content
of any notification by Contractor shall be coordinated with, and subject to the approval of, DOJ. Contractor shall be
responsible for taking corrective action consistent with DOJ Data Breach Notification Procedures and as directed by the
DOJ CO, including all costs and expenses associated with such corrective action, which may include providing credit
monitoring to any individuals whose PII was actually or potentially compromised.

VIII. Pass-through of Security Requirements to Subcontractors and CSPs

The requirements set forth in the preceding paragraphs of this clause apply to all subcontractors and CSPs who perform
work in connection with this Contract, including any CSP providing services for any other CSP under this Contract, and
Contractor shall flow down this clause to all subcontractors and CSPs performing under this contract.

Any breach by any subcontractor or CSP of any of the provisions set forth in this clause will be attributed to Contractor.

(End of Clause)

DOJ-02 Contractor Privacy Requirements (JAN 2022)

A. Limiting Access to Privacy Act and Other Sensitive Information

(1) Privacy Act Information

In accordance with FAR 52.224-1 Privacy Act Notification (APR 1984) and FAR 52.224-2 Privacy Act (APR 1984), if this
contract requires Contractor personnel to have access to information protected by the Privacy Act of 1974, the contractor is
advised that the relevant DOJ system of records notices (SORNS) applicable to this Privacy Act information may be found at
https://www.justice.gov/opcl/doj-systems-records.[ 1] Applicable SORNs published by other agencies may be accessed through
those agencies’ websites or by searching the Federal Digital System (FDsys) available at http://www.gpo.gov/fdsys/. SORNs
may be updated at any time.

(2) Prohibition on Performing Work Outside a Government Facility/Network/Equipment

Except where use of Contractor networks, IT, other equipment, or Workplace as a Service (WaaS) is specifically authorized
within this contract, the Contractor shall perform all tasks on authorized Government networks, using Government-furnished
IT and other equipment and/or WaaS and Government information shall remain within the confines of authorized Government
networks at all times. Any handling of Government information on Contractor networks or IT must be approved by the

Senior Component Official for Privacy of the component entering into this contract. Except where remote work is specifically
authorized within this contract, the Contractor shall perform all tasks described in this document at authorized Government
facilities; the Contractor is prohibited from performing these tasks at or removing Government-furnished information to

any other facility; and Government information shall remain within the confines of authorized Government facilities at all
times. Contractors may only access classified materials on government furnished equipment in authorized government owned
facilities regardless of remote work authorizations.

(3) Prior Approval Required to Hire Subcontractors

The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any contractual relationship
(Subcontractor) in support of this contract requiring the disclosure of information, documentary material and/or records
generated under or relating to this contract. The Contractor (and any Subcontractor) is required to abide by Government and
Agency guidance for protecting sensitive and proprietary information.

(4) Separation Checklist for Contractor Employees

The Contractor shall complete and submit an appropriate separation checklist to the Contracting Officer before any employee
or Subcontractor employee terminates working on the contract. The Contractor must submit the separation checklist on

or before the last day of employment or work on the contract. The separation checklist must verify: (1) return of any
Government-furnished equipment; (2) return or proper disposition of personally identifiable information (PII)[2], in paper or
electronic form, in the custody of the employee or Subcontractor employee including the sanitization of data on any computer



15JE1R23Q00000004 Page 11 of 19

systems or media as appropriate; and (3) termination of any technological access to the Contractor’s facilities or systems that
would permit the terminated employee’s access to PII or other sensitive information.

In the event of adverse job actions resulting in the dismissal of a Contractor or Subcontractor employee before the separation
checklist can be completed, the Prime Contractor must notify the Contracting Officer within 24 hours and confirm receipt of
the notification. In the case the Contractor is unable to notify the Contracting Officer, then the Contractor should notify the
Contract Officer’s Representative (COR).

Contractors must complete the separation checklist with the Contracting Officer or COR by returning all Government-
furnished property including, but not limited to, computer equipment, media, credentials and passports, smart cards, mobile
devices, Personal Identity Verification (PIV) cards, calling cards, and keys and terminating access to all user accounts and
systems. Unless the Contracting Officer requests otherwise, the relevant Program Manager or other Key Personnel designated
by the Contracting Officer or COR may facilitate the return of equipment.

B. Privacy Training, Safeguarding, and Remediation

(1) Required Security and Privacy Training for Contractors

The Contractor must ensure that all employees take appropriate privacy training, including Subcontractors who have access

to PII as well as the creation, use, dissemination and/or destruction of PII at the outset of the employee’s work on the contract
and every year thereafter. Training must include procedures on how to properly handle PII, including heightened security
requirements for the transporting or transmission of sensitive PII, and reporting requirements for a suspected breach or loss of
PII. These courses, along with more information about DOJ security and training requirements for Contractors, are available
at https://www.justice.gov/jmd/learndoj. The Federal Information Security Modernization Act of 2014 (FISMA) requires all
individuals accessing DOJ information to complete training on records management, cybersecurity awareness, and information
system privacy awareness. Contractor employees are required to sign the “Privacy Rules of Behavior,” acknowledging and
agreeing to abide by privacy law, policy, and certain privacy safeguards, prior to accessing DOJ information. These Rules of
Behavior are made available to all new users of DOJ’s computer network and to trainees at the conclusion of DOJ-OPCL-
CS-0005.

The Contractor should maintain copies of certificates as a record of compliance and must submit an email notification annually
to the COR verifying that all employees working under this contract have completed the required privacy and cybersecurity
training.

(2) Safeguarding PII Requirements

Contractor employees must comply with DOJ Order 0904 and other guidance published to the publicly-available Office of
Privacy and Civil Liberties (OPCL) Resources page[3] relating to the safeguarding of PII, including the use of additional
controls to safeguard sensitive PII (e.g., the encryption of sensitive PII). This requirement flows down from the Prime
Contractor to all Subcontractors and lower tiered subcontracts.

(3) Non-Disclosure Agreement Requirement

Prior to commencing work, all Contractor personnel that may have access to PII or other sensitive information shall be
required to sign a Non-Disclosure Agreement (NDA) and the DOJ IT Rules of Behavior. The Non-Disclosure Agreement:

(a) prohibits the Contractor from retaining or divulging any PII or other sensitive information, or derivatives therefrom,
furnished by the Government or to which they may otherwise come in contact as a result of their performance of work under
the contract/task order that is otherwise not publicly available, whether or not such information has been reduced to writing;
and

(b) requires the Contractor to report any loss of control, compromise, unauthorized disclosure, or unauthorized acquisition of
PII or other sensitive information to the component-level or headquarters Security Operations Center within one (1) hour of
discovery.

The Contractor should maintain signed copies of the NDA for all employees as a record of compliance. The Contractor should
also provide copies of each employee’s signed NDA to the Contracting Officer before the employee may commence work
under the contract/task order.

(4) Prohibition on Use of PII in Vendor Billing and Administrative Records
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The Contractor’s invoicing, billing, and other financial or administrative records or databases is not authorized to regularly
store or include any sensitive PII or other confidential government information that is created, obtained, or provided during

the performance of the contract without the written permission of the Senior Component Official for Privacy (SCOP). It is
acceptable to list the names, titles and contact information for the Contracting Officer, COR, or other personnel associated with
the administration of the contract in the invoices as needed.

(5) Reporting Actual or Suspected Data Breach

Contractors must report any actual or suspected breach of PII within one hour of discovery.[4] A “breach” is an incident or
occurrence that involves the loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or any similar
occurrence where: (1) a person other than an authorized user accesses or potentially accesses PII or (2) an authorized user
accesses or potentially accesses PII for an other than authorized purpose. The report of a breach must be made to DOJ. The
Contractor must cooperate with DOJ’s inquiry into the incident and efforts to minimize risks to DOJ or individuals, including
remediating any harm to potential victims.

(a) The Contractor must develop and maintain an internal process by which its employees and Subcontractors are trained
to identify and report the breach, consistent with DOJ Instruction 0900.00.01[5], Reporting and Response Procedures for a
Breach of Personally Identifiable Information.

(b) The Contractor must report any such breach by its employees or Subcontractors to the DOJ Security Operations Center
(dojcert@usdoj.gov, 202-357-7000); Component-level Security Operations Center and Component-level Management
Team, where appropriate; the COR; and the Contracting Officer within one (1) hour of the initial discovery.

(c) The Contractor must provide a written report to the DOJ Security Operations Center (dojcert@usdoj.gov, 202-357-7000)
within 24 hours of discovery of the breach by its employees or Subcontractors. The report must contain the following
information:

(i) Narrative or detailed description of the events surrounding the suspected loss or compromise of information.[6]
Date, time, and location of the incident.

(i) Amount, type, and sensitivity of information that may have been lost or compromised, accessed without
authorization, etc.

(iii) Contractor’s assessment of the likelihood that the information was compromised or lost and the reasons behind the
assessment.[7]

(iv) Names and classification of person(s) involved, including victim, Contractor employee/Subcontractor and any
witnesses.

(v) Cause of the incident and whether the company’s security plan was followed and, if not, which specific provisions
were not followed.[8]

(vi) Actions that have been or will be taken to minimize damage and/or mitigate further compromise.

(vii) Recommendations to prevent similar situations in the future, including whether the security plan needs to be
modified in any way and whether additional training may be required.

(d) The Contractor shall provide full access and cooperation for all activities determined by the Government to be required
to ensure an effective incident response, including providing all requested images, log files, and event information to
facilitate rapid resolution of sensitive information incidents.

(e) At the Government’s discretion, Contractor employees or Subcontractor employees may be identified as no longer
eligible to access PII or to work on that contract based on their actions related to the loss or compromise of PII.

(6) Victim Remediation

At DOJ’s request, the Contractor is responsible for notifying victims and providing victim remediation services in the event of
a breach of PII held by the Contractor, its agents, or its Subcontractors, under this contract. Victim remediation services shall
include at least 18 months of credit monitoring and, for serious or large incidents as determined by the Government, call center
help desk services for the individuals whose PII was lost or compromised. When DOJ requests notification, the Department
Chief Privacy and Civil Liberties Officer and SCOP will direct the Contractor on the method and content of such notification
to be sent to individuals whose PII was breached. By performing this work, the Contractor agrees to full cooperation in the
event of a breach. The Contractor should be self-insured to the extent necessary to handle any reasonably foreseeable breach,
with another source of income, to fully cover the costs of breach response, including but not limited to victim remediation.
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C. Government Records Training, Ownership, and Management

(1) Records Management Training and Compliance

(a) The Contractor must ensure that all employees and Subcontractors that have access to PII as well as to those involved in
the creation, use, dissemination and/or destruction of PII take the DOJ Records and Information Training for New Employees
(RIM) training course or another training approved by the Contracting Officer or COR. This training will be provided at

the outset of the Subcontractor’s/employee’s work on the contract and every year thereafter. The Contractor shall maintain
copies of certificates as a record of compliance and must submit an email notification annually to the COR verifying that all
employees working under this contract have completed the required records management training.

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those policies
associated with the safeguarding of records containing PII and those covered by the Privacy Act of 1974. These policies
include the preservation of all records created or received regardless of format, mode of transmission, or state of completion.

(2) Records Creation, Ownership, and Disposition

(a) The Contractor shall not create or maintain any records not specifically tied to or authorized by the contract using
Government IT equipment and/or Government records or that contain Government Agency information. The Contractor shall
certify, in writing, the appropriate disposition or return of all Government information at the conclusion of the contract or at

a time otherwise specified in the contract. In accordance with 36 CFR 1222.32, the Contractor shall maintain and manage all
Federal records created in the course of performing the contract in accordance with Federal law. Records may not be removed
from the legal custody of DOJ or destroyed except in accordance with the provisions of the agency records schedules.

(b) Except as stated in the Performance Work Statement and, where applicable, the Contractor’s Commercial License
Agreement, the Government Agency owns the rights to all electronic information (electronic data, electronic information
systems or electronic databases and all supporting documentation and associated metadata created as part of this contract. All
deliverables (including all data and records) under the contract are the property of the U.S. Government and may be considered
federal records, for which the Agency shall have unlimited rights to use, dispose of, or disclose such data contained therein.
The Contractor must deliver sufficient technical documentation with all data deliverables to permit the agency to use the data.

(c) The Contractor shall not retain, use, sell, disseminate, or dispose of any government data/records or deliverables without
the express written permission of the Contracting Officer or Contracting Officer’s Representative. The Agency and its
contractors are responsible for preventing the alienation or unauthorized destruction of records, including all forms of
mutilation. Willful and unlawful destruction, damage or alienation of Federal records is subject to the fines and penalties
imposed by 18 U.S.C. § 2701. Records may not be removed from the legal custody of the Agency or destroyed without regard
to the provisions of the Agency records schedules.

D. Data Privacy and Oversight

(1) Restrictions on Testing or Training Using Real Data Containing PII

The use of real data containing PII from any source for testing or training purposes is generally prohibited. The Contractor
shall use synthetic or de-identified real data for testing or training whenever feasible.

(2) Requirements for Contractor IT Systems Hosting Government Data

The Contractor is required to obtain an Authority To Operate (ATO) for any IT environment owned or controlled by the
Contractor or any Subcontractor on which Government data shall reside for the purposes of IT system development, design,
data migration, testing, training, maintenance, use, or disposal.

(3) Requirement to Support Privacy Compliance

(a) If this contract requires the development, maintenance or administration of information technology[9], the Contractor
shall support the completion of the Initial Privacy Assessment (IPA) document, if requested by Department personnel. An
IPA is the first step in a process to identify potential privacy issues and mitigate privacy risks. The IPA asks basic questions
to help components assess whether additional privacy protections may be needed in designing or implementing a project[10]
to mitigate privacy risks, and whether compliance work may be needed. Upon review of the IPA, the OPCL determines
whether a Privacy Impact Assessment (PIA) document and/or SORN, or modifications thereto, are required. The Contractor
shall provide adequate support to complete the applicable risk assessment and PIA document in a timely manner, and shall
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ensure that project management plans and schedules include the IPA, PIA, and SORN (to the extent required) as milestones.
Additional information on the privacy compliance process at DOJ, including IPAs, PIAs, and SORNS, is located on the DOJ
OPCL website (https://dojnet.doj.gov/privacy/), including DOJ Order 0601, Privacy and Civil Liberties. The Privacy Impact
Assessment Guidance and Template outline the requirements and format for the PIA.

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may require privacy
risk assessment and documentation, the Contractor shall provide adequate support to DOJ to ensure DOJ can complete any
required assessment, and IPA, PIA, SORN, or other supporting documentation to support privacy compliance. The Contractor
shall work with personnel from the program office, OPCL, the Office of the Chief Information Officer (OCIO), and the Office
of Records Management and Policy to ensure that the privacy assessments and documentation are kept on schedule, that the
answers to questions in the documents are thorough and complete, and that questions asked by the OPCL and other offices

are answered in a timely fashion. The Contractor must ensure the completion of required PIAs and documentation of privacy
controls consistent with federal law and standards, e.g. NIST 800-53, Rev. 5; and compliance with the Privacy Act of 1974,
E-Government Act of 2002, Federal Information Security Modernization Act of 2014, and key OMB guidelines, e.g., OMB
Circular A-130.

[1] “[T]he term ‘record’ means any item, collection, or grouping of information about an individual that is maintained by an agency,
including, but not limited to, his education, financial transactions, medical history, and criminal or employment history and that
contains his name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or
voice print or a photograph.” 5 U.S.C. § 552a(a)(4). “[TThe term ‘system of records’ means a group of any records under the control
of any agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other
identifying particular assigned to the individual.” 5 U.S.C. § 552a(a)(5).

[2] As stated in FAR 52.224-3 and Office of Management and Budget (OMB) Circular A-130, Managing Federal Information

as a Strategic Resource (2016), “’personally identifiable information” means information that can be used to distinguish or trace

an individual's identity, either alone or when combined with other information that is linked or linkable to a specific individual.”
Regarding “sensitive PII,” “[t]he sensitivity level of the PII will depend on the context, including the purpose for which the PII is
created, collected, used, processed, stored, maintained, disseminated, disclosed, or disposed. For example, the sensitivity level of a
list of individuals’ names may depend on the source of the information, the other information associated with the list, the intended use
of the information, the ways in which the information will be processed and shared, and the ability to access the information.” OMB
Circular A-130, at App. 1I-2.

[3] The DOJ OPCL Resources page is available at https://www.justice.gov/opcl/resources.

[4] As stated in DOJ Instruction 0900, “Contractors must notify the Contracting Officer, the Contracting Officer’s Representative,
and JSOC (or component-level SOC) within 1 hour of discovering any incidents, including breaches, consistent with this Instruction,
guidance issued by the CPCLO, NIST standards and guidelines, and the US-CERT notification guidelines.”

[5] https://www justice.gov/file/4336/download

[6] As stated in DOJ Instruction 0900, the description should include the type of information that constitutes PII; purpose for which
PII is collected, maintained, and used; extent to which PII identifies a peculiarly vulnerable population; the determination of whether
the information was properly encrypted or rendered partially or completely inaccessible by other means; format of PII (e.g., whether
PII was structured or unstructured); length of time PII was exposed; any evidence confirming that PII is being misused or that it was
never accessed.

[7] As stated in DOJ Instruction 0900, the report should include the nature of the cyber threat (e.g., Advanced Persistent Threat, Zero
Day Threat, data exfiltration) for cyber incidents.

[8] As stated in DOJ Instruction 0900, the report should include analysis on whether the data is accessible, usable, and intentionally
targeted.

[9] As defined in 40 U.S.C. § 11101, the term “information technology” means any equipment or interconnected system or subsystem
of equipment, used in the automatic acquisition, storage, analysis, evaluation, manipulation, management, movement, control,
display, switching, interchange, transmission, or reception of data or information by the executive agency, if the equipment is

used by the executive agency directly or is used by a contractor under a contract with the executive agency that requires the use

(i) of that equipment or (ii) of that equipment to a significant extent in the performance of a service or the furnishing of a product;
includes computers, ancillary equipment (including imaging peripherals, input, output, and storage devices necessary for security and
surveillance), peripheral equipment designed to be controlled by the central processing unit of a computer, software, firmware and
similar procedures, services (including support services), and related resources; but does not include any equipment acquired by a
federal contractor incidental to a federal contract.

[10] In this instance, the term “project” is used to scope the activities (e.g., creating, collecting, using, processing, storing,
maintaining, disseminating, disclosing, or disposing of information) covered by an IPA. A project is intended to be technology-
neutral, and may include an information system, a digital service, an information technology, a combination thereof, or some other
activity that may create potential privacy issues or privacy risks that would benefit from an IPA. The scope of a project covered by an
IPA is discretionary, but components should work with their SCOP and OPCL.

(End of Clause)
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Section 4 - List of Attachments

This Section Is Intentionally Left Blank
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Section 5 - Solicitation Provisions

52.212-1 Instructions to Offerors-Commercial Products and Commercial Services (Nov 2021)

(a) North American Industry Classification System (NAICS) code and small business size standard. The NAICS code(s) and small
business size standard(s) for this acquisition appear elsewhere in the solicitation. However, the small business size standard for a
concern that submits an offer, other than on a construction or service acquisition, but proposes to furnish an end item that it did not
itself manufacture, process, or produce is 500 employees if the acquisition--

(1) Is set aside for small business and has a value above the simplified acquisition threshold;

(2) Uses the HUBZone price evaluation preference regardless of dollar value, unless the offeror waives the price evaluation
preference; or

(3) Is an 8(a), HUBZone, service-disabled veteran-owned, economically disadvantaged women-owned, or women-owned small
business set-aside or sole-source award regardless of dollar value.

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation at or before the exact time specified
in this solicitation. Offers may be submitted on the SF 1449, letterhead stationery, or as otherwise specified in the solicitation. As a
minimum, offers must show--

(1) The solicitation number;

(2) The time specified in the solicitation for receipt of offers;

(3) The name, address, and telephone number of the offeror;

(4) A technical description of the items being offered in sufficient detail to evaluate compliance with the requirements in the
solicitation. This may include product literature, or other documents, if necessary;

(5) Terms of any express warranty;
(6) Price and any discount terms;
(7) "Remit to" address, if different than mailing address;

(8) A completed copy of the representations and certifications at Federal Acquisition Regulation (FAR) 52.212-3 (see FAR
52.212-3(b) for those representations and certifications that the offeror shall complete electronically);

(9) Acknowledgment of Solicitation Amendments;

(10) Past performance information, when included as an evaluation factor, to include recent and relevant contracts for the same
or similar items and other references (including contract numbers, points of contact with telephone numbers and other relevant
information); and

(11) If the offer is not submitted on the SF 1449, include a statement specifying the extent of agreement with all terms, conditions,
and provisions included in the solicitation. Offers that fail to furnish required representations or information, or reject the terms and
conditions of the solicitation may be excluded from consideration.

(c) Period for acceptance of offers. The offeror agrees to hold the prices in its offer firm for 30 calendar days from the date specified
for receipt of offers, unless another time period is specified in an addendum to the solicitation.

(d) Product samples. When required by the solicitation, product samples shall be submitted at or prior to the time specified for receipt
of offers. Unless otherwise specified in this solicitation, these samples shall be submitted at no expense to the Government, and
returned at the sender's request and expense, unless they are destroyed during preaward testing.
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(e) Multiple offers. Offerors are encouraged to submit multiple offers presenting alternative terms and conditions, including alternative
line items (provided that the alternative line items are consistent with FAR subpart 4.10), or alternative commercial products or
commercial services for satisfying the requirements of this solicitation. Each offer submitted will be evaluated separately.

(f) Late submissions, modifications, revisions, and withdrawals of offers.

(1) Ofterors are responsible for submitting offers, and any modifications, revisions, or withdrawals, so as to reach the Government
office designated in the solicitation by the time specified in the solicitation. If no time is specified in the solicitation, the time for
receipt is 4:30 p.m., local time, for the designated Government office on the date that offers or revisions are due.

(2)(1) Any offer, modification, revision, or withdrawal of an offer received at the Government office designated in the solicitation
after the exact time specified for receipt of offers is "late" and will not be considered unless it is received before award is made, the
Contracting Officer determines that accepting the late offer would not unduly delay the acquisition; and--

(A) If it was transmitted through an electronic commerce method authorized by the solicitation, it was received at the initial point of
entry to the Government infrastructure not later than 5:00 p.m. one working day prior to the date specified for receipt of offers; or

(B) There is acceptable evidence to establish that it was received at the Government installation designated for receipt of offers and
was under the Government's control prior to the time set for receipt of offers; or

(C) If this solicitation is a request for proposals, it was the only proposal received.

(i1) However, a late modification of an otherwise successful offer, that makes its terms more favorable to the Government, will be
considered at any time it is received and may be accepted.

(3) Acceptable evidence to establish the time of receipt at the Government installation includes the time/date stamp of that installation
on the offer wrapper, other documentary evidence of receipt maintained by the installation, or oral testimony or statements of
Government personnel.

(4) If an emergency or unanticipated event interrupts normal Government processes so that offers cannot be received at the
Government office designated for receipt of offers by the exact time specified in the solicitation, and urgent Government requirements
preclude amendment of the solicitation or other notice of an extension of the closing date, the time specified for receipt of offers will
be deemed to be extended to the same time of day specified in the solicitation on the first work day on which normal Government
processes resume.

(5) Offers may be withdrawn by written notice received at any time before the exact time set for receipt of offers. Oral offers in
response to oral solicitations may be withdrawn orally. If the solicitation authorizes facsimile offers, offers may be withdrawn via
facsimile received at any time before the exact time set for receipt of offers, subject to the conditions specified in the solicitation
concerning facsimile offers. An offer may be withdrawn in person by an offeror or its authorized representative if, before the exact
time set for receipt of offers, the identity of the person requesting withdrawal is established and the person signs a receipt for the offer.

(g) Contract award (not applicable to Invitation for Bids). The Government intends to evaluate offers and award a contract without
discussions with offerors. Therefore, the offeror's initial offer should contain the offeror's best terms from a price and technical
standpoint. However, the Government reserves the right to conduct discussions if later determined by the Contracting Officer to be
necessary. The Government may reject any or all offers if such action is in the public interest; accept other than the lowest offer; and
waive informalities and minor irregularities in offers received.

(h) Multiple awards. The Government may accept any item or group of items of an offer, unless the offeror qualifies the offer by
specific limitations. Unless otherwise provided in the Schedule, offers may not be submitted for quantities less than those specified.
The Government reserves the right to make an award on any item for a quantity less than the quantity offered, at the unit prices
offered, unless the offeror specifies otherwise in the offer.

(1) Availability of requirements documents cited in the solicitation.
(1)(1) The GSA Index of Federal Specifications, Standards and Commercial Item Descriptions, FPMR Part 101-29, and copies of
specifications, standards, and commercial item descriptions cited in this solicitation may be obtained for a fee by submitting a request

to--

GSA Federal Supply Service Specifications Section
Suite 8100 470 East L'Enfant Plaza, SW
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Telephone (202) 619-8925
Facsimile (202) 619-8978.

(ii) If the General Services Administration, Department of Agriculture, or Department of Veterans Affairs issued this solicitation, a
single copy of specifications, standards, and commercial item descriptions cited in this solicitation may be obtained free of charge by
submitting a request to the addressee in paragraph (i)(1)(i) of this provision. Additional copies will be issued for a fee.

(2) Most unclassified Defense specifications and standards may be downloaded from the following ASSIST websites:

(1) ASSIST (https://assist.dla.mil/online/start/).

(i1) Quick Search (http.://quicksearch.dla.mil/).

(3) Documents not available from ASSIST may be ordered from the Department of Defense Single Stock Point (DoDSSP) by--

(1) Using the ASSIST Shopping Wizard (https://assist.dla.mil/wizard/index.cfm);

(i1) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600 EST; or

(iii) Ordering from DoDSSP, Building 4, Section D, 700 Robbins Avenue, Philadelphia, PA 19111-5094, Telephone (215)
697-2667/2179, Facsimile (215) 697-1462.

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible for their preparation, publication, or
maintenance.

(j) Unique entity identifier. (Applies to all offers that exceed the micro-purchase threshold, and offers at or below the micro-purchase
threshold if the solicitation requires the Contractor to be registered in the System for Award Management (SAM).) The Offeror shall
enter, in the block with its name and address on the cover page of its offer, the annotation "Unique Entity Identifier" followed by

the unique entity identifier that identifies the Offeror's name and address. The Offeror also shall enter its Electronic Funds Transfer
(EFT) indicator, if applicable. The EFT indicator is a four-character suffix to the unique entity identifier. The suffix is assigned at the
discretion of the Offeror to establish additional SAM records for identifying alternative EFT accounts (see FAR subpart 32.11) for the
same entity. If the Offeror does not have a unique entity identifier, it should contact the entity designated at www.sam.gov for unique
entity identifier establishment directly to obtain one. The Offeror should indicate that it is an offeror for a Government contract when
contacting the entity designated at www.sam.gov for establishing the unique entity identifier.

(k) [Reserved].

(1) Debriefing. If a post-award debriefing is given to requesting offerors, the Government shall disclose the following information, if
applicable:

(1) The agency's evaluation of the significant weak or deficient factors in the debriefed offeror's offer.

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed offeror and past performance
information on the debriefed offeror.

(3) The overall ranking of all offerors, when any ranking was developed by the agency during source selection.
(4) A summary of the rationale for award,
(5) For acquisitions of commercial products, the make and model of the product to be delivered by the successful offeror.

(6) Reasonable responses to relevant questions posed by the debriefed offeror as to whether source-selection procedures set forth in
the solicitation, applicable regulations, and other applicable authorities were followed by the agency.

(End of provision)
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A.2 ADDENDUM TO FAR 52.212-1, Instructions to Offerors-Commercial Products and Commercial
Services (Nov 2021)

The terms and conditions for the following provisions are hereby incorporated into this solicitation as an
addendum to FAR provision 52.212-1.

Provisions By Full Text

[END OF ADDENDUM TO FAR 52.212-1]

52.212-2 Evaluation-Commercial Products and Commercial Services (Nov 2021)

(a) The Government will award a contract resulting from this solicitation to the responsible offeror whose offer conforming to the
solicitation will be most advantageous to the Government, price and other factors considered. The following factors shall be used to
evaluate offers:

Technical: Ability to meet the min. requirements outlined in the SOW Past Performance

[Contracting Officer shall insert the significant evaluation factors, such as (i) technical capability of the item offered to meet the
Government requirement; (ii) price; (iii) past performance (see FAR 15.304),; and include them in the relative order of importance of
the evaluation factors, such as in descending order of importance.]

Technical and past performance, when combined, are more important than price [ Contracting Officer state, in accordance with FAR
15.304, the relative importance of all other evaluation factors, when combined, when compared to price.]

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to the total price for
the basic requirement. The Government may determine that an offer is unacceptable if the option prices are significantly unbalanced.
Evaluation of options shall not obligate the Government to exercise the option(s).

(c) A written notice of award or acceptance of an offer, mailed or otherwise furnished to the successful offeror within the time for
acceptance specified in the offer, shall result in a binding contract without further action by either party. Before the offer's specified
expiration time, the Government may accept an offer (or part of an offer), whether or not there are negotiations after its receipt, unless
a written notice of withdrawal is received before award.

(End of provision)



