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SOLICITATION,OFFER,
AND AWARD SEALED BID (IFB) 1 40
(Construction, Alteration, or Repair) NEGOTIATED (RFP)

1. SOLICITATION NUMBER 2. TYPE OF SOLICITATION | 3. DATE ISSUED PAGE OF PAGES

15B11023Q0000010 02/15/2023
IMPORTANT -The "offer" section on the reverse must be fully completed by offeror.
4. CONTRACT NUMBER 5. REQUISITION/PURCHASE REQUEST NUMBER | 6. PROJECT NUMBER
2271AB2
7.1SSUED BY CODE | 15B110 8. ADDRESS OFFER TO
Federal Bureau of Prisons Tracy Fields
Federal Bureau of Prisons FCI Manchester (0) 6065994134
FCI Manchester 805 Fox Hollow Road 2fields@bop.gov
805 Fox Hollow Road
Manchester, KY 40962
9. FOR INFORMATION CALL:| a- NAME b. TELEPHONE NUMBER (Include area code)(NO COLLECT CALLS)

Tracy Fields t2fields@bop.gov

SOLICITATION

NOTE: In sealed bid solicitations "offer" and "offeror" means "bid" and "bidder".

10. THE GOVERNMENT REQUIRES PERFORMANCE OF THE WORK DESCRIBED IN THESE DOCUMENTS (Title, identifying number, date)

11. The Contractor shall begin performance within 28  calendar days and complete it within 365 _ calendar days after receiving
award, |:| notice to proceed. This performance period is mandatory |:| negotiable. (See Attached Schedule.)

12a. THE CONTRACTOR MUST FURNISH ANY REQUIRED PERFORMANCE AND PAYMENT [12b. CALENDAR DAYS
BONDS? (If "YES," indicate within how many calendar days after award in ltem 12b).

YES |:| NO 30

13. ADDITIONAL SOLICITATION REQUIREMENTS:

a. Sealed offers in original and ———— copies to perform the work required are due at the place specified in item 8 by 03:00 \&’{our)
astern
local time —03/17/2023 (date). If this is a sealed bid solicitation, offers will be publicly opened at that time. Sealegenveropes

containing offers shall be marked to show the offeror's name and address, the solicitation number, and the date and time offers are due.
b.  An offer guarantee Dis, is not required.

c. Al offers are subject to the (1) work requirements, and (2) other provisions and clauses incorporated in the solicitation in full text or by reference.

60

Offers providing less than calendar days for Government acceptance after the date offers are due will not be considered and will be

rejected.

STANDARD FORM 1442 (REV. 8/2014)

Prescribed by GSA - FAR (48 CFR) 53.236-1(d)
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OFFER (Must be fully completed by offeror)

14. NAME AND ADDRESS OF OFFEROR (Include ZIP Code)

15. TELEPHONE NUMBER (Include area code)

CODE FACILITY CODE

16. REMITTANCE ADDRESS (Include only if different than Item 14.)

17.
by the Government in writing within

The offeror agrees to perform the work required at the prices specified below in strict accordance with the terms of this solicitation, if this offer is accepted
calendar days after the date offers are due. (Insert any number equal to or greater than the minimum

requirement stated in Item 13d. Failure to insert any number means the offeror accepts the minimum in Iltem 13d.)

AMOUNTS

18. The offeror agrees to furnish any required performance and payment bonds.

19. ACKNOWLEDGMENT OF AMENDMENTS
(The offeror acknowledges receipt of amendments to the solicitation -- give number and date of each)

AMENDMENT
NUMBER

DATE.

20a. NAME AND TITLE OF PERSON AUTHORIZED TO SIGN OFFER
(Type or print)

20b. SIGNATURE

20c. OFFER DATE

AWARD (To be completed by Government)

21. ITEMS ACCEPTED:

22. AMOUNT 23. ACCOUNTING AND APPROPRIATION DATA

$0.00 See Line Item Detail

24. SUBMIT INVOICES TO ADDRESS SHOWN IN ITEM

(4 copies unless otherwise specified)

25_OTHER THAN FULL AND OPEN COMPETITION PURSUANT TO
10 U.S.C. 2304(c) ( ) 41U.8.C. 3304(a) ( )

26. ADMINISTERED BY 15B110

Federal Bureau of Prisons
FCI Manchester

805 Fox Hollow Road
Manchester, KY 40962

27. PAYMENT WILL BE MADE BY

Federal Bureau of Prisons
FCI Manchester

805 Fox Hollow Road
Manchester, K'Y 40962

CONTRACTING OFFICER WILL COMPLETE ITEM 28 OR 29 AS APPLICABLE

|:| 28. NEGOTIATED AGREEMENT (Contractor is required to sign this document
and return copies to issuing office.) Contractor agrees to furnish and
deliver all items or perform all work requirements identified on this form and any
continuation sheets for the consideration stated in this contract. The rights and
obligations of the parties to this contract shall be governed by (a) this contract
award, (b) the solicitation, and (c) the clauses, representations, certifications, and
specifications incorporated by reference in or attached to this contract.

29. AWARD (Contractor is not required to sign this document.) Your offer on
this solicitation is hereby accepted as to the items listed. This award consummates the
contract, which consists of (a) the Government solicitation and your offer, and (b) this
contract award. No further contractual document is necessary.

30a.NAME AND TITLE OF CONTRACTOR OR PERSON AUTHORIZED TO SIGN
(Type or print)

31a. NAME OF CONTRACTING OFFICER (Type or print)

30b. SIGNATURE 30c. DATE

Tracy Fields
31b. UNITED STATES OF AMERICA 31c. DATE
TRACY FIELDS o225 06071 asoo
BY ! 02/15/2023

STANDARD FORM 1442 (REV. 8/2014) BACK
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Section 2 - Commodity or Services Schedule

Repair Food Service and Commissary Roofs in accordance with Statement of Work

Firm Fixed Price

SCHEDULE OF SUPPLIES/SERVICES
CONTINUATION SHEET

ITEM NO. SUPPLIES/SERVICES QUANTITY |UNIT UNIT PRICE AMOUNT

0001 Furnish all personnel, equipment, supplies and materials necessary 1 EA | $ $
to remove and replace existing Food Service and Commissary
roofs at FCl Manchester in accordance to attached Statement of
Work. See attached memo for performance period dates.

PSC: 5650
ITEM NO. SUPPLIES/SERVICES QUANTITY |UNIT UNIT PRICE AMOUNT
0002 | Site Visit scheduled for Wednesday, March 1, 2023, at 12:30 p.m. 1 EA | $ $
Please e-mail t2fields@bop.gov to schedule visit and submit NCIC
forms.

PSC: N045
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Section 3 - Special Contract Requirements

This Section Is Intentionally Left Blank
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Section 4 - Contract Clauses

Clauses By Full Text

52.203-12 Limitation On Payments to Influence Certain Federal Transactions (Jun 2020)

(a) Definitions. As used in this clause--

"Agency" means "executive agency" as defined in Federal Acquisition Regulation (FAR) 2.101.

"Covered Federal action" means any of the following actions:

(1) Awarding any Federal contract.

(2) Making any Federal grant.

(3) Making any Federal loan.

(4) Entering into any cooperative agreement.

(5) Extending, continuing, renewing, amending, or modifying any Federal contract, grant, loan, or cooperative agreement.

"Indian tribe" and "tribal organization" have the meaning provided in section 4 of the Indian Self-Determination and Education
Assistance Act (25 U.S.C. 450b) and include Alaskan Natives.

"Influencing or attempting to influence" means making, with the intent to influence, any communication to or appearance before
an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of
Congress in connection with any covered Federal action.

"Local government" means a unit of government in a State and, if chartered, established, or otherwise recognized by a State for
the performance of a governmental duty, including a local public authority, a special district, an intrastate district, a council of
governments, a Sponsor group representative organization, and any other instrumentality of a local government.

"Officer or employee of an agency" includes the following individuals who are employed by an agency:

(1) An individual who is appointed to a position in the Government under Title 5, United States Code, including a position under a
temporary appointment.

(2) A member of the uniformed services, as defined in subsection 101(3), Title 37, United States Code.
(3) A special Government employee, as defined in section 202, Title 18, United States Code.

(4) An individual who is a member of a Federal advisory committee, as defined by the Federal Advisory Committee Act, Title 5,
United States Code, appendix 2.

"Person" means an individual, corporation, company, association, authority, firm, partnership, society, State, and local government,
regardless of whether such entity is operated for profit, or not for profit. This term excludes an Indian tribe, tribal organization, or
any other Indian organization eligible to receive Federal contracts, grants, cooperative agreements, or loans from an agency, but only
with respect to expenditures by such tribe or organization that are made for purposes specified in paragraph (b) of this clause and are
permitted by other Federal law.
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"Reasonable compensation" means, with respect to a regularly employed officer or employee of any person, compensation that is
consistent with the normal compensation for such officer or employee for work that is not furnished to, not funded by, or not furnished
in cooperation with the Federal Government.

"Reasonable payment" means, with respect to professional and other technical services, a payment in an amount that is consistent with
the amount normally paid for such services in the private sector.

"Recipient" includes the Contractor and all subcontractors. This term excludes an Indian tribe, tribal organization, or any other Indian
organization eligible to receive Federal contracts, grants, cooperative agreements, or loans from an agency, but only with respect to
expenditures by such tribe or organization that are made for purposes specified in paragraph (b) of this clause and are permitted by
other Federal law.

"Regularly employed" means, with respect to an officer or employee of a person requesting or receiving a Federal contract, an officer
or employee who is employed by such person for at least 130 working days within 1 year immediately preceding the date of the
submission that initiates agency consideration of such person for receipt of such contract. An officer or employee who is employed
by such person for less than 130 working days within 1 year immediately preceding the date of the submission that initiates agency
consideration of such person shall be considered to be regularly employed as soon as he or she is employed by such person for 130
working days.

"State" means a State of the United States, the District of Columbia, or an outlying area of the United States, an agency or
instrumentality of a State, and multi-State, regional, or interstate entity having governmental duties and powers.

(b) Prohibition. 31 U.S.C. 1352 prohibits a recipient of a Federal contract, grant, loan, or cooperative agreement from using
appropriated funds to pay any person for influencing or attempting to influence an officer or employee of any agency, a Member of
Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with any covered Federal
actions. In accordance with 31 U.S.C. 1352 the Contractor shall not use appropriated funds to pay any person for influencing or
attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an
employee of a Member of Congress in connection with the award of this contractor the extension, continuation, renewal, amendment,
or modification of this contract.

(1) The term appropriated funds does not include profit or fee from a covered Federal action.

(2) To the extent the Contractor can demonstrate that the Contractor has sufficient monies, other than Federal appropriated funds, the
Government will assume that these other monies were spent for any influencing activities that would be unallowable if paid for with
Federal appropriated funds.

(c) Exceptions. The prohibition in paragraph (b) of this clause does not apply under the following conditions:

(1) Agency and legislative liaison by Contractor employees. (i) Payment of reasonable compensation made to an officer or employee
of the Contractor if the payment is for agency and legislative liaison activities not directly related to this contract. For purposes of this

paragraph, providing any information specifically requested by an agency or Congress is permitted at any time.

(ii) Participating with an agency in discussions that are not related to a specific solicitation for any covered Federal action, but that
concern--

(A) The qualities and characteristics (including individual demonstrations) of the person's products or services, conditions or terms of
sale, and service capabilities; or

(B) The application or adaptation of the person's products or services for an agency's use.

(ii1) Providing prior to formal solicitation of any covered Federal action any information not specifically requested but necessary for
an agency to make an informed decision about initiation of a covered Federal action;

(iv) Participating in technical discussions regarding the preparation of an unsolicited proposal prior to its official submission; and

(v) Making capability presentations prior to formal solicitation of any covered Federal action by persons seeking awards from an
agency pursuant to the provisions of the Small Business Act, as amended by Pub. L. 95-507, and subsequent amendments.

(2) Professional and technical services. (i) A payment of reasonable compensation made to an officer or employee of a person
requesting or receiving a covered Federal action or an extension, continuation, renewal, amendment, or modification of a covered
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Federal action, if payment is for professional or technical services rendered directly in the preparation, submission, or negotiation of
any bid, proposal, or application for that Federal action or for meeting requirements imposed by or pursuant to law as a condition for
receiving that Federal action.

(ii) Any reasonable payment to a person, other than an officer or employee of a person requesting or receiving a covered Federal
action or an extension, continuation, renewal, amendment, or modification of a covered Federal action if the payment is for
professional or technical services rendered directly in the preparation, submission, or negotiation of any bid, proposal, or application
for that Federal action or for meeting requirements imposed by or pursuant to law as a condition for receiving that Federal action.
Persons other than officers or employees of a person requesting or receiving a covered Federal action include consultants and trade
associations.

(iii) As used in paragraph (c)(2) of this clause, "professional and technical services" are limited to advice and analysis directly
applying any professional or technical discipline (for examples, see FAR 3.803(a)(2)(iii)).

(iv) Requirements imposed by or pursuant to law as a condition for receiving a covered Federal award include those required by law
or regulation and any other requirements in the actual award documents.

(3) Only those communications and services expressly authorized by paragraphs (c)(1) and (2) of this clause are permitted.

(d) Disclosure. (1) If the Contractor did not submit OMB Standard Form LLL, Disclosure of Lobbying Activities, with its offer, but
registrants under the Lobbying Disclosure Act of 1995 have subsequently made a lobbying contact on behalf of the Contractor with
respect to this contract, the Contractor shall complete and submit OMB Standard Form LLL to provide the name of the lobbying
registrants, including the individuals performing the services.

(2) If the Contractor did submit OMB Standard Form LLL disclosure pursuant to paragraph (d) of the provision at FAR 52.203-11,
Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions, and a change occurs that affects Block 10
of the OMB Standard Form LLL (name and address of lobbying registrant or individuals performing services), the Contractor shall,

at the end of the calendar quarter in which the change occurs, submit to the Contracting Officer within 30 days an updated disclosure
using OMB Standard Form LLL.

(e) Penalties. (1) Any person who makes an expenditure prohibited under paragraph (b) of this clause or who fails to file or amend the
disclosure to be filed or amended by paragraph (d) of this clause shall be subject to civil penalties as provided for by 31 U.S.C. 1352.
An imposition of a civil penalty does not prevent the Government from seeking any other remedy that may be applicable.

(2) Contractors may rely without liability on the representation made by their subcontractors in the certification and disclosure form.

(f) Cost allowability. Nothing in this clause makes allowable or reasonable any costs which would otherwise be unallowable or
unreasonable. Conversely, costs made specifically unallowable by the requirements in this clause will not be made allowable under
any other provision.

(g) Subcontracts. (1) The Contractor shall obtain a declaration, including the certification and disclosure in paragraphs (c) and (d) of
the provision at FAR 52.203-11, Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions, from
each person requesting or receiving a subcontract under this contract that exceeds the threshold specified in FAR 3.808 on the date of
subcontract award. The Contractor or subcontractor that awards the subcontract shall retain the declaration.

(2) A copy of each subcontractor disclosure form (but not certifications) shall be forwarded from tier to tier until received by the
prime Contractor. The prime Contractor shall, at the end of the calendar quarter in which the disclosure form is submitted by the
subcontractor, submit to the Contracting Officer within 30 days a copy of all disclosures. Each subcontractor certification shall be

retained in the subcontract file of the awarding Contractor.

(3) The Contractor shall include the substance of this clause, including this paragraph (g), in any subcontract that exceeds the
threshold specified in FAR 3.808 on the date of subcontract award.

(End of clause)

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017)

(a) Definitions. As used in this clause--
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"Internal confidentiality agreement or statement" means a confidentiality agreement or any other written statement that the contractor
requires any of its employees or subcontractors to sign regarding nondisclosure of contractor information, except that it does

not include confidentiality agreements arising out of civil litigation or confidentiality agreements that contractor employees or
subcontractors sign at the behest of a Federal agency.

"Subcontract” means any contract as defined in subpart 2.1 entered into by a subcontractor to furnish supplies or services for
performance of a prime contract or a subcontract. It includes but is not limited to purchase orders, and changes and modifications to
purchase orders.

"Subcontractor" means any supplier, distributor, vendor, or firm (including a consultant) that furnishes supplies or services to or for a
prime contractor or another subcontractor.

(b) The Contractor shall not require its employees or subcontractors to sign or comply with internal confidentiality agreements or
statements prohibiting or otherwise restricting such employees or subcontractors from lawfully reporting waste, fraud, or abuse related
to the performance of a Government contract to a designated investigative or law enforcement representative of a Federal department
or agency authorized to receive such information (e.g., agency Office of the Inspector General).

(c) The Contractor shall notify current employees and subcontractors that prohibitions and restrictions of any preexisting internal
confidentiality agreements or statements covered by this clause, to the extent that such prohibitions and restrictions are inconsistent
with the prohibitions of this clause, are no longer in effect.

(d) The prohibition in paragraph (b) of this clause does not contravene requirements applicable to Standard Form 312 (Classified
Information Nondisclosure Agreement), Form 4414 (Sensitive Compartmented Information Nondisclosure Agreement), or any other
form issued by a Federal department or agency governing the nondisclosure of classified information.

(e) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015,
(Pub. L. 113-235), and its successor provisions in subsequent appropriations acts (and as extended in continuing resolutions) use of
funds appropriated (or otherwise made available) is prohibited, if the Government determines that the Contractor is not in compliance
with the provisions of this clause.

(f) The Contractor shall include the substance of this clause, including this paragraph (f), in subcontracts under such contracts.

(End of clause)

52.204-2 Security Requirements (Mar 2021)

(a) This clause applies to the extent that this contract involves access to information classified "Confidential," "Secret," or "Top
Secret."

(b) The Contractor shall comply with--

(1) The Security Agreement (DDForm441), including the National Industrial Security Program Operating Manual (32 CFR part 117);
and

(2) Any revisions to that manual, notice of which has been furnished to the Contractor.

(c) If, subsequent to the date of this contract, the security classification or security requirements under this contract are changed by
the Government and if the changes cause an increase or decrease in security costs or otherwise affect any other term or condition of
this contract, the contract shall be subject to an equitable adjustment as if the changes were directed under the Changes clause of this
contract.

(d) The Contractor agrees to insert terms that conform substantially to the language of this clause, including this paragraph (d) but
excluding any reference to the Changes clause of this contract, in all subcontracts under this contract that involve access to classified

information.

(End of clause)

52.204-9 Personal Identity Verification of Contractor Personnel (Jan 2011)
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(a) The Contractor shall comply with agency personal identity verification procedures identified in the contract that implement
Homeland Security Presidential Directive-12 (HSPD-12), Office of Management and Budget (OMB) guidance M-05-24 and Federal
Information Processing Standards Publication (FIPS PUB) Number 201.

(b) The Contractor shall account for all forms of Government-provided identification issued to the Contractor employees in
connection with performance under this contract. The Contractor shall return such identification to the issuing agency at the earliest of
any of the following, unless otherwise determined by the Government:

(1) When no longer needed for contract performance.

(2) Upon completion of the Contractor employee's employment.

(3) Upon contract completion or termination.

(c) The Contracting Officer may delay final payment under a contract if the Contractor fails to comply with these requirements.

(d) The Contractor shall insert the substance of this clause, including this paragraph (d), in all subcontracts when the subcontractor's
employees are required to have routine physical access to a Federally-controlled facility and/or routine access to a Federally-
controlled information system. It shall be the responsibility of the prime Contractor to return such identification to the issuing agency

in accordance with the terms set forth in paragraph (b) of this section, unless otherwise approved in writing by the Contracting Officer.

(End of clause)

52.204-10 Reporting Executive Compensation and First-Tier Subcontract Awards (Jun 2020)

(a) Definitions. As used in this clause:

"Executive" means officers, managing partners, or any other employees in management positions.

"First-tier subcontract" means a subcontract awarded directly by the Contractor for the purpose of acquiring supplies or services
(including construction) for performance of a prime contract. It does not include the Contractor's supplier agreements with vendors,
such as long-term arrangements for materials or supplies that benefit multiple contracts and/or the costs of which are normally applied

to a Contractor's general and administrative expenses or indirect costs.

"Month of award" means the month in which a contract is signed by the Contracting Officer or the month in which a first-tier
subcontract is signed by the Contractor.

"Total compensation" means the cash and noncash dollar value earned by the executive during the Contractor's preceding fiscal year
and includes the following (for more information see 17 CFR 229.402(c)(2)):

(1) Salary and bonus.
(2) Awards of stock, stock options, and stock appreciation rights. Use the dollar amount recognized for financial statement reporting
purposes with respect to the fiscal year in accordance with the Financial Accounting Standards Board's Accounting Standards

Codification (FASB ASC) 718, Compensation-Stock Compensation.

(3) Earnings for services under non-equity incentive plans. This does not include group life, health, hospitalization or medical
reimbursement plans that do not discriminate in favor of executives, and are available generally to all salaried employees.

(4) Change in pension value. This is the change in present value of defined benefit and actuarial pension plans.
(5) Above-market earnings on deferred compensation which is not tax-qualified.

(6) Other compensation, if the aggregate value of all such other compensation (e.g., severance, termination payments, value of life
insurance paid on behalf of the employee, perquisites or property) for the executive exceeds $10,000.

(b) Section 2(d)(2) of the Federal Funding Accountability and Transparency Act of 2006 (Pub. L. 109-282), as amended by section
6202 of the Government Funding Transparency Act of 2008 (Pub. L. 110-252), requires the Contractor to report information on
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subcontract awards. The law requires all reported information be made public, therefore, the Contractor is responsible for notifying its
subcontractors that the required information will be made public.

(c) Nothing in this clause requires the disclosure of classified information

(d) (1) Executive compensation of the prime contractor. As a part of its annual registration requirement in the System for Award
Management (SAM) (Federal Acquisition Regulation (FAR) provision 52.204-7), the Contractor shall report the names and total
compensation of each of the five most highly compensated executives for its preceding completed fiscal year, if--

(i) In the Contractor's preceding fiscal year, the Contractor received--

(A) 80 percent or more of its annual gross revenues from Federal contracts (and subcontracts), loans, grants (and subgrants),
cooperative agreements, and other forms of Federal financial assistance; and

(B) $25,000,000 or more in annual gross revenues from Federal contracts (and subcontracts), loans, grants (and subgrants),
cooperative agreements, and other forms of Federal financial assistance; and

(ii) The public does not have access to information about the compensation of the executives through periodic reports filed under
section 13(a) or 15(d) of the Securities Exchange Act of 1934 (15 U.S.C. 78m(a), 780(d)) or section 6104 of the Internal Revenue
Code of 1986. (To determine if the public has access to the compensation information, see the U.S. Security and Exchange
Commission total compensation filings at http.//www.sec.gov/answers/execomp.htm.)

(2) First-tier subcontract information. Unless otherwise directed by the Contracting Officer, or as provided in paragraph (g) of this
clause, by the end of the month following the month of award of a first-tier subcontract valued at or above the threshold specified in
FAR 4.1403(a) on the date of subcontract award, the Contractor shall report the following information at Attp.//www.fsrs.gov for that

first-tier subcontract. (The Contractor shall follow the instructions at Attp.//www.fsrs.gov to report the data.)

(i) Unique entity identifier for the subcontractor receiving the award and for the subcontractor's parent company, if the subcontractor
has a parent company.

(i1) Name of the subcontractor.
(iii) Amount of the subcontract award.
(iv) Date of the subcontract award.

(v) A description of the products or services (including construction) being provided under the subcontract, including the overall
purpose and expected outcomes or results of the subcontract.

(vi) Subcontract number (the subcontract number assigned by the Contractor).

(vii) Subcontractor's physical address including street address, city, state, and country. Also include the nine-digit zip code and
congressional district.

(viii) Subcontractor's primary performance location including street address, city, state, and country. Also include the nine-digit zip
code and congressional district.

(ix) The prime contract number, and order number if applicable.
(x) Awarding agency name and code.

(xi) Funding agency name and code.

(xii) Government contracting office code.

(xiii) Treasury account symbol (TAS) as reported in FPDS.

(xiv) The applicable North American Industry Classification System code (NAICS).
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(3) Executive compensation of the first-tier subcontractor. Unless otherwise directed by the Contracting Officer, by the end of the
month following the month of award of a first-tier subcontract valued at or above the threshold specified in FAR 4.1403(a) on the
date of subcontract award, and annually thereafter (calculated from the prime contract award date), the Contractor shall report the
names and total compensation of each of the five most highly compensated executives for that first-tier subcontractor for the first-tier
subcontractor's preceding completed fiscal year at http.//www.fsrs.gov , if--

(1) In the subcontractor's preceding fiscal year, the subcontractor received--

(A) 80 percent or more of its annual gross revenues from Federal contracts (and subcontracts), loans, grants (and subgrants),
cooperative agreements, and other forms of Federal financial assistance; and

(B) $25,000,000 or more in annual gross revenues from Federal contracts (and subcontracts), loans, grants (and subgrants),
cooperative agreements, and other forms of Federal financial assistance; and

(i) The public does not have access to information about the compensation of the executives through periodic reports filed under
section 13(a) or 15(d) of the Securities Exchange Act of 1934 (15 U.S.C. 78 m(a), 78 o(d)) or section 6104 of the Internal Revenue
Code of 1986. (To determine if the public has access to the compensation information, see the U.S. Security and Exchange
Commission total compensation filings at Attp.//www.sec.gov/answers/execomp.htm.)

(e) The Contractor shall not split or break down first-tier subcontract awards to a value below the threshold specified in FAR
4.1403(a), on the date of subcontract award, to avoid the reporting requirements in paragraph (d) of this clause.

(f) The Contractor is required to report information on a first-tier subcontract covered by paragraph (d) when the subcontract is
awarded. Continued reporting on the same subcontract is not required unless one of the reported data elements changes during the
performance of the subcontract. The Contractor is not required to make further reports after the first-tier subcontract expires.

(g) (1) If the Contractor in the previous tax year had gross income, from all sources, under $300,000, the Contractor is exempt from
the requirement to report subcontractor awards.

(2) If a subcontractor in the previous tax year had gross income from all sources under $300,000, the Contractor does not need to
report awards for that subcontractor.

(h) The FSRS database at http.//www.fsrs.gov will be prepopulated with some information from SAM and the FPDS database. If
FPDS information is incorrect, the contractor should notify the contracting officer. If the SAM information is incorrect, the contractor

is responsible for correcting this information.

(End of clause)

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other
Covered Entities (Nov 2021)

(a) Definitions. As used in this clause--

"Covered article" means any hardware, software, or service that--

(1) Is developed or provided by a covered entity;

(2) Includes any hardware, software, or service developed or provided in whole or in part by a covered entity; or
(3) Contains components using any hardware or software developed in whole or in part by a covered entity.
"Covered entity" means--

(1) Kaspersky Lab;

(2) Any successor entity to Kaspersky Lab;

(3) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or
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(4) Any entity of which Kaspersky Lab has a majority ownership.

(b) Prohibition. Section 1634 of Division A of the National Defense Authorization Act for Fiscal Year 2018 (Pub. L. 115-91)
prohibits Government use of any covered article. The Contractor is prohibited from--

(1) Providing any covered article that the Government will use on or after October 1, 2018; and

(2) Using any covered article on or after October 1, 2018, in the development of data or deliverables first produced in the performance
of the contract.

(c) Reporting requirement.

(1) In the event the Contractor identifies a covered article provided to the Government during contract performance, or the Contractor
is notified of such by a subcontractor at any tier or any other source, the Contractor shall report, in writing, to the Contracting Officer
or, in the case of the Department of Defense, to the website at Attps.//dibnet.dod.mil. For indefinite delivery contracts, the Contractor
shall report to the Contracting Officer for the indefinite delivery contract and the Contracting Officer(s) for any affected order or, in
the case of the Department of Defense, identify both the indefinite delivery contract and any affected orders in the report provided at
https.//dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (c)(1) of this clause:

(i) Within 1 business day from the date of such identification or notification: The contract number; the order number(s), if applicable;
supplier name; brand; model number (Original Equipment Manufacturer (OEM) number, manufacturer part number, or wholesaler
number); item description; and any readily available information about mitigation actions undertaken or recommended.

(i1) Within 10 business days of submitting the report pursuant to paragraph (c)(1) of this clause: any further available information
about mitigation actions undertaken or recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use
or submission of a covered article, any reasons that led to the use or submission of the covered article, and any additional efforts that

will be incorporated to prevent future use or submission of covered articles.

(d) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (d), in all subcontracts including
subcontracts for the acquisition of commercial products or commercial services.

(End of clause)

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment (Nov 2021)

(a) Definitions. As used in this clause--

Backhaul means intermediate links between the core network, or backbone network, and the small subnetworks at the edge of the
network (e.g., connecting cell phones/towers to the core telephone network). Backhaul can be wireless (e.g., microwave) or wired
(e.g., fiber optic, coaxial cable, Ethernet).

Covered foreign country means The People's Republic of China.

Covered telecommunications equipment or services means--

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of
such entities);

(2) For the purpose of public safety, security of Government facilities, physical security surveillance of critical infrastructure, and
other national security purposes, video surveillance and telecommunications equipment produced by Hytera Communications
Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate of
such entities);

(3) Telecommunications or video surveillance services provided by such entities or using such equipment; or
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(4) Telecommunications or video surveillance equipment or services produced or provided by an entity that the Secretary of Defense,
in consultation with the Director of National Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to
be an entity owned or controlled by, or otherwise connected to, the government of a covered foreign country.

Critical technology means--

(1) Defense articles or defense services included on the United States Munitions List set forth in the International Traffic in Arms
Regulations under subchapter M of chapter I of title 22, Code of Federal Regulations;

(2) Ttems included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export Administration Regulations
under subchapter C of chapter VII of title 15, Code of Federal Regulations, and controlled--

(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological weapons proliferation,
nuclear nonproliferation, or missile technology; or

(i1) For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology covered by part
810 of title 10, Code of Federal Regulations (relating to assistance to foreign atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating to export and
import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such Code, or part 73 of
title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of 2018 (50 U.S.C.
4817).

Interconnection arrangements means arrangements governing the physical connection of two or more networks to allow the use of
another's network to hand off traffic where it is ultimately delivered (e.g., connection of a customer of telephone provider A to a
customer of telephone company B) or sharing data and other information resources.

Reasonable inquiry means an inquiry designed to uncover any information in the entity's possession about the identity of the producer
or provider of covered telecommunications equipment or services used by the entity that excludes the need to include an internal or
third-party audit.

Roaming means cellular communications services (e.g., voice, video, data) received from a visited network when unable to connect to
the facilities of the home network either because signal coverage is too weak or because traffic is too high.

Substantial or essential component means any component necessary for the proper function or performance of a piece of equipment,
system, or service.

(b) Prohibition.

(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits
the head of an executive agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a contract to
procure or obtain, any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or
essential component of any system, or as critical technology as part of any system. The Contractor is prohibited from providing to

the Government any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or
essential component of any system, or as critical technology as part of any system, unless an exception at paragraph (c) of this clause
applies or the covered telecommunication equipment or services are covered by a waiver described in FAR 4.2104.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits
the head of an executive agency on or after August 13, 2020, from entering into a contract, or extending or renewing a contract, with
an entity that uses any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or
essential component of any system, or as critical technology as part of any system, unless an exception at paragraph (c) of this clause
applies or the covered telecommunication equipment or services are covered by a waiver described in FAR 4.2104. This prohibition
applies to the use of covered telecommunications equipment or services, regardless of whether that use is in performance of work
under a Federal contract.
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(c) Exceptions. This clause does not prohibit contractors from providing--
(1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(2) Telecommunications equipment that cannot route or redirect user data traffic or permit visibility into any user data or packets that
such equipment transmits or otherwise handles.

(d) Reporting requirement.

(1) In the event the Contractor identifies covered telecommunications equipment or services used as a substantial or essential
component of any system, or as critical technology as part of any system, during contract performance, or the Contractor is notified of
such by a subcontractor at any tier or by any other source, the Contractor shall report the information in paragraph (d)(2) of this clause
to the Contracting Officer, unless elsewhere in this contract are established procedures for reporting the information; in the case of
the Department of Defense, the Contractor shall report to the website at https.//dibnet.dod.mil. For indefinite delivery contracts, the
Contractor shall report to the Contracting Officer for the indefinite delivery contract and the Contracting Officer(s) for any affected
order or, in the case of the Department of Defense, identify both the indefinite delivery contract and any affected orders in the report
provided at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause

(1) Within one business day from the date of such identification or notification: the contract number; the order number(s), if
applicable; supplier name; supplier unique entity identifier (if known); supplier Commercial and Government Entity (CAGE) code
(if known); brand; model number (original equipment manufacturer number, manufacturer part number, or wholesaler number); item
description; and any readily available information about mitigation actions undertaken or recommended.

(i) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this clause: any further available information
about mitigation actions undertaken or recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use
or submission of covered telecommunications equipment or services, and any additional efforts that will be incorporated to prevent
future use or submission of covered telecommunications equipment or services.

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e) and excluding paragraph (b)(2),
in all subcontracts and other contractual instruments, including subcontracts for the acquisition of commercial products or commercial

services.

(End of clause)

52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or Proposed for
Debarment (Nov 2021)

(a) Definition.
Commercially available off-the-shelf (COTS) item, as used in this clause--
(1) Means any item of supply (including construction material) that is--

(i) A commercial product (as defined in paragraph (1) of the definition of "commercial product” in Federal Acquisition Regulation
(FAR) 2.101);

(i1) Sold in substantial quantities in the commercial marketplace; and

(iii) Offered to the Government, under a contract or subcontract at any tier, without modification, in the same form in which it is sold
in the commercial marketplace; and

(2) Does not include bulk cargo, as defined in 46 U.S.C. 40102(4), such as agricultural products and petroleum products.

(b) The Government suspends or debars Contractors to protect the Government's interests. Other than a subcontract for a
commercially available off-the-shelf item, the Contractor shall not enter into any subcontract, in excess of the threshold specified in
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FAR 9.405-2(b) on the date of subcontract award, with a Contractor that is debarred, suspended, or proposed for debarment by any
executive agency unless there is a compelling reason to do so.

(c) The Contractor shall require each proposed subcontractor whose subcontract will exceed the threshold specified in FAR 9.405-2(b)
on the date of subcontract award, other than a subcontractor providing a commercially available off-the-shelf item, to disclose to the
Contractor, in writing, whether as of the time of award of the subcontract, the subcontractor, or its principals, is or is not debarred,
suspended, or proposed for debarment by the Federal Government.

(d) A corporate officer or a designee of the Contractor shall notify the Contracting Officer, in writing, before entering into a
subcontract with a party (other than a subcontractor providing a commercially available off-the-shelf item) that is debarred,
suspended, or proposed for debarment (see FAR 9.404 for information on the System for Award Management (SAM) Exclusions).
The notice must include the following:

(1) The name of the subcontractor.

(2) The Contractor's knowledge of the reasons for the subcontractor being listed with an exclusion in SAM.

(3) The compelling reason(s) for doing business with the subcontractor notwithstanding its being listed with an exclusion in SAM.

(4) The systems and procedures the Contractor has established to ensure that it is fully protecting the Government's interests when
dealing with such subcontractor in view of the specific basis for the party's debarment, suspension, or proposed debarment.

(e) Subcontracts. Unless this is a contract for the acquisition of commercial products or commercial services, the Contractor shall
include the requirements of this clause, including this paragraph (e) (appropriately modified for the identification of the parties), in
each subcontract that--

(1) Exceeds the threshold specified in FAR 9.405-2(b) on the date of subcontract award; and

(2) Is not a subcontract for commercially available off-the-shelf items.

(End of clause)

52.209-10 Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015)

(a) Definitions. As used in this clause--

"Inverted domestic corporation” means a foreign incorporated entity that meets the definition of an inverted domestic corporation
under 6 U.S.C. 395(b), applied in accordance with the rules and definitions of 6 U.S.C. 395(c).

"Subsidiary" means an entity in which more than 50 percent of the entity is owned--

(1) Directly by a parent corporation; or

(2) Through another subsidiary of a parent corporation.

(b) If the contractor reorganizes as an inverted domestic corporation or becomes a subsidiary of an inverted domestic corporation at
any time during the period of performance of this contract, the Government may be prohibited from paying for Contractor activities
performed after the date when it becomes an inverted domestic corporation or subsidiary. The Government may seek any available
remedies in the event the Contractor fails to perform in accordance with the terms and conditions of the contract as a result of
Government action under this clause.

(c) Exceptions to this prohibition are located at 9.108-2.

(d) In the event the Contractor becomes either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation
during contract performance, the Contractor shall give written notice to the Contracting Officer within five business days from the

date of the inversion event.

(End of clause)
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52.211-10 Commencement, Prosecution, and Completion of Work (Apr 1984)

The Contractor shall be required to (a) commence work under this contract within 28 [Contracting Officer insert number] calendar
days after the date the Contractor receives the notice to proceed, (b) prosecute the work diligently, and (c) complete the entire work
ready for use not later than 365.* The time stated for completion shall include final cleanup of the premises.

* The Contracting Officer shall specify either a number of days after the date the contractor receives the notice to proceed, or a
calendar date.

(End of clause)

52.211-12 Liquidated Damages-Construction (Sept 2000)

(a) If the Contractor fails to complete the work within the time specified in the contract, the Contractor shall pay liquidated damages
to the Government in the amount of 593.85 [Contracting Officer insert amount] for each calendar day of delay until the work is
completed or accepted.

(b) If the Government terminates the Contractor's right to proceed, liquidated damages will continue to accrue until the work is
completed. These liquidated damages are in addition to excess costs of repurchase under the Termination clause.

(End of clause)

52.222-6 Construction Wage Rate Requirements (Aug 2018)

(a) Definition.--"Site of the work"--(1) Means--

(i) The primary site of the work. The physical place or places where the construction called for in the contract will remain when work
on it is completed; and

(ii) The secondary site of the work, if any. Any other site where a significant portion of the building or work is constructed, provided
that such site is--

(A) Located in the United States; and
(B) Established specifically for the performance of the contract or project;

(2) Except as provided in paragraph (3) of this definition, includes any fabrication plants, mobile factories, batch plants, borrow pits,
job headquarters, tool yards, etc., provided--

(i) They are dedicated exclusively, or nearly so, to performance of the contract or project; and

(i1) They are adjacent or virtually adjacent to the "primary site of the work" as defined in paragraph (2)(1)(i), or the "secondary site of
the work" as defined in paragraph (a)(1)(ii) of this definition;

(3) Does not include permanent home offices, branch plant establishments, fabrication plants, or tool yards of a Contractor or
subcontractor whose locations and continuance in operation are determined wholly without regard to a particular Federal contract or
project. In addition, fabrication plants, batch plants, borrow pits, job headquarters, yards, etc., of a commercial or material supplier
which are established by a supplier of materials for the project before opening of bids and not on the Project site, are not included in
the "site of the work". Such permanent, previously established facilities are not a part of the "site of the work" even if the operations
for a period of time may be dedicated exclusively or nearly so, to the performance of a contract.

(b)(1) All laborers and mechanics employed or working upon the site of the work will be paid unconditionally and not less often
than once a week, and without subsequent deduction or rebate on any account (except such payroll deductions as are permitted

by regulations issued by the Secretary of Labor under the Copeland Act (29 CFR part 3)), the full amount of wages and bona fide
fringe benefits (or cash equivalents thereof) due at time of payment computed at rates not less than those contained in the wage
determination of the Secretary of Labor which is attached hereto and made a part hereof, or as may be incorporated for a secondary
site of the work, regardless of any contractual relationship which may be alleged to exist between the Contractor and such laborers
and mechanics. Any wage determination incorporated for a secondary site of the work shall be effective from the first day on which
work under the contract was performed at that site and shall be incorporated without any adjustment in contract price or estimated
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cost. Laborers employed by the construction Contractor or construction subcontractor that are transporting portions of the building or
work between the secondary site of the work and the primary site of the work shall be paid in accordance with the wage determination
applicable to the primary site of the work.

(2) Contributions made or costs reasonably anticipated for bona fide fringe benefits under section 1(b)(2) of the Construction Wage
Rate Requirements statute on behalf of laborers or mechanics are considered wages paid to such laborers or mechanics, subject to the
provisions of paragraph (e) of this clause; also, regular contributions made or costs incurred for more than a weekly period (but not
less often than quarterly) under plans, funds, or programs which cover the particular weekly period, are deemed to be constructively
made or incurred during such period.

(3) Such laborers and mechanics shall be paid not less than the appropriate wage rate and fringe benefits in the wage determination
for the classification of work actually performed, without regard to skill, except as provided in the clause entitled Apprentices and
Trainees. Laborers or mechanics performing work in more than one classification may be compensated at the rate specified for each
classification for the time actually worked therein; provided that the employer's payroll records accurately set forth the time spent in
each classification in which work is performed.

(4) The wage determination (including any additional classifications and wage rates conformed under paragraph (c) of this clause) and
the Construction Wage Rate Requirements (Davis-Bacon Act) poster (WH-1321) shall be posted at all times by the Contractor and its
subcontractors at the primary site of the work and the secondary site of the work, if any, in a prominent and accessible place where it
can be easily seen by the workers.

(c)(1) The Contracting Officer shall require that any class of laborers or mechanics which is not listed in the wage determination and
which is to be employed under the contract shall be classified in conformance with the wage determination. The Contracting Officer
shall approve an additional classification and wage rate and fringe benefits therefor only when all the following criteria have been met:

(i) The work to be performed by the classification requested is not performed by a classification in the wage determination.
(i1) The classification is utilized in the area by the construction industry.

(iii) The proposed wage rate, including any bona fide fringe benefits, bears a reasonable relationship to the wage rates contained in the
wage determination.

(2) If the Contractor and the laborers and mechanics to be employed in the classification (if known), or their representatives, and the
Contracting Officer agree on the classification and wage rate (including the amount designated for fringe benefits, where appropriate),
a report of the action taken shall be sent by the Contracting Officer to the Administrator of the:

Wage and Hour Division
U.S. Department of Labor
Washington, DC 20210

The Administrator or an authorized representative will approve, modify, or disapprove every additional classification action within
30 days of receipt and so advise the Contracting Officer or will notify the Contracting Officer within the 30-day period that additional
time is necessary.

(3) In the event the Contractor, the laborers or mechanics to be employed in the classification, or their representatives, and

the Contracting Officer do not agree on the proposed classification and wage rate (including the amount designated for fringe
benefits, where appropriate), the Contracting Officer shall refer the questions, including the views of all interested parties and
the recommendation of the Contracting Officer, to the Administrator of the Wage and Hour Division for determination. The
Administrator, or an authorized representative, will issue a determination within 30 days of receipt and so advise the Contracting
Officer or will notify the Contracting Officer within the 30-day period that additional time is necessary.

(4) The wage rate (including fringe benefits, where appropriate) determined pursuant to paragraphs (c)(2) and (c¢)(3) of this clause
shall be paid to all workers performing work in the classification under this contract from the firstday on which work is performed in
the classification.

(d) Whenever the minimum wage rate prescribed in the contract for a class of laborers or mechanics includes a fringe benefit which
is not expressed as an hourly rate, the Contractor shall either pay the benefit as stated in the wage determination or shall pay another
bona fide fringe benefit or an hourly cash equivalent thereof.
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(e) If the Contractor does not make payments to a trustee or other third person, the Contractor may consider as part of the wages

of any laborer or mechanic the amount of any costs reasonably anticipated in providing bona fide fringe benefits under a plan or
program; provided, That the Secretary of Labor has found, upon the written request of the Contractor, that the applicable standards of
the Construction Wage Rate Requirements statute have been met. The Secretary of Labor may require the Contractor to set aside in a
separate account assets for the meeting of obligations under the plan or program.

(End of clause)

52.222-7 Withholding of Funds (May 2014)

The Contracting Officer shall, upon his or her own action or upon written request of an authorized representative of the Department
of Labor, withhold or cause to be withheld from the Contractor under this contract or any other Federal contract with the same

Prime Contractor, or any other federally assisted contract subject to prevailing wage requirements, which is held by the same Prime
Contractor, so much of the accrued payments or advances as may be considered necessary to pay laborers and mechanics, including
apprentices, trainees, and helpers, employed by the Contractor or any subcontractor the full amount of wages required by the contract.
In the event of failure to pay any laborer or mechanic, including any apprentice, trainee, or helper, employed or working on the site
of the work, all or part of the wages required by the contract, the Contracting Officer may, after written notice to the Contractor, take
such action as may be necessary to cause the suspension of any further payment, advance, or guarantee of funds until such violations
have ceased.

(End of clause)

52.222-12 Contract Termination - Debarment (May 2014)

A breach of the contract clauses entitled Construction Wage Rate Requirements, Contract Work Hours and Safety Standards-Overtime
Compensation, Apprentices and Trainees, Payrolls and Basic Records, Compliance with Copeland Act Requirements, Subcontracts
(Labor Standards), Compliance with Construction Wage Rate Requirements and Related Regulations, or Certification of Eligibility
may be grounds for termination of the contract, and for debarment as a Contractor and subcontractor as provided in 29 CFR 5.12.

(End of clause)

52.222-13 Compliance with Construction Wage Rate Requirements and Related Regulations (May 2014)

All rulings and interpretations of the Construction Wage Rate Requirements and related statutes contained in 29 CFR parts 1, 3, and 5
are hereby incorporated by reference in this contract.

(End of clause)

52.222-50 Combating Trafficking in Persons (Nov 2021)

(a) Definitions. As used in this clause

Agent means any individual, including a director, an officer, an employee, or an independent contractor, authorized to act on behalf of
the organization.

Coercion means--
(1) Threats of serious harm to or physical restraint against any person;

(2) Any scheme, plan, or pattern intended to cause a person to believe that failure to perform an act would result in serious harm to or
physical restraint against any person; or

(3) The abuse or threatened abuse of the legal process.
Commercial sex act means any sex act on account of which anything of value is given to or received by any person.
Commercially available off-the-shelf (COTS) item--

(1) Means any item of supply (including construction material) that is--
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(i) A commercial product (as defined in paragraph (1) of the definition of "commercial product" at Federal Acquisition Regulation
(FAR) 2.101;

(i1) Sold in substantial quantities in the commercial marketplace; and

(iii) Offered to the Government, under a contract or subcontract at any tier, without modification, in the same form in which it is sold
in the commercial marketplace; and

(2) Does not include bulk cargo, as defined in 46 U.S.C. 40102(4), such as agricultural products and petroleum products.
Debt bondage means the status or condition of a debtor arising from a pledge by the debtor of his or her personal services or of those
of a person under his or her control as a security for debt, if the value of those services as reasonably assessed is not applied toward

the liquidation of the debt or the length and nature of those services are not respectively limited and defined.

Employee means an employee of the Contractor directly engaged in the performance of work under the contract who has other than a
minimal impact or involvement in contract performance.

Forced Labor means knowingly providing or obtaining the labor or services of a person--
(1) By threats of serious harm to, or physical restraint against, that person or another person;

(2) By means of any scheme, plan, or pattern intended to cause the person to believe that, if the person did not perform such labor or
services, that person or another person would suffer serious harm or physical restraint; or

(3) By means of the abuse or threatened abuse of law or the legal process.
Involuntary servitude includes a condition of servitude induced by means of--

(1) Any scheme, plan, or pattern intended to cause a person to believe that, if the person did not enter into or continue in such
conditions, that person or another person would suffer serious harm or physical restraint; or

(2) The abuse or threatened abuse of the legal process.

Recruitment fees means fees of any type, including charges, costs, assessments, or other financial obligations, that are associated with
the recruiting process, regardless of the time, manner, or location of imposition or collection of the fee.

(1) Recruitment fees include, but are not limited to, the following fees (when they are associated with the recruiting process) for--

(i) Soliciting, identifying, considering, interviewing, referring, retaining, transferring, selecting, training, providing orientation to,
skills testing, recommending, or placing employees or potential employees;

(i1) Advertising

(iii) Obtaining permanent or temporary labor certification, including any associated fees;

(iv) Processing applications and petitions;

(v) Acquiring visas, including any associated fees;

(vi) Acquiring photographs and identity or immigration documents, such as passports, including any associated fees;

(vii) Accessing the job opportunity, including required medical examinations and immunizations; background, reference, and security
clearance checks and examinations; and additional certifications;

(viii) An employer's recruiters, agents or attorneys, or other notary or legal fees;

(ix) Language interpretation or translation, arranging for or accompanying on travel, or providing other advice to employees or
potential employees;
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(x) Government-mandated fees, such as border crossing fees, levies, or worker welfare funds;

(xi) Transportation and subsistence costs--

(A) While in transit, including, but not limited to, airfare or costs of other modes of transportation, terminal fees, and travel taxes
associated with travel from the country of origin to the country of performance and the return journey upon the end of employment;
and

(B) From the airport or disembarkation point to the worksite;

(xii) Security deposits, bonds, and insurance; and

(xiii) Equipment charges.

(2) A recruitment fee, as described in the introductory text of this definition, is a recruitment fee, regardless of whether the payment
is--

(i) Paid in property or money;

(i1) Deducted from wages;

(iii) Paid back in wage or benefit concessions;

(iv) Paid back as a kickback, bribe, in-kind payment, free labor, tip, or tribute; or
(v) Collected by an employer or a third party, whether licensed or unlicensed, including, but not limited to--
(A) Agents;

(B) Labor brokers;

(C) Recruiters;

(D) Staffing firms (including private employment and placement firms);

(E) Subsidiaries/affiliates of the employer;

(F) Any agent or employee of such entities; and

(G) Subcontractors at all tiers.

Severe forms of trafficking in persons means--

(1) Sex trafficking in which a commercial sex act is induced by force, fraud, or coercion, or in which the person induced to perform
such act has not attained 18 years of age; or

(2) The recruitment, harboring, transportation, provision, or obtaining of a person for labor or services, through the use of force, fraud,
or coercion for the purpose of subjection to involuntary servitude, peonage, debt bondage, or slavery.

Sex trafficking means the recruitment, harboring, transportation, provision, or obtaining of a person for the purpose of a commercial
sex act.

Subcontract means any contract entered into by a subcontractor to furnish supplies or services for performance of a prime contract or a
subcontract.

Subcontractor means any supplier, distributor, vendor, or firm that furnishes supplies or services to or for a prime contractor or
another subcontractor.

United States means the 50 States, the District of Columbia, and outlying areas.
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(b) Policy. The United States Government has adopted a policy prohibiting trafficking in persons including the trafficking-related
activities of this clause. Contractors, contractor employees, and their agents shall not--

(1) Engage in severe forms of trafficking in persons during the period of performance of the contract;
(2) Procure commercial sex acts during the period of performance of the contract;
(3) Use forced labor in the performance of the contract;

(4) Destroy, conceal, confiscate, or otherwise deny access by an employee to the employee's identity or immigration documents, such
as passports or drivers' licenses, regardless of issuing authority;

(5) (i) Use misleading or fraudulent practices during the recruitment of employees or offering of employment, such as failing

to disclose, in a format and language understood by the employee or potential employee, basic information or making material
misrepresentations during the recruitment of employees regarding the key terms and conditions of employment, including wages and
fringe benefits, the location of work, the living conditions, housing and associated costs (if employer or agent provided or arranged),
any significant costs to be charged to the employee or potential employee, and, if applicable, the hazardous nature of the work;

(i1) Use recruiters that do not comply with local labor laws of the country in which the recruiting takes place;
(6) Charge employees or potential employees recruitment fees;
(7)(1) Fail to provide return transportation or pay for the cost of return transportation upon the end of employment--

(A) For an employee who is not a national of the country in which the work is taking place and who was brought into that country for
the purpose of working on a U.S. Government contract or subcontract (for portions of contracts performed outside the United States);
or

(B) For an employee who is not a United States national and who was brought into the United States for the purpose of working on
a U.S. Government contract or subcontract, if the payment of such costs is required under existing temporary worker programs or
pursuant to a written agreement with the employee (for portions of contracts performed inside the United States); except that--

(i1) The requirements of paragraphs (b)(7)(i) of this clause shall not apply to an employee who is--
(A) Legally permitted to remain in the country of employment and who chooses to do so; or

(B) Exempted by an authorized official of the contracting agency from the requirement to provide return transportation or pay for the
cost of return transportation;

(iii) The requirements of paragraph (b)(7)(i) of this clause are modified for a victim of trafficking in persons who is seeking victim
services or legal redress in the country of employment, or for a witness in an enforcement action related to trafficking in persons. The
contractor shall provide the return transportation or pay the cost of return transportation in a way that does not obstruct the victim
services, legal redress, or witness activity. For example, the contractor shall not only offer return transportation to a witness at a time
when the witness is still needed to testify. This paragraph does not apply when the exemptions at paragraph (b)(7)(ii) of this clause

apply.

(8) Provide or arrange housing that fails to meet the host country housing and safety standards; or

(9) If required by law or contract, fail to provide an employment contract, recruitment agreement, or other required work document in
writing. Such written work document shall be in a language the employee understands. If the employee must relocate to perform the
work, the work document shall be provided to the employee at least five days prior to the employee relocating. The employee's work
document shall include, but is not limited to, details about work description, wages, prohibition on charging recruitment fees, work
location(s), living accommodations and associated costs, time off, roundtrip transportation arrangements, grievance process, and the
content of applicable laws and regulations that prohibit trafficking in persons.

(c) Contractor requirements. The Contractor shall--

(1) Notify its employees and agents of--

(i) The United States Government's policy prohibiting trafficking in persons, described in paragraph (b) of this clause; and
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(i1) The actions that will be taken against employees or agents for violations of this policy. Such actions for employees may include,
but are not limited to, removal from the contract, reduction in benefits, or termination of employment; and

(2) Take appropriate action, up to and including termination, against employees, agents, or subcontractors that violate the policy in
paragraph (b) of this clause.

(d) Notification. (1) The Contractor shall inform the Contracting Officer and the agency Inspector General immediately of--

(i) Any credible information it receives from any source (including host country law enforcement) that alleges a Contractor employee,
subcontractor, subcontractor employee, or their agent has engaged in conduct that violates the policy in paragraph (b) of this clause
(see also 18 U.S.C. 1351, Fraud in Foreign Labor Contracting, and 52.203-13(b)(3)(i)(A), if that clause is included in the solicitation
or contract, which requires disclosure to the agency Office of the Inspector General when the Contractor has credible evidence of
fraud); and

(i1) Any actions taken against a Contractor employee, subcontractor, subcontractor employee, or their agent pursuant to this clause.

(2) If the allegation may be associated with more than one contract, the Contractor shall inform the contracting officer for the contract
with the highest dollar value.

(e) Remedies. In addition to other remedies available to the Government, the Contractor's failure to comply with the requirements of
paragraphs (c), (d), (g), (h), or (i) of this clause may result in--

(1) Requiring the Contractor to remove a Contractor employee or employees from the performance of the contract;
(2) Requiring the Contractor to terminate a subcontract;
(3) Suspension of contract payments until the Contractor has taken appropriate remedial action;

(4) Loss of award fee, consistent with the award fee plan, for the performance period in which the Government determined Contractor
non-compliance;

(5) Declining to exercise available options under the contract;

(6) Termination of the contract for default or cause, in accordance with the termination clause of this contract; or

(7) Suspension or debarment.

() Mitigating and aggravating factors. When determining remedies, the Contracting Officer may consider the following:

(1) Mitigating factors. The Contractor had a Trafficking in Persons compliance plan or an awareness program at the time of the
violation, was in compliance with the plan, and has taken appropriate remedial actions for the violation, that may include reparation to

victims for such violations.

(2) Aggravating factors. The Contractor failed to abate an alleged violation or enforce the requirements of a compliance plan, when
directed by the Contracting Officer to do so.

(g) Full cooperation. (1) The Contractor shall, at a minimum--

(i) Disclose to the agency Inspector General information sufficient to identify the nature and extent of an offense and the individuals
responsible for the conduct;

(i1) Provide timely and complete responses to Government auditors' and investigators' requests for documents;

(iii) Cooperate fully in providing reasonable access to its facilities and staff (both inside and outside the U.S.) to allow contracting
agencies and other responsible Federal agencies to conduct audits, investigations, or other actions to ascertain compliance with the
Trafficking Victims Protection Act of 2000 (22 U.S.C. chapter 78), E.O. 13627, or any other applicable law or regulation establishing
restrictions on trafficking in persons, the procurement of commercial sex acts, or the use of forced labor; and
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(iv) Protect all employees suspected of being victims of or witnesses to prohibited activities, prior to returning to the country from

which the employee was recruited, and shall not prevent or hinder the ability of these employees from cooperating fully with
Government authorities.

(2) The requirement for full cooperation does not foreclose any Contractor rights arising in law, the FAR, or the terms of the contract.
It does not--

(i) Require the Contractor to waive its attorney-client privilege or the protections afforded by the attorney work product doctrine;

(ii) Require any officer, director, owner, employee, or agent of the Contractor, including a sole proprietor, to waive his or her attorney
client privilege or Fifth Amendment rights; or

(iii) Restrict the Contractor from--

(A) Conducting an internal investigation; or

(B) Defending a proceeding or dispute arising under the contract or related to a potential or disclosed violation.
(h) Compliance plan. (1) This paragraph (h) applies to any portion of the contract that--

(i) Is for supplies, other than commercially available off-the-shelf items, acquired outside the United States, or services to be
performed outside the United States; and

(ii) Has an estimated value that exceeds $550,000.
(2) The Contractor shall maintain a compliance plan during the performance of the contract that is appropriate--
(i) To the size and complexity of the contract; and

(i1) To the nature and scope of the activities to be performed for the Government, including the number of non-United States citizens
expected to be employed and the risk that the contract or subcontract will involve services or supplies susceptible to trafficking in
persons.

(3) Minimum requirements. The compliance plan must include, at a minimum, the following:

(i) An awareness program to inform contractor employees about the Government's policy prohibiting trafficking- related activities
described in paragraph (b) of this clause, the activities prohibited, and the actions that will be taken against the employee for
violations. Additional information about Trafficking in Persons and examples of awareness programs can be found at the website for
the Department of State's Office to Monitor and Combat Trafficking in Persons at Attp.//www.state.gov/j/tip/.

(ii) A process for employees to report, without fear of retaliation, activity inconsistent with the policy prohibiting trafficking in
persons, including a means to make available to all employees the hotline phone number of the Global Human Trafficking Hotline at
1-844-888-FREE and its email address at help@befiee.org.

(iii) A recruitment and wage plan that only permits the use of recruitment companies with trained employees, prohibits charging
recruitment fees to the employees or potential employee and ensures that wages meet applicable host-country legal requirements or
explains any variance.

(iv) A housing plan, if the Contractor or subcontractor intends to provide or arrange housing, that ensures that the housing meets host-
country housing and safety standards.

(v) Procedures to prevent agents and subcontractors at any tier and at any dollar value from engaging in trafficking in persons
(including activities in paragraph (b) of this clause) and to monitor, detect, and terminate any agents, subcontracts, or subcontractor
employees that have engaged in such activities.

(4) Posting. (i) The Contractor shall post the relevant contents of the compliance plan, no later than the initiation of contract
performance, at the workplace (unless the work is to be performed in the field or not in a fixed location) and on the Contractor's Web
site (if one is maintained). If posting at the workplace or on the Web site is impracticable, the Contractor shall provide the relevant
contents of the compliance plan to each worker in writing.
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(i) The Contractor shall provide the compliance plan to the Contracting Officer upon request.
(5) Certification. Annually after receiving an award, the Contractor shall submit a certification to the Contracting Officer that--

(i) It has implemented a compliance plan to prevent any prohibited activities identified at paragraph (b) of this clause and to monitor,
detect, and terminate any agent, subcontract or subcontractor employee engaging in prohibited activities; and

(i1) After having conducted due diligence, either--

(A) To the best of the Contractor's knowledge and belief, neither it nor any of its agents, subcontractors, or their agents is engaged in
any such activities; or

(B) If abuses relating to any of the prohibited activities identified in paragraph (b) of this clause have been found, the Contractor or
subcontractor has taken the appropriate remedial and referral actions.

(i) Subcontracts. (1) The Contractor shall include the substance of this clause, including this paragraph (i), in all subcontracts and in
all contracts with agents. The requirements in paragraph (h) of this clause apply only to any portion of the subcontract that--

(i) Is for supplies, other than commercially available off-the-shelf items, acquired outside the United States, or services to be
performed outside the United States; and

(ii) Has an estimated value that exceeds $550,000.

(2) If any subcontractor is required by this clause to submit a certification, the Contractor shall require submission prior to the award
of the subcontract and annually thereafter. The certification shall cover the items in paragraph (h)(5) of this clause.

(End of clause)

52.222-55 Minimum Wages for Contractor Workers Under Executive Order 14026 (Jan 2022)

(a) Definitions. As used in this clause--

United States means the 50 states, the District of Columbia, Puerto Rico, the Northern Mariana Islands, American Samoa, Guam, the
U.S. Virgin Islands, Johnston Island, Wake Island, and the outer Continental Shelf as defined in the Outer Continental Shelf Lands
Act (43 U.S.C. 1331, et seq.).

Worker --

(1)() Means any person engaged in performing work on, or in connection with, a contract covered by Executive Order 14026, and--
(A) Whose wages under such contract are governed by the Fair Labor Standards Act (29 U.S.C. chapter 8), the Service Contract Labor
Standards statute (41 U.S.C. chapter 67), or the Wage Rate Requirements (Construction) statute (40 U.S.C. chapter 31, subchapter
Iv);

(B) Other than individuals employed in a bona fide executive, administrative, or professional capacity, as those terms are defined in 29
CFR part 541; and

(C) Regardless of the contractual relationship alleged to exist between the individual and the employer.

(i1) Includes workers performing on, or in connection with, the contract whose wages are calculated pursuant to special certificates
issued under 29 U.S.C. 214(c).

(iii) Also includes any person working on, or in connection with, the contract and individually registered in a bona fide apprenticeship
or training program registered with the Department of Labor's Employment and Training Administration, Office of Apprenticeship, or

with a State Apprenticeship Agency recognized by the Office of Apprenticeship.

(2)(1) A worker performs on a contract if the worker directly performs the specific services called for by the contract; and
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(i) A worker performs in connection with a contract if the worker’s work activities are necessary to the performance of a contract but
are not the specific services called for by the contract.

(b) Executive Order Minimum wage rate.

(1) The Contractor shall pay to workers, while performing in the United States, and performing on, or in connection with, this
contract, a minimum hourly wage rate of $15.00 per hour beginning January 30, 2022.

(2) The Contractor shall adjust the minimum wage paid, if necessary, beginning January 1, 2023, and annually thereafter, to meet the
applicable annual E.O. minimum wage. The Administrator of the Department of Labor's Wage and Hour Division (the Administrator)
will publish annual determinations in the Federal Register no later than 90 days before the effective date of the new E.O. minimum
wage rate. The Administrator will also publish the applicable E.O. minimum wage on https://www.sam.gov (or any successor
website), and a general notice on all wage determinations issued under the Service Contract Labor Standards statute or the Wage Rate
Requirements (Construction) statute, that will provide information on the E.O. minimum wage and how to obtain annual updates. The
applicable published E.O. minimum wage is incorporated by reference into this contract.

(3)(i) The Contractor may request a price adjustment only after the effective date of the new annual E.O. minimum wage
determination. Prices will be adjusted only for increased labor costs (including subcontractor labor costs) as a result of an increase
in the annual E.O. minimum wage, and for associated labor costs (including those for subcontractors). Associated labor costs shall
include increases or decreases that result from changes in social security and unemployment taxes and workers' compensation
insurance, but will not otherwise include any amount for general and administrative costs, overhead, or profit.

(ii) Subcontractors may be entitled to adjustments due to the new minimum wage, pursuant to paragraph (b)(2). Contractors shall
consider any subcontractor requests for such price adjustment.

(iii) The Contracting Officer will not adjust the contract price under this clause for any costs other than those identified in paragraph
(b)(3)(1) of this clause, and will not provide duplicate price adjustments with any price adjustment under clauses implementing the
Service Contract Labor Standards statute or the Wage Rate Requirements (Construction) statute.

(4) The Contractor warrants that the prices in this contract do not include allowance for any contingency to cover increased costs for
which adjustment is provided under this clause.

(5) A pay period under this clause may not be longer than semi-monthly, but may be shorter to comply with any applicable law or
other requirement under this contract establishing a shorter pay period. Workers shall be paid no later than one pay period following
the end of the regular pay period in which such wages were earned or accrued.

(6) The Contractor shall pay, unconditionally to each worker, all wages due free and clear without subsequent rebate or kickback. The
Contractor may make deductions that reduce a worker's wages below the E.O. minimum wage rate only if done in accordance with 29
CFR 23.230, Deductions.

(7) The Contractor shall not discharge any part of its minimum wage obligation under this clause by furnishing fringe benefits or, with
respect to workers whose wages are governed by the Service Contract Labor Standards statute, the cash equivalent thereof.

(8) Nothing in this clause shall excuse the Contractor from compliance with any applicable Federal or State prevailing wage law
or any applicable law or municipal ordinance or any applicable contract establishing a minimum wage higher than the E.O. 14026
minimum wage. However, wage increases under such other laws or municipal ordinances are not subject to price adjustment under
this subpart.

(9) The Contractor shall pay the E.O. minimum wage rate whenever it is higher than any applicable collective bargaining agreement(s)
wage rate.

(10) The Contractor shall follow the policies and procedures in 29 CFR 23.240(b) and 23.280 for treatment of workers engaged in an
occupation in which they customarily and regularly receive more than $30 a month in tips.

(c)(1) This clause applies to workers as defined in paragraph (a). As provided in that definition--

(i) Workers are covered regardless of the contractual relationship alleged to exist between the contractor or subcontractor and the
worker;
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(i1)) Workers with disabilities whose wages are calculated pursuant to special certificates issued under 29 U.S.C. 214(c) are covered;
and

(iii) Workers who are registered in a bona fide apprenticeship program or training program registered with the Department of Labor's
Employment and Training Administration, Office of Apprenticeship, or with a State Apprenticeship Agency recognized by the Office
of Apprenticeship, are covered.

(2) This clause does not apply to--

(i) Fair Labor Standards Act (FLSA)-covered individuals performing in connection with contracts covered by the E.O., i.e. those
individuals who perform duties necessary to the performance of the contract, but who are not directly engaged in performing

the specific work called for by the contract, and who spend less than 20 percent of their hours worked in a particular workweek
performing in connection with such contracts;

(i1) Individuals exempted from the minimum wage requirements of the FLSA under 29 U.S.C. 213(a) and 214(a) and (b), unless
otherwise covered by the Service Contract Labor Standards statute, or the Wage Rate Requirements (Construction) statute. These
individuals include but are not limited to-

(A) Learners, apprentices, or messengers whose wages are calculated pursuant to special certificates issued under 29 U.S.C. 214(a);
(B) Students whose wages are calculated pursuant to special certificates issued under 29 U.S.C. 214(b); and

(C) Those employed in a bona fide executive, administrative, or professional capacity (29 CFR part 541).

(d) Notice. The Contractor shall notify all workers performing work on, or in connection with, this contract of the applicable E.O.
minimum wage rate under this clause. With respect to workers covered by the Service Contract Labor Standards statute or the Wage
Rate Requirements (Construction) statute, the Contractor may meet this requirement by posting, in a prominent and accessible
place at the worksite, the applicable wage determination under those statutes. With respect to workers whose wages are governed
by the FLSA, the Contractor shall post notice, utilizing the poster provided by the Administrator, which can be obtained at http.//
www.dol.gov/agencies/whd/government-contracts, in a prominent and accessible place at the worksite. Contractors that customarily
post notices to workers electronically may post the notice electronically provided the electronic posting is displayed prominently on
any Web site that is maintained by the contractor, whether external or internal, and customarily used for notices to workers about
terms and conditions of employment.

(e) Payroll Records.

(1) The Contractor shall make and maintain records, for three years after completion of the work, containing the following information
for each worker:

(i) Name, address, and social security number;

(i) The worker's occupation(s) or classification(s);

(iii) The rate or rates of wages paid,

(iv) The number of daily and weekly hours worked by each worker;

(v) Any deductions made; and

(vi) Total wages paid.

(2) The Contractor shall make records pursuant to paragraph (e)(1) of this clause available for inspection and transcription by
authorized representatives of the Administrator. The Contractor shall also make such records available upon request of the Contracting

Officer.

(3) The Contractor shall make a copy of the contract available, as applicable, for inspection or transcription by authorized
representatives of the Administrator.
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(4) Failure to comply with this paragraph (e) shall be a violation of 29 CFR 23.260 and this contract. Upon direction of the
Administrator or upon the Contracting Officer's own action, payment shall be withheld until such time as the noncompliance is
corrected.

(5) Nothing in this clause limits or otherwise modifies the Contractor's payroll and recordkeeping obligations, if any, under the Service
Contract Labor Standards statute, the Wage Rate Requirements (Construction) statute, the Fair Labor Standards Act, or any other
applicable law.

(f) Access. The Contractor shall permit authorized representatives of the Administrator to conduct investigations, including
interviewing workers at the worksite during normal working hours.

(g) Withholding. The Contracting Officer, upon his or her own action or upon written request of the Administrator, will withhold
funds or cause funds to be withheld, from the Contractor under this or any other Federal contract with the same Contractor, sufficient
to pay workers the full amount of wages required by this clause.

(h) Disputes. Department of Labor has set forth in 29 CFR 23.510, Disputes concerning contractor compliance, the procedures for
resolving disputes concerning a contractor's compliance with Department of Labor regulations at 29 CFR part 23. Such disputes
shall be resolved in accordance with those procedures and not the Disputes clause of this contract. These disputes include disputes
between the Contractor (or any of its subcontractors) and the contracting agency, the Department of Labor, or the workers or their
representatives.

(1) Antiretaliation. The Contractor shall not discharge or in any other manner discriminate against any worker because such worker has
filed any complaint or instituted or caused to be instituted any proceeding under or related to compliance with the E.O. or this clause,

or has testified or is about to testify in any such proceeding.

(j) Subcontractor compliance. The Contractor is responsible for subcontractor compliance with the requirements of this clause and
may be held liable for unpaid wages due subcontractor workers.

(k) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (k) in all subcontracts, regardless
of dollar value, that are subject to the Service Contract Labor Standards statute or the Wage Rate Requirements (Construction) statute,

and are to be performed in whole or in part in the United States.

(End of clause)

52.228-2 Additional Bond Security (Oct 1997)

The Contractor shall promptly furnish additional security required to protect the Government and persons supplying labor or materials
under this contract if-

(a) Any surety upon any bond, or issuing financial institution for other security, furnished with this contract becomes unacceptable to
the Government;

(b) Any surety fails to furnish reports on its financial condition as required by the Government;

(c) The contract price is increased so that the penal sum of any bond becomes inadequate in the opinion of the Contracting Officer; or

(d) An irrevocable letter of credit (ILC) used as security will expire before the end of the period of required security. If the Contractor

does not furnish an acceptable extension or replacement ILC, or other acceptable substitute, at least 30 days before an ILC's scheduled

expiration, the Contracting officer has the right to immediately draw on the ILC.

(End of clause)

52.228-15 Performance and Payment Bonds-Construction (Jun 2020)

(a) Definitions. As used in this clause-

"Original contract price" means the award price of the contract; or, for requirements contracts, the price payable for the estimated total
quantity; or, for indefinite-quantity contracts, the price payable for the specified minimum quantity. Original contract price does not
include the price of any options, except those options exercised at the time of contract award.
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(b) Amount of required bonds. Unless the resulting contract price is valued at or below the threshold specified in Federal Acquisition
Regulation 28.102-1(a) on the date of award of this contract, the successful offeror shall furnish performance and payment bonds to
the Contracting Officer as follows:

(1) Performance bonds (Standard Form 25). The penal amount of performance bonds at the time of contract award shall be 100
percent of the original contract price.

(2) Payment Bonds (Standard Form 25-A4). The penal amount of payment bonds at the time of contract award shall be 100 percent of
the original contract price.

(3) Additional bond protection.

(i) The Government may require additional performance and payment bond protection if the contract price is increased. The increase
in protection generally will equal 100 percent of the increase in contract price.

(i1) The Government may secure the additional protection by directing the Contractor to increase the penal amount of the existing
bond or to obtain an additional bond.

(¢) Furnishing executed bonds. The Contractor shall furnish all executed bonds, including any necessary reinsurance agreements, to
the Contracting Officer, within the time period specified in the Bid Guarantee provision of the solicitation, or otherwise specified by
the Contracting Officer, but in any event, before starting work.

(d) Surety or other security for bonds. The bonds shall be in the form of firm commitment, supported by corporate sureties whose
names appear on the list contained in Treasury Department Circular 570, individual sureties, or by other acceptable security such

as postal money order, certified check, cashier's check, irrevocable letter of credit, or, in accordance with Treasury Department
regulations, certain bonds or notes of the United States. Treasury Circular 570 is published in the Federal Register or may be obtained
from the:

U.S. Department of Treasury

Financial Management Service

Surety Bond Branch

3700 East West Highway, Room 6F01

Hyattsville, MD 20782.

Or via the internet at http.//www.fms.treas.gov/c570/.

(e) Notice of subcontractor waiver of protection (40 U.S.C. 3133(c)). Any waiver of the right to sue on the payment bond is void
unless it is in writing, signed by the person whose right is waived, and executed after such person has first furnished labor or material

for use in the performance of the contract.

(End of clause)

52.232-33 Payment by Electronic Funds Transfer-System for Award Management (Oct 2018)

(a) Method of payment.

(1) All payments by the Government under this contract shall be made by electronic funds transfer (EFT), except as provided in
paragraph (2)(2) of this clause. As used in this clause, the term "EFT" refers to the funds transfer and may also include the payment
information transfer.

(2) In the event the Government is unable to release one or more payments by EFT, the Contractor agrees to either--

(i) Accept payment by check or some other mutually agreeable method of payment; or

(ii) Request the Government to extend the payment due date until such time as the Government can make payment by EFT (but see
paragraph (d) of this clause).
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(b) Contractor's EFT information. The Government shall make payment to the Contractor using the EFT information contained in
the System for Award Management (SAM). In the event that the EFT information changes, the Contractor shall be responsible for
providing the updated information to SAM.

(¢) Mechanisms for EFT payment. The Government may make payment by EFT through either the Automated Clearing House (ACH)
network, subject to the rules of the National Automated Clearing House Association, or the Fedwire Transfer System. The rules
governing Federal payments through the ACH are contained in 31 CFR Part 210.

(d) Suspension of payment. If the Contractor's EFT information in the SAM is incorrect, then the Government need not make payment
to the Contractor under this contract until correct EFT information is entered into the SAM; and any invoice or contract financing
request shall be deemed not to be a proper invoice for the purpose of prompt payment under this contract. The prompt payment terms
of the contract regarding notice of an improper invoice and delays in accrual of interest penalties apply.

(e) Liability for uncompleted or erroneous transfers.

(1) If an uncompleted or erroneous transfer occurs because the Government used the Contractor's EFT information incorrectly, the
Government remains responsible for--

(i) Making a correct payment;
(ii) Paying any prompt payment penalty due; and
(iii) Recovering any erroneously directed funds.

(2) If an uncompleted or erroneous transfer occurs because the Contractor's EFT information was incorrect, or was revised within 30
days of Government release of the EFT payment transaction instruction to the Federal Reserve System, and--

(1) If the funds are no longer under the control of the payment office, the Government is deemed to have made payment and the
Contractor is responsible for recovery of any erronecously directed funds; or

(i) If the funds remain under the control of the payment office, the Government shall not make payment, and the provisions of
paragraph (d) of this clause shall apply.

(f) EFT and prompt payment. A payment shall be deemed to have been made in a timely manner in accordance with the prompt
payment terms of this contract if, in the EFT payment transaction instruction released to the Federal Reserve System, the date
specified for settlement of the payment is on or before the prompt payment due date, provided the specified payment date is a valid
date under the rules of the Federal Reserve System.

(g) EFT and assignment of claims. If the Contractor assigns the proceeds of this contract as provided for in the assignment of claims
terms of this contract, the Contractor shall require as a condition of any such assignment, that the assignee shall register separately in
SAM and shall be paid by EFT in accordance with the terms of this clause. Notwithstanding any other requirement of this contract,
payment to an ultimate recipient other than the Contractor, or a financial institution properly recognized under an assignment of claims
pursuant to Subpart 32.8, is not permitted. In all respects, the requirements of this clause shall apply to the assignee as if it were the
Contractor. EFT information that shows the ultimate recipient of the transfer to be other than the Contractor, in the absence of a proper
assignment of claims acceptable to the Government, is incorrect EFT information within the meaning of paragraph (d) of this clause.

(h) Liability for change of EFT information by financial agent. The Government is not liable for errors resulting from changes to EFT
information made by the Contractor's financial agent.

(i) Payment information. The payment or disbursing office shall forward to the Contractor available payment information that is
suitable for transmission as of the date of release of the EFT instruction to the Federal Reserve System. The Government may request
the Contractor to designate a desired format and method(s) for delivery of payment information from a list of formats and methods the
payment office is capable of executing. However, the Government does not guarantee that any particular format or method of delivery
is available at any particular payment office and retains the latitude to use the format and delivery method most convenient to the
Government. If the Government makes payment by check in accordance with paragraph (a) of this clause, the Government shall mail
the payment information to the remittance address contained in SAM.

(End of clause)
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52.232-40 Providing Accelerated Payments to Small Business Subcontractors (Nov 2021)

(a) Upon receipt of accelerated payments from the Government, the Contractor shall make accelerated payments to its small business
subcontractors under this contract, to the maximum extent practicable and prior to when such payment is otherwise required under
the applicable contract or subcontract, after receipt of a proper invoice and all other required documentation from the small business
subcontractor.

(b) The acceleration of payments under this clause does not provide any new rights under the Prompt Payment Act.

(c) Include the substance of this clause, including this paragraph (c), in all subcontracts with small business concerns, including
subcontracts with small business concerns for the acquisition of commercial products or commercial services.

(End of clause)

52.233-3 Protest after Award (Aug 1996)

(a) Upon receipt of a notice of protest (as defined in FAR 33.101) or a determination that a protest is likely (see FAR 33.102(d)),
the Contracting Officer may, by written order to the Contractor, direct the Contractor to stop performance of the work called for by
this contract. The order shall be specifically identified as a stop-work order issued under this clause. Upon receipt of the order, the
Contractor shall immediately comply with its terms and take all reasonable steps to minimize the incurrence of costs allocable to
the work covered by the order during the period of work stop-page. Upon receipt of the final decision in the protest, the Contracting
Officer shall either--

(1) Cancel the stop-work order; or

(2) Terminate the work covered by the order as provided in the Default, or the Termination for Convenience of the Government,
clause of this contract.

(b) If a stop-work order issued under this clause is canceled either before or after a final decision in the protest, the Contractor shall
resume work. The Contracting Officer shall make an equitable adjustment in the delivery schedule or contract price, or both, and the
contract shall be modified, in writing, accordingly, if--

(1) The stop-work order results in an increase in the time required for, or in the Contractor's cost properly allocable to, the
performance of any part of this contract; and

(2) The Contractor asserts its right to an adjustment within 30 days after the end of the period of work stoppage; provided, that if the
Contracting Officer decides the facts justify the action, the Contracting Officer may receive and act upon a proposal at any time before
final payment under this contract.

(c) If a stop-work order is not canceled and the work covered by the order is terminated for the convenience of the Government, the
Contracting Officer shall allow reasonable costs resulting from the stop-work order in arriving at the termination settlement.

(d) If a stop-work order is not canceled and the work covered by the order is terminated for default, the Contracting Officer shall
allow, by equitable adjustment or otherwise, reasonable costs resulting from the stop-work order.

(e) The Government's rights to terminate this contract at any time are not affected by action taken under this clause.

(f) If, as the result of the Contractor's intentional or negligent misstatement, misrepresentation, or miscertification, a protest related

to this contract is sustained, and the Government pays costs, as provided in FAR 33.102(b)(2) or 33.104(h)(1), the Government may
require the Contractor to reimburse the Government the amount of such costs. In addition to any other remedy available, and pursuant
to the requirements of subpart 32.6, the Government may collect this debt by offsetting the amount against any payment due the

Contractor under any contract between the Contractor and the Government.

(End of clause)

52.233-4 Applicable Law for Breach of Contract Claim (Oct 2004)

United States law will apply to resolve any claim of breach of this contract.
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(End of clause)

52.236-5 Material and Workmanship (Apr 1984)

(a) All equipment, material, and articles incorporated into the work covered by this contract shall be new and of the most suitable
grade for the purpose intended, unless otherwise specifically provided in this contract. References in the specifications to equipment,
material, articles, or patented processes by trade name, make, or catalog number, shall be regarded as establishing a standard of quality
and shall not be construed as limiting competition. The Contractor may, at its option, use any equipment, material, article, or process
that, in the judgment of the Contracting Officer, is equal to that named in the specifications, unless otherwise specifically provided in
this contract.

(b) The Contractor shall obtain the Contracting Officer's approval of the machinery and mechanical and other equipment to be
incorporated into the work. When requesting approval, the Contractor shall furnish to the Contracting Officer the name of the
manufacturer, the model number, and other information concerning the performance, capacity, nature, and rating of the machinery
and mechanical and other equipment. When required by this contract or by the Contracting Officer, the Contractor shall also obtain
the Contracting Officer's approval of the material or articles which the Contractor contemplates incorporating into the work. When
requesting approval, the Contractor shall provide full information concerning the material or articles. When directed to do so, the
Contractor shall submit samples for approval at the Contractor's expense, with all shipping charges prepaid. Machinery, equipment,
material, and articles that do not have the required approval shall be installed or used at the risk of subsequent rejection.

(c) All work under this contract shall be performed in a skillful and workmanlike manner. The Contracting Officer may require, in
writing, that the Contractor remove from the work any employee the Contracting Officer deems incompetent, careless, or otherwise

objectionable.

(End of clause)

DO0J-02 Contractor Privacy Requirements (JAN 2022)

A. Limiting Access to Privacy Act and Other Sensitive Information

(1) Privacy Act Information

In accordance with FAR 52.224-1 Privacy Act Notification (APR 1984) and FAR 52.224-2 Privacy Act (APR 1984), if this
contract requires Contractor personnel to have access to information protected by the Privacy Act of 1974, the contractor is
advised that the relevant DOJ system of records notices (SORNS) applicable to this Privacy Act information may be found at
https://www.justice.gov/opcl/doj-systems-records.[1] Applicable SORNs published by other agencies may be accessed through
those agencies’ websites or by searching the Federal Digital System (FDsys) available at http://www.gpo.gov/fdsys/. SORNs
may be updated at any time.

(2) Prohibition on Performing Work Outside a Government Facility/Network/Equipment

Except where use of Contractor networks, IT, other equipment, or Workplace as a Service (WaaS) is specifically authorized
within this contract, the Contractor shall perform all tasks on authorized Government networks, using Government-furnished
IT and other equipment and/or WaaS and Government information shall remain within the confines of authorized Government
networks at all times. Any handling of Government information on Contractor networks or IT must be approved by the

Senior Component Official for Privacy of the component entering into this contract. Except where remote work is specifically
authorized within this contract, the Contractor shall perform all tasks described in this document at authorized Government
facilities; the Contractor is prohibited from performing these tasks at or removing Government-furnished information to

any other facility; and Government information shall remain within the confines of authorized Government facilities at all
times. Contractors may only access classified materials on government furnished equipment in authorized government owned
facilities regardless of remote work authorizations.

(3) Prior Approval Required to Hire Subcontractors

The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any contractual relationship
(Subcontractor) in support of this contract requiring the disclosure of information, documentary material and/or records
generated under or relating to this contract. The Contractor (and any Subcontractor) is required to abide by Government and
Agency guidance for protecting sensitive and proprietary information.
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(4) Separation Checklist for Contractor Employees

The Contractor shall complete and submit an appropriate separation checklist to the Contracting Officer before any employee
or Subcontractor employee terminates working on the contract. The Contractor must submit the separation checklist on

or before the last day of employment or work on the contract. The separation checklist must verify: (1) return of any
Government-furnished equipment; (2) return or proper disposition of personally identifiable information (PII)[2], in paper or
electronic form, in the custody of the employee or Subcontractor employee including the sanitization of data on any computer
systems or media as appropriate; and (3) termination of any technological access to the Contractor’s facilities or systems that
would permit the terminated employee’s access to PII or other sensitive information.

In the event of adverse job actions resulting in the dismissal of a Contractor or Subcontractor employee before the separation
checklist can be completed, the Prime Contractor must notify the Contracting Officer within 24 hours and confirm receipt of
the notification. In the case the Contractor is unable to notify the Contracting Officer, then the Contractor should notify the
Contract Officer’s Representative (COR).

Contractors must complete the separation checklist with the Contracting Officer or COR by returning all Government-
furnished property including, but not limited to, computer equipment, media, credentials and passports, smart cards, mobile
devices, Personal Identity Verification (PIV) cards, calling cards, and keys and terminating access to all user accounts and
systems. Unless the Contracting Officer requests otherwise, the relevant Program Manager or other Key Personnel designated
by the Contracting Officer or COR may facilitate the return of equipment.

B. Privacy Training, Safeguarding, and Remediation

(1) Required Security and Privacy Training for Contractors

The Contractor must ensure that all employees take appropriate privacy training, including Subcontractors who have access

to PII as well as the creation, use, dissemination and/or destruction of PII at the outset of the employee’s work on the contract
and every year thereafter. Training must include procedures on how to properly handle PII, including heightened security
requirements for the transporting or transmission of sensitive PII, and reporting requirements for a suspected breach or loss of
PII. These courses, along with more information about DOJ security and training requirements for Contractors, are available
at https://www.justice.gov/jmd/learndoj. The Federal Information Security Modernization Act of 2014 (FISMA) requires all
individuals accessing DOJ information to complete training on records management, cybersecurity awareness, and information
system privacy awareness. Contractor employees are required to sign the “Privacy Rules of Behavior,” acknowledging and
agreeing to abide by privacy law, policy, and certain privacy safeguards, prior to accessing DOJ information. These Rules of
Behavior are made available to all new users of DOJ’s computer network and to trainees at the conclusion of DOJ-OPCL-
CS-0005.

The Contractor should maintain copies of certificates as a record of compliance and must submit an email notification annually
to the COR verifying that all employees working under this contract have completed the required privacy and cybersecurity
training.

(2) Safeguarding PII Requirements

Contractor employees must comply with DOJ Order 0904 and other guidance published to the publicly-available Office of
Privacy and Civil Liberties (OPCL) Resources page[3] relating to the safeguarding of PII, including the use of additional
controls to safeguard sensitive PII (e.g., the encryption of sensitive PII). This requirement flows down from the Prime
Contractor to all Subcontractors and lower tiered subcontracts.

(3) Non-Disclosure Agreement Requirement

Prior to commencing work, all Contractor personnel that may have access to PII or other sensitive information shall be
required to sign a Non-Disclosure Agreement (NDA) and the DOJ IT Rules of Behavior. The Non-Disclosure Agreement:

(a) prohibits the Contractor from retaining or divulging any PII or other sensitive information, or derivatives therefrom,
furnished by the Government or to which they may otherwise come in contact as a result of their performance of work under
the contract/task order that is otherwise not publicly available, whether or not such information has been reduced to writing;
and
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(b) requires the Contractor to report any loss of control, compromise, unauthorized disclosure, or unauthorized acquisition of
PII or other sensitive information to the component-level or headquarters Security Operations Center within one (1) hour of
discovery.

The Contractor should maintain signed copies of the NDA for all employees as a record of compliance. The Contractor should
also provide copies of each employee’s signed NDA to the Contracting Officer before the employee may commence work
under the contract/task order.

(4) Prohibition on Use of PII in Vendor Billing and Administrative Records

The Contractor’s invoicing, billing, and other financial or administrative records or databases is not authorized to regularly
store or include any sensitive PII or other confidential government information that is created, obtained, or provided during

the performance of the contract without the written permission of the Senior Component Official for Privacy (SCOP). It is
acceptable to list the names, titles and contact information for the Contracting Officer, COR, or other personnel associated with
the administration of the contract in the invoices as needed.

(5) Reporting Actual or Suspected Data Breach

Contractors must report any actual or suspected breach of PII within one hour of discovery.[4] A “breach” is an incident or
occurrence that involves the loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or any similar
occurrence where: (1) a person other than an authorized user accesses or potentially accesses PII or (2) an authorized user
accesses or potentially accesses PII for an other than authorized purpose. The report of a breach must be made to DOJ. The
Contractor must cooperate with DOJ’s inquiry into the incident and efforts to minimize risks to DOJ or individuals, including
remediating any harm to potential victims.

(a) The Contractor must develop and maintain an internal process by which its employees and Subcontractors are trained
to identify and report the breach, consistent with DOJ Instruction 0900.00.01[5], Reporting and Response Procedures for a
Breach of Personally Identifiable Information.

(b) The Contractor must report any such breach by its employees or Subcontractors to the DOJ Security Operations Center
(dojcert@usdoj.gov, 202-357-7000); Component-level Security Operations Center and Component-level Management
Team, where appropriate; the COR; and the Contracting Officer within one (1) hour of the initial discovery.

(c) The Contractor must provide a written report to the DOJ Security Operations Center (dojcert@usdoj.gov, 202-357-7000)
within 24 hours of discovery of the breach by its employees or Subcontractors. The report must contain the following
information:

(i) Narrative or detailed description of the events surrounding the suspected loss or compromise of information.[6]
Date, time, and location of the incident.

(i1) Amount, type, and sensitivity of information that may have been lost or compromised, accessed without
authorization, etc.

(iii) Contractor’s assessment of the likelihood that the information was compromised or lost and the reasons behind the
assessment.[7]

(iv) Names and classification of person(s) involved, including victim, Contractor employee/Subcontractor and any
witnesses.

(v) Cause of the incident and whether the company’s security plan was followed and, if not, which specific provisions
were not followed.[8]

(vi) Actions that have been or will be taken to minimize damage and/or mitigate further compromise.

(vii) Recommendations to prevent similar situations in the future, including whether the security plan needs to be
modified in any way and whether additional training may be required.

(d) The Contractor shall provide full access and cooperation for all activities determined by the Government to be required
to ensure an effective incident response, including providing all requested images, log files, and event information to

facilitate rapid resolution of sensitive information incidents.

(e) At the Government’s discretion, Contractor employees or Subcontractor employees may be identified as no longer
eligible to access PII or to work on that contract based on their actions related to the loss or compromise of PII.

(6) Victim Remediation
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At DOJ’s request, the Contractor is responsible for notifying victims and providing victim remediation services in the event of
a breach of PII held by the Contractor, its agents, or its Subcontractors, under this contract. Victim remediation services shall
include at least 18 months of credit monitoring and, for serious or large incidents as determined by the Government, call center
help desk services for the individuals whose PII was lost or compromised. When DOJ requests notification, the Department
Chief Privacy and Civil Liberties Officer and SCOP will direct the Contractor on the method and content of such notification
to be sent to individuals whose PII was breached. By performing this work, the Contractor agrees to full cooperation in the
event of a breach. The Contractor should be self-insured to the extent necessary to handle any reasonably foreseeable breach,
with another source of income, to fully cover the costs of breach response, including but not limited to victim remediation.

C. Government Records Training, Ownership, and Management

(1) Records Management Training and Compliance

(a) The Contractor must ensure that all employees and Subcontractors that have access to PII as well as to those involved in
the creation, use, dissemination and/or destruction of PII take the DOJ Records and Information Training for New Employees
(RIM) training course or another training approved by the Contracting Officer or COR. This training will be provided at

the outset of the Subcontractor’s/employee’s work on the contract and every year thereafter. The Contractor shall maintain
copies of certificates as a record of compliance and must submit an email notification annually to the COR verifying that all
employees working under this contract have completed the required records management training.

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those policies
associated with the safeguarding of records containing PII and those covered by the Privacy Act of 1974. These policies
include the preservation of all records created or received regardless of format, mode of transmission, or state of completion.

(2) Records Creation, Ownership, and Disposition

(a) The Contractor shall not create or maintain any records not specifically tied to or authorized by the contract using
Government IT equipment and/or Government records or that contain Government Agency information. The Contractor shall
certify, in writing, the appropriate disposition or return of all Government information at the conclusion of the contract or at

a time otherwise specified in the contract. In accordance with 36 CFR 1222.32, the Contractor shall maintain and manage all
Federal records created in the course of performing the contract in accordance with Federal law. Records may not be removed
from the legal custody of DOJ or destroyed except in accordance with the provisions of the agency records schedules.

(b) Except as stated in the Performance Work Statement and, where applicable, the Contractor’s Commercial License
Agreement, the Government Agency owns the rights to all electronic information (electronic data, electronic information
systems or electronic databases and all supporting documentation and associated metadata created as part of this contract. All
deliverables (including all data and records) under the contract are the property of the U.S. Government and may be considered
federal records, for which the Agency shall have unlimited rights to use, dispose of, or disclose such data contained therein.
The Contractor must deliver sufficient technical documentation with all data deliverables to permit the agency to use the data.

(c) The Contractor shall not retain, use, sell, disseminate, or dispose of any government data/records or deliverables without
the express written permission of the Contracting Officer or Contracting Officer’s Representative. The Agency and its
contractors are responsible for preventing the alienation or unauthorized destruction of records, including all forms of
mutilation. Willful and unlawful destruction, damage or alienation of Federal records is subject to the fines and penalties
imposed by 18 U.S.C. § 2701. Records may not be removed from the legal custody of the Agency or destroyed without regard
to the provisions of the Agency records schedules.

D. Data Privacy and Oversight

(1) Restrictions on Testing or Training Using Real Data Containing PII

The use of real data containing PII from any source for testing or training purposes is generally prohibited. The Contractor
shall use synthetic or de-identified real data for testing or training whenever feasible.

(2) Requirements for Contractor IT Systems Hosting Government Data
The Contractor is required to obtain an Authority To Operate (ATO) for any IT environment owned or controlled by the

Contractor or any Subcontractor on which Government data shall reside for the purposes of IT system development, design,
data migration, testing, training, maintenance, use, or disposal.
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(3) Requirement to Support Privacy Compliance

(a) If this contract requires the development, maintenance or administration of information technology[9], the Contractor
shall support the completion of the Initial Privacy Assessment (IPA) document, if requested by Department personnel. An
IPA is the first step in a process to identify potential privacy issues and mitigate privacy risks. The IPA asks basic questions
to help components assess whether additional privacy protections may be needed in designing or implementing a project[10]
to mitigate privacy risks, and whether compliance work may be needed. Upon review of the IPA, the OPCL determines
whether a Privacy Impact Assessment (PIA) document and/or SORN, or modifications thereto, are required. The Contractor
shall provide adequate support to complete the applicable risk assessment and PIA document in a timely manner, and shall
ensure that project management plans and schedules include the IPA, PIA, and SORN (to the extent required) as milestones.
Additional information on the privacy compliance process at DOJ, including IPAs, PIAs, and SORNS, is located on the DOJ
OPCL website (https://dojnet.doj.gov/privacy/), including DOJ Order 0601, Privacy and Civil Liberties. The Privacy Impact
Assessment Guidance and Template outline the requirements and format for the PIA.

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may require privacy
risk assessment and documentation, the Contractor shall provide adequate support to DOJ to ensure DOJ can complete any
required assessment, and IPA, PIA, SORN, or other supporting documentation to support privacy compliance. The Contractor
shall work with personnel from the program office, OPCL, the Office of the Chief Information Officer (OCIO), and the Office
of Records Management and Policy to ensure that the privacy assessments and documentation are kept on schedule, that the
answers to questions in the documents are thorough and complete, and that questions asked by the OPCL and other offices

are answered in a timely fashion. The Contractor must ensure the completion of required PIAs and documentation of privacy
controls consistent with federal law and standards, e.g. NIST 800-53, Rev. 5; and compliance with the Privacy Act of 1974,
E-Government Act of 2002, Federal Information Security Modernization Act of 2014, and key OMB guidelines, ¢.g., OMB
Circular A-130.

[1] “[TThe term ‘record’ means any item, collection, or grouping of information about an individual that is maintained by an agency,
including, but not limited to, his education, financial transactions, medical history, and criminal or employment history and that
contains his name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or
voice print or a photograph.” 5 U.S.C. § 552a(a)(4). “[ T]he term ‘system of records’ means a group of any records under the control
of any agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other
identifying particular assigned to the individual.” 5 U.S.C. § 552a(a)(5).

[2] As stated in FAR 52.224-3 and Office of Management and Budget (OMB) Circular A-130, Managing Federal Information

as a Strategic Resource (2016), “’personally identifiable information’ means information that can be used to distinguish or trace

an individual's identity, either alone or when combined with other information that is linked or linkable to a specific individual.”
Regarding “sensitive PIL,” “[t]he sensitivity level of the PII will depend on the context, including the purpose for which the PII is
created, collected, used, processed, stored, maintained, disseminated, disclosed, or disposed. For example, the sensitivity level of a
list of individuals’ names may depend on the source of the information, the other information associated with the list, the intended use
of the information, the ways in which the information will be processed and shared, and the ability to access the information.” OMB
Circular A-130, at App. II-2.

[3] The DOJ OPCL Resources page is available at https://www.justice.gov/opcl/resources.

[4] As stated in DOJ Instruction 0900, “Contractors must notify the Contracting Officer, the Contracting Officer’s Representative,
and JSOC (or component-level SOC) within 1 hour of discovering any incidents, including breaches, consistent with this Instruction,
guidance issued by the CPCLO, NIST standards and guidelines, and the US-CERT notification guidelines.”

[5] https://www.justice.gov/file/4336/download

[6] As stated in DOJ Instruction 0900, the description should include the type of information that constitutes PII; purpose for which
PII is collected, maintained, and used; extent to which PII identifies a peculiarly vulnerable population; the determination of whether
the information was properly encrypted or rendered partially or completely inaccessible by other means; format of PII (e.g., whether
PII was structured or unstructured); length of time PII was exposed; any evidence confirming that PII is being misused or that it was
never accessed.

[7] As stated in DOJ Instruction 0900, the report should include the nature of the cyber threat (e.g., Advanced Persistent Threat, Zero
Day Threat, data exfiltration) for cyber incidents.

[8] As stated in DOJ Instruction 0900, the report should include analysis on whether the data is accessible, usable, and intentionally
targeted.

[9] As defined in 40 U.S.C. § 11101, the term “information technology” means any equipment or interconnected system or subsystem
of equipment, used in the automatic acquisition, storage, analysis, evaluation, manipulation, management, movement, control,
display, switching, interchange, transmission, or reception of data or information by the executive agency, if the equipment is

used by the executive agency directly or is used by a contractor under a contract with the executive agency that requires the use

(i) of that equipment or (ii) of that equipment to a significant extent in the performance of a service or the furnishing of a product;
includes computers, ancillary equipment (including imaging peripherals, input, output, and storage devices necessary for security and
surveillance), peripheral equipment designed to be controlled by the central processing unit of a computer, software, firmware and
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similar procedures, services (including support services), and related resources; but does not include any equipment acquired by a
federal contractor incidental to a federal contract.

[10] In this instance, the term “project” is used to scope the activities (e.g., creating, collecting, using, processing, storing,
maintaining, disseminating, disclosing, or disposing of information) covered by an IPA. A project is intended to be technology-
neutral, and may include an information system, a digital service, an information technology, a combination thereof, or some other
activity that may create potential privacy issues or privacy risks that would benefit from an IPA. The scope of a project covered by an
IPA is discretionary, but components should work with their SCOP and OPCL.

(End of Clause)
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Section 5 - Attachments

This Section Is Intentionally Left Blank
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Section 6 - Solicitation Provisions

This Section Is Intentionally Left Blank
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Section 7 - Representations and Certifications
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