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IT Security Applicable Documents List

Space Policy Directive 5 Cybersecurity Principles for Space Systems

Executive Order 14028, Improving the Nation’s Cybersecurity

Federal Information Security Modernization Act of 2014

Attachment J.1-J

NIST SP 800-53 Rev. 5 Security and Privacy Controls for Information Systems and Organizations

NIST SP 800-37 Risk Management Framework for Information Systems and Organizations

NIST SP 800-137 Information Security Continuous Monitoring (ISCM) for Federal Information Systems

and Organizations

FIPS 199 Standards for Security Categorization of Federal Information and Information Systems

FIPS 200 Minimum Security Requirements for Federal Information and Information System

FIPS 140-3 Security Requirements for Cryptographic Modules

NPR 2810.1F Security of Information and Information Systems

NPD 2810.1E NASA Information Security Policy

NPR 7150.2D NASA Software Engineering Requirements

NPD 1382.17K NASA Privacy Policy

ITS-HBK-2810.19-01 Operational Technology

ITS-HBK-AAStep0.v1.0.0 Step 0: Prepare Policy

ITS-HBK-AAStepl.v1.0.0 Step 1: Categorize Policy

ITS-HBK-AAStep2.v1.0.0 Step 2: Select Policy

ITS-HBK-AAStep3.v1.0.0 Step 3: Implement Policy

ITS-HBK-AAStep4.v1.0.0 Step 4: Assess Policy

ITS-HBK-AAStep5.v1.0.0 Step 5: Authorize Policy

ITS-HBK-AAStep6.v1.0.0 Step 6: Monitor Policy

ITS-HBK-2810.05-2B System and Service Acquisition

ITS-HBK-2810.09-01 Incident Response and Management

ITS-HBK-2810.14-03D System and Information Integrity

ITS-HBK-1382.07-01 Privacy Awareness and Training




