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Logistics Modernization Program
Total Asset Visibility — Contractor (TAV-C)
Portal End-User Access Procedures

Change 1: adding computer specifications to access the portal. (Page 2)

LMP’s TAV-C capability extends asset visibility to contractor locations, contributes to
bettering the Army’s view of assets, and supports Army Readiness.
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Introduction

Logistics Modernization Program’s (LMP) Total Asset Visibility — Contractor (TAV-C) capability was
developed to resolve audit findings related to the management of Army property. TAV-C capability
extends asset visibility into contractor locations through improved record-keeping and provides more
accurate records and reports associated with this Government property. Use of TAV-C functionality by
contractors is mandatory for Army Working Capital Fund managed property in the possession of
contractors. This solution contributes to the management of assets supporting global equipment
Readiness through LMP.

Contractors using the TAV-C Portal to input information into LMP will comply with the access processes
described in this guide to establish and maintain user accounts, complete access processes, as well as
Department of Defense (DoD) approved authentication, to receive access to this capability. The
approved authentication is achieved one of two ways: with a Common Access Card (CAC) or via a DoD
External Certification Authority (ECA) issued certificate. The DoD ECA program supports the issuance of
DoD-approved certificates to industry partners and other external entities and organizations. The ECA
program is designed to provide the mechanism for these entities to securely communicate with the DoD
and authenticate to DoD information systems.!

It is recommended Contractors carefully review this document and consider the amount of
time needed to establish and maintain user security credentials, complete mandatory
systems access training, apply for access to the system, and complete task specific user
training.

— Until these requirements are satisfied, portal access will not be granted. —

Refer to Appendix B for a list of user functional training courses and refer to the solicitation
to verify the TAV-C functions needed for the effort.

Purpose Statement

The purpose of this document is to provide an understanding of the process for gaining access to the
LMP TAV-C Portal solution for TAV-C Portal Contractors. The TAV-C Portal Contractors include:

1) Stock, Store and Issue Contractor Portal Users, and
2) Vendor Proof of Delivery Contractor Portal Users

Please note that the DoD ECA process described in this document uses examples of DoD ECA issued
certificates through IdentTrust. There are other providers.

Internet Access to the LMP TAV-C Portal has been validated using Windows 10, Internet Explorer 11,
and Google Chrome browsers. Hardware requirements for LMP TAV-C Portal would be any hardware
that can support Windows 10, Internet Explorer 11, and Google Chrome and connect to the Internet.

1 https:/iwww.identrust.com/certificates/dod-eca-programs

Page 2 of 26


https://www.identrust.com/certificates/dod-eca-programs

»
z
<
]
3

Page 3 of 26

{07 03 uonadwod
10 S8IEOYILAD
Buiuesn pusg
(7] A J -
() 1sanbal w0 . m >
S Buuies paseq HOD 03 UoHELIOjUI 10 550901 %a..,.«%m::_ 5 <
S -qan euoifouny Uetandyog Lo 1 auamog seopuane Butues o/
o pue Aiojanpoijul 1o (amnjeubis ¥ aoa panoIidE gag W0 HYYS (1) 8auBINSSY C 0
Q AL #lejdwoy [EuBip) DD puag ajaidwon aney Apezily 51820010 ¥91-1 uonewio| 83adwo) Y
o o n o . 5420/q a18idwo) R o O
o [ e E = w-
o =
o =
(7] O
(%] T y
] LL
Q n h 4
(N Aq paisanbal

o 0 4) uoneald Junodde UOI]E8ID JUNDJIE SI85N pus YN PUEWWOT) (fuanjeq 0
A [EHOH OrAW1 10 J001410155)

(] 10} PN pUBWWO] 10} WY/ PUBLUWOD) i 03 Wi} Wiy HYyS suopnisu | OSESIEN R 1o @]
[ &) L ED_s_gm_a o Ly UDIEWIOjuI dvYs 928200 582010 40 B0Z-L | 83008 SIEdILINWILIOD 950 pug A

sajeaypad buiues uoIjEDNUAYINe el UL pUa ue Ajnua|

w m _mm:c._u:m aleyg N HEaALE 15 [BUL pUaS }o0jq 83eidwo) . @Eaunwwo . pue Aguap| . [2W0dOAVL
- o : ,
e 2
c 0
w Q
— m v  J ¥ m
©
.-n A 135N pua [euog Jasn pua [Epog memm*mmﬂﬂw& :%mummm_kuw_wuwmm W0} HYYS -— W0} HY WS diysuonejal =
o o O-AYL 0 (siSd OAVLOL20 g T ) : 51870040 7687 51820040 5722 NV / PUBLIWOD) =
c 5] _._mS;u:E ubissy , [Essauun, ubissy , asn g . .md‘%%_%%mmmmm ~ sy20/q jaidwio) , o ajaidwog , 0100 ys!eEIs3 W
Q 3 ©
> o
< c
- L (Bunsixe 1o mau)
a nla 10}2BIUOY) [BHOd 0}
M = papieme 12e1uo0n)
= 5 18V1S

o

1




LMP TAV-C Portal End User Access Procedures

c

TAV-C Portal End User Access Process Steps

e In accordance with AMC Operations Order 19-229, dated 111810Z Sep 2019,
this guide establishes procedures and guidance for users to gain access to the
TAV-C Portal.

e The Contracting Officer (KO) works with the requiring organization to establish a
Contract Officer's Representative (COR).

e The designated COR informs the TAV-C Portal contractor of these procedures
and requirements and assists end users with gaining access to the TAV-C Portal.
The COR reviews and approves the establishment of LMP end user accounts
supporting TAV-C Portal processes. The COR functions as the Contractor’s point
of contact for LMP systems issues.

e The COR works with the designated Command UAM Administrator to identify
TAV-C Portal Functional Security Roles required by the contractor.

The following key requirements must be met by the TAV-C Portal end user to receive
access. This section will review these requirements in greater detail.

[ Information Assurance / Cyber Awareness (IA/CA) Training
(1 DD 2875 — System Authorization Access Request (SAAR)

(1 Approved DoD Authentication: Common Access Card (CAC) or DoD External
Certification Authority (ECA) issued certificate

[J TAV-C Portal Functional Training
Information Assurance / Cyber Awareness (IA/CA) Training—

Note the # refers to the process flow on page 3

e #5 TAV-C Portal end user will complete the IA/CA Training Course - 1A/CA
training must be completed prior to submitting the DD 2875 System Authorization
Access Request (SAAR) — (see step #6) to produce certificates for the COR.
IA/CA training can be accessed at:

o For CAC-enabled users: https://cs.signal.army.mil

o For Non-CAC enabled users: https://public.cyber.mil/training/cyber-
awareness-challenge-2019/

Steps 6-11 are needed to complete a DD 2875 — System Authorization Access Request

(SAAR)

e #6, TAV-C Portal end user completes blocks 1 through 16A of the SAAR and
submit to the COR.

e #7, COR completes blocks 17-20B and submits to responsible Information
Assurance (lA) Officer.

o #8, IA Officer completes blocks 22-25 and submits to the responsible Security
Manager.
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e #9, Responsible Security Manager completes blocks 28-32 & submits to the
COR.

e #10, COR provides a copy of the completed SAAR form to the UAM for
auditability purposes.

e #11, Site UAMs receive the completed SAAR form and add it to the user's LMP
account once the account is created (step #16).

Approved DoD Authentication

e #4, COR verifies a DoD External Certification Authority (ECA) issued certificate is
required and is available from on-line providers.

e #12, If the TAV-C Portal end user has a DoD CAC or ECA, skip step 12 for
completing the DoD ECA Soft Certificate procurement process

e #13, TAV-C Portal end user completes the DoD ECA Soft Certificate
procurement process through an issuing company (the example contained in this
document comes from the IdenTrust? website and is for reference only. Other
ECA providers are available).

o Follow instructions on the Contractor’s selected DoD ECA provider website

o Must be completed within 30 days from the date of the signature on the
forms packet (instructions provided within the forms packet)

o TAV-C Portal end user will be notified by the issuing company that their DoD
ECA Soft Certificate is available for retrieval, upon completion of forms
processing

o TAV-C Portal end user downloads DoD ECA Soft Certificate to their

certificate store

= This may require Administrator permissions on the personal computer
(PC), therefore the end user may need to contact their local IT support.

= DoD policy states that the user must enable strong encryption of their
certificates. Password protection is required and begins when obtaining
the certificate from the DoD ECA vendor.

= |tis recommended users complete the “Friendly Name” field with their
ECA Provider for their certificate (otherwise, this will be left blank).

e #14-16, TAV-C Portal end user provides required information to the COR to be
communicated to the site’s responsible UAM for account creation and record
keeping, (i.e.: public key from soft certificate or digital signature, DD2875, etc.).
The UAM will verify CAC users have an existing DISA account, and non-CAC
users have a valid DoD ECA certificate (Public Key).

2 https://www.identrust.com/
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Additional Prerequisite Access Requirements

e #17, Responsible UAM grants the TAV-C Portal end user a “universal role” to
allow access to the TAV-C Training Library via the TAV-C Portal

e #18-19, ALL TAV-C Portal end users must complete appropriate introductory
TAV-C web-based training courses. Refer to Appendix B: TAV-C Portal User
Role to Training Course Matrix for further guidance.

e #18-19, TAV-C Portal end users must successfully complete the associated
functional training courses for the Portal access that they are requesting prior to
that access being provided

o Approved authentication (via CAC or ECA) must be obtained to access the TAV-C
Portal Training Material on the Portal page

o Refer to the TAV-C Portal User Role to Training Course Matrix at Appendix B

e #20-21, Organizations will follow their documented policy for assigning
Functional Security Roles (FSR) to Portal end users. Steps 20-21 will be
completed by the requiring activity.
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Appendix A — Instructions for Online DoD ECA Soft Certificate
(IdenTrust)

For Example Only

Instructions for DoD ECA Certificate Application (ldenTrust)

Follow these steps to apply for the DoD ECA Soft Certificate through IdenTrust’s online
application.

IMPORTANT NOTE: When applying for an ECA certificate, when prompted, the Program is
referring to “LMP — Logistics Modernization Program”. The Organization Affiliation refers to
the vendor / company you work for.

Upon submission of the application, you will be prompted to download the IdentTrust DoD ECA
Forms Packet; follow these steps:

1. Verify information on page 3 of the forms packet

Fill out Part 2 on Page 6 (i.e.: a passport and driver’s license are commonly used)
If you have more than one citizenship you have to assert on Page 7

Receive notarization on page 6, and page 7 if applicable

a M w D

Send the completed, notarized forms packet to your Organization Officer (a Vendor point
of contact) to be signed

6. Return the completed, signed, notarized forms packet back to IdentTrust immediately

Reminder, all processing steps must be completed within 30 days of the date the forms
packet is signed

Responsibility of Certificates and User Accounts

e Organization UAM will manage the required annual account review, which is required
for TAV-C Portal end users

e Changes to Vendor End User Accounts

o COR and Organization UAM should follow the AMC HQ UAM Policy to handle end
user account changes, account deletion, and inactive accounts, where possible

o For any scenarios not covered in the AMC HQ UAM Policy, the COR and
Organization UAM will identify a process to handle end user account changes,
account deletion, and inactive accounts

o Organization (Vendor) is responsible for notifying the Organization UAM if any LMP
TAV-C Portal user no longer requires an account (i.e.: employee termination)

o Organization (Vendor) is responsible for ensuring the Organization UAM has relevant
and up-to-date information for End Users (i.e.: personnel information, certificate
renewals, public keys, etc.)
= TAV-C Portal User Accounts are subject to LMP lock out policies, as follows: The
overall LMP inactivity lockout period is 45 days - if a TAV-C Portal Users does
not log-in to the portal within 45 days, their account will be completely locked and
their LMP account will become inactive

= The production inactivity lockout period is 35 days - If a TAV-C Portal User does
not transaction in the TAV-C portal within 35 days, their Production account will
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become locked, which would prohibit them from using the TAVC portal
transactions.

Help Resources from IdentTrust

IdentTrust offers a large library of help support documents and articles on their website, some
topics include:

1. How to Digitally Sign Documents

Import and Export a Software Certificate
Manage My DoD ECA Certificates

Manage My TLS/SSL Certificates

Renew, Replace or Initiate a Key Recovery
Sign and Encrypt Email Communications
Policies — Current and Archived

DoD ECA Certificate Fact Sheet

DoD ECA Identity Verification Requirements
FAQs for ECA

© © N o g s~ w D

[ERN
©
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About Us Contact Us Live Cnat

IdenTrust My Buying Community  Certificates Manage My Certificate  Support Q
part ot HO Gico

One ldentity. Multiple Uses.

Choose BUY NOW if you know the type of certificate you want to purchase, redeem a voucher or & o Now
purchase vouchers for certificates

Select BUY NOW

My Buying Community

U.S. Government Healthcare

Federal, state and local government agencles trust digital Digital certificates satisfy DEA mandate:
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IdenTrust My Buying Community ~ Certificates Manage My Certificate Support
Part of O Gicom

Choose From Our Certificates Portfolio

Offering IdenTrust Certificates To Meet Your Security Needs
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Select Voucher
Number field

\
ECA For DoD Applications IGC Certificates To Use With IGC DEA Approved For EPCS TrustiD® For Public Trust
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+ Getting Your ECAMedium Assur X o

€ = X @ https//secure.identrust.com/tsapp/apply.jsp?FOP=NR7X873-8PG2-CIDX

IdenTrust

part of HID Global

Application Step 1 of 5 o Overview @Olganiza\ion OYoul Info ePaymenl @Folms

Getting Your ECA Medium Assurance Certificate
isasEASYas1—2-—3

Your certificate is a form of used within the D of Defense ECA Program. Let's go
over the steps you will need to complete.

1. Apply
Provide your personal and organizational information, which we will use to help establish
your identity.

2. Get Verified

Complete and send your Authorization & Identification Forms. You will get these at the end
of this Online Application.

3. Retrieve Your Certificate

Upon receipt of your Activation Letter, retrieve and install your certificate.

Voucher, if you have one
IR7XB73-8PG2-CJDX

Selected Hardware Type
Browser $0.00
Please select the name of the program where your certificate will be primarily used. If the program is not » Payment Options:
listed, please select None of the Listed Programs i mam
Program Affiliation * + What is a Digital Certificate?

Glioose one

IMPORTANT: DoD policy requires that you retrieve your certificate within 30 days from the date your Select Program
are signed. If you are not able to complete this process and retrieve your certificate before that datj Affiliation drop-down
application will be cancelled and you will need to start this process again from the beginning. Plea

ensure that you will be able to complete all steps within 30 days before starting your )
* 8013843474
(outside the US)
— —— * Hours: MF, 1am-Spm
Mountain Time

Getting Your ECA Medium Assur X &

€ 5 X @ httpsy/secure.identrust.com/tsapp/apply sp?FOP=NR7XB73-8PG2-CIDX

Iden'!]ust

of HID Global

Application Step 1 of 5 o Overview @Olganization OYoul Info ePaymenl @Folms

Getting Your ECA Medium Assurance Certificate
isasEASYas1—2-—3

Your certificate is a form of used within the D¢ of Defense ECA Program. Let's go
over the steps you will need to complete.

1. Apply
Provide your personal and organizational information, which we will use to help establish
your identity.

*MY FEDERAL PROGRAM IS NOT LISTED

Choose One — -"

*NO PROGRAM AFFILIATION IS REQUIRED

ACCESS LM - LOCKHEED MARTIN Select *MY FEDERAL
e PROGRAM IS NOT LISTED

AKO - ARMY KNOWLEDGE ONLINE
APLITS - APPROVED PRODUCTS LIST INTEGRATING TRACKING SYSTEMS
CANES - CONSOLIDATED AFLOAT NETWORKS AND ENTERPRISE SERVICES
CAV AF - COMMERCIAL ASSESS VISIBILITY AIR FORCE
CDMD 0A - CONFIGURATION DATA MANAGERS DATABASE OPEN ARCHITECTURE

ERDE OMN ELI DEVELOPMENT AND ENGINEERING CENTER
COR - CENTRAL OFFICE OF RECORD SUPPORT
CPARS - PERF SYSTEM
DCARC CADE - DEFENSE COST AND RESOURCE CENTER COST ASSESSMENT DATA ENTERPRISE
OCII - DEFENSE CENTRAL INDEX OF INVESTIGATION

DEPT OF LABOR - OWCP S o
DEPT OF STATE - D-TRADE i « Compatibity
DEPT OF TREASURY - IRS MEF E-FILE APP TO APP. « FAQS
DEPT OF TREASURY - IRS SECURE DATA TRANSFER -  Whatis a Digital Certificate?
| choose one &
IMPORTANT: DoD policy requires that you retrieve your certificate within 30 days from the date your forms ‘Customer Support
are signed. If you are not able to complete this process and retrieve your certificate before that date, your )
application will be cancelled and you will need to start this process again from the beginning. Please * 8888821104
ensure that you will be able to complete all steps within 30 days before starting your i
* 8013843474
{outside the US)
—— — * Hours: MF, 1am-Spm
Mountain Time
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5 Getting Your ECAMedium Assur X o

€ 5 C @ https//secure.identrust.com/tsapp/applyjsp?FOP=NR7X873-8PG2-CIDX

IdenTrust

part of HID Global
Application Step 1 of 5 o Overview @0lganization OYoul Info ePaymenﬁ @Folms

Getting Your ECA Medium Assurance Certificate
isasEASYas1—2-—3

Your certificate is a form of used within the D of Defense ECA Program. Let's go
over the steps you will need to complete.

1. Apply

Provide your personal and organizational information, which we will use to help establish
your identity.

2. Get Verified

Complete and send your Authorization & Identification Forms. You will get these at the end
of this Online Application.

3. Retrieve Your Certificate

Upon receipt of your Activation Letter, retrieve and install your certificate.

Voucher, if you have one
NR7XB73-8PG2-CJDX

Selected Hardware Type
Browser $0.00
Please select the name of the program where your certificate will be primarily used. If the program is not + Payment Options.
listed, please select None of the Listed Programs et
Program Affiliation * * What is a Digital Certificate?
*MY FEDERAL PROGRAM IS NOT LISTED v
IMPORTANT: DoD policy requires that you retrieve your certificate within 30 days from the date your forms ‘Customer Support
are signed. If you are not able to complete this process and retrieve your certificate before that date, your )
application will be cancelled and you will need to start this process again from the beginning. Please » 8888821104
ensure that you will be abl 30 days before starting your i )
* 8013843474
(outside the US)
* Hours: M-F, 1am-5pm
CANCEL NEXT Mountain Time
B Headquarters Information x4 =B

€ - C @ https//secure.identrust.com/tsapp/apply-org.jsp

IdenTrust

part of HID Global

Application Step 2 of 5 °Ovewiew Q Organization OVoul Info e Payment @ Forms

Headquarters Information ‘Z‘cﬁlmumhssu.,nce

Enteryour organization informaf Enter “LMP - Logistics Corfcate
Modernization Progrgram”
Orgamzanon Name *

LMP - Logistics Modenization Pro;kf

1 Year

Your Email Address *
liohn.d hayward ctr@mail mil

postal code Zipcode)  |Enter your email address

Enter “07806”

©2019 idenTrust. inc. All Rights Reserved | Privacy Policy
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& Headquarters Information X o+

€ > C @ https//secure.dentrust.com/tsapp/apply-org.sp

IdenTrust

part of HID Global

Application Step 2 of 5 °Ovewiew 0 Organization OYcul Info 9 Payment @ Forms

o Certificate
Headquarters Information ECA Mecium Assurance

Certificate

Enter your Organization information, then we will help you find your organization.
Organization Name * il
LMP - Logistics Modernization Progra|

Your Email Address *
|iohn.d hayward ctr@mail mil

Postal Code (Zip Code)

Select SEARCH

©2019 idenTrust. inc. All Rights Reserved | Privacy Policy

& Headquarters Information x o+

€ - C @ https//secure.identrust.com/tsapp/apply-org.jsp

IdenTrust

part of HID Global

Application Step 2 of 5 °Ovewiew Q Organization Och! Info e Payment @ Forms

< Certificate
Headquarters Information ECA Medium Assurance
Certificate
Services
1 Year

Enter your Organization information, then we will help you find your organization.
Organization Name *
LMP - Logistics Modernization Progra|

Your Email Address *
liohn.d hayward ctr@mail mil

Postal Code (Zip Code)

| SEARCH AGAIN

© LMP - LOGISTICS MODERNIZATION PROGRAM - 59 Phipps Rd, Picatinny Arsenal, New Jersey, 07806, US
LMP - LOGISTICS MODERNIZATION PROGRAM - 59 Phipps Rd. Picatinny Arsenal, New Jersey, 07806, US

SeuEcrocaNzATON

©2019 idenTrust. inc. All Rights Reserved | Privacy Policy
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& Headquarters Information X o+

€ > C @ https//secure.dentrust.com/tsapp/apply-org.sp

IdenTrust

part of HID Global

Application Step 2 of 5 °Ovewiew 0 Organization OYcul Info 9 Payment @ Forms

o Certificate
Headquarters Information ECA Mecium Assurance

Enter your Organization information, then we will help you find your organization Centificate

Organization Name * 1 Year
LMP - Logistics Modernization Progra|

Your Email Address *
|iohn.d hayward ctr@mail mil

Postal Code (Zip Code)
|

Search Results
® LMP - LOGISTICS MODERNIZATION PROGRAM - 59 Phipps Rd. Picatinny Arsenal, New Jersey, 07806, US
LMP - LOGISTICS MODERNIZATION PROGRAM - 59 Phipps Rd. Picatinny Arsenal, New Jersey, 07806, US

Click SELECT ORGANIZATION

©2019 idenTrust. inc. All Rights Reserved | Privacy Policy

& Headquarters Information X 4+

€ - C @ https//secure.identrust.com/tsapp/apply-org.jsp

IdenTrust

part of HID Global

applcation siep 20t 5 Q) overview (@) organization @) vourinfo @) Payment @) Forms

Headquarters Information
Enter your Organization information, then we will help you find your organization.

Organization Name *

[tme - LosisTics MopER 2

Your Email Address * m ¥

lishn.dhayward crgmait| 4. LMP - LOGISTICS MODERNIZATION
Organization Name

Postal Code (Zip Code) PROGRAM

(07306 Address Line 1 59 Phipps Rd
Address Line 2

Search Results City Picatinny Arsenal

® LMP-LOGISTICS MO~ State NJ

I LMP-LOGISTICSMOL  postal Code (Zip Code) 07806

Country United States

Dun & Bradstreet

Number
CANCEL ‘

Is this information correct?

SELECT ORGANIZATH

Yes

Verify the information,
then select YES

©2019 idenTrust. Inc. All Rights Reserved | Privacy Policy
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5 Personal Information x o+

€ 5 C @ https//secureidentrust.com/tsapp/apply-ind.jsp

IdenTrust

part of HID Global
Application Step 3 of 5 OOvelview emganizalion o YourInfo 9 Payment @Forms
. Certificate
Personal Information e r——
Certificate
The information you provide will be used to confirm your identity. Your certificate will contain verified
information, such as your legal name, email address, and organization name. 1 Year $109.00
First Name * ~| Use Headquarters address as mailing address
John Address Line 1*
Middle initial [
Address Line 2
Last Name *
Hayward city*
Job Title *
Contractor State *
1 B
office Phone * i
90'3-724-5688 Postal Code (Zip Code) *
4
Office Phone Extension 21308
Your Email Address *
john.d.hayward ctr@mail. mil
Citizenship Country *
Accou Enter your information, then select
the Citizenship Country field.
Account Passf
i 3 * Payment Options
Security Questions ety
Security Question 1 * Answer 1+ S
Choose One v]
Security Question 2 * Answier 2+
|
{58 Personal Information x  +
& - C @ https//secureidentrust.com/tsapp/apply-ind.jsp
part of HID Global
Application Step 3 of 5 °Ove|view °0|ganiza|ion o YourInfo e Payment @mes
" Certificate
Personal Information e T—
Certificate
The information you provide will be used to confirm your identity. Your certificate will contain verified
information, such as your legal name, email address, and organization name. 1 Year $109.00
First Name * Use Headquarters address as mailing address
John Address Line 1*
Middie Initial
Address Line 2
Last Name *
Hayward city*
Job Title *
Contractor State *
Office Phone * Marvird L
Y03 724-5688 Postal Code (Zip Code) *
4
Office Phone Extension 10
Your Email Address *
john.d hayward ctr@mail. mil
Citizenship Country *
Tanzania, United Republic of
United Arab Emirates i
United Kingdom Confirm Account Password *
[ United states =
< * Payment Options.
seedSelect citizenship country from drop-down .
Security pc ry P 2 FAQ's
Choose One v

Security Question 2 * Answer 2 *
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5 Personal Information x o+

€ 5 C @ https//secureidentrust.com/tsapp/apply-ind.jsp
The information you provide will be used to confirm your identity. Your certificate will contain verified

information, such as your legal name, email address, and organization name. 1 Year $109.00
First Name * Use Headquarters address as mailing address
ok | Address Line 1+
Middle Initial -

Address Line 2
Last Name *
Hayward city *
Job Title * = =
Contractor State *

Maryland v
Office Phone * 2
903 724-5688 Postal Code (Zip Code) *

21409

office Phone Extension

Your Email Address *
john.d.hayward.ctr@mail.mil

Citizenship Country *

ADDITIONAL CITIZENSHIP

Account Password

Account Password * Confirm Account Password *

ct Account Password field and Jestions SPRT. Ouione
te a strong account password. . Answer1® e
se the question mark icon to Answer2+
ight of Account Password if you 0 Custopied Support
questions about creating a Answer 3+ st
g password. [ (vwithin the US)
- B * 8013843474
{outside the US)

* Hours: M-F, 1am-5pm
cuec (-] botie

©2019 IdenTrust. Inc. All Rights Reserved | Privacy Policy

Slidel6

&5 Personal Information x o+

&« - C @ https//secureidentrust.com/tsapp/apply-ind.jsp

John Address Line 1*

Middle Initial - =
Address Line 2

Last Name *

Hayward

Job Title *

Contractor State *

Office Phone * Maryland =

Postal Code (Zip Code) *

e 21409
Office Phone Extension

Your Email Address *
iohn.d hayward cu@mail mil

Gitizenship Country *

United States IDITIONAL CITIZENSHIP

Account Password

Account Password * Confirm Account Password *

Account Password Strength
Very Secure

Security Questions

Security Question 1 * Answer 1*
Choose One N v |

=
security uestion 2+ |Select each Security | answer2*
chooseone____IQuestion field
security question 3+ |drop-down and Answer3*
Chigse Ol provide an answer L

©2019 IdenTrust. Inc. All Rights Reserved | Privacy Policy
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55 Personal Information x = 8 %
€ >C @ d e
John Address Line 1*
Middle Initial
Address Line 2
Last Name *
Hayward City*
Job Title * -
Contractor State *
Maryland v
Office Phone * sy
Postal ot 2 cote)
21409

Office Phone Extension

Your Email Address *
iohn.d hayward.ctr@mail. mil i

Citizenship Country *

United States DDITIONAL CITIZENSHIP

Account Password

Account Password * Confirm Account Password *

Account Password Sta\gm
Very Secure

Security Questions

Security Question 1 * Answer 1*
What is the middle name of your youngest child? v]  [pow

Security Question 2* Answer 2*
What was the name of your first pet? | [ride
Security Question 3 * Answer 3*
In what city was your mother born? v| [EastLake

Select NEXT

©2019 IdenTrust. Inc. All Rights Reserved | Privacy Policy

28 Personal Information x 4+
€« >C a identrust i
55 ] Address Line 1 *
Widdle Initial 276 Pine Hilorve |
AddressLine2
Last Name * [ ]
G =

JobTitle* Ggrapoly
Contractor State *

nd
Office Phone * ‘

973-724-5688 | Postal Code (Zip Code) *

Office Phone Extension b
Your Email Address *
[john,d hayward.ctr@mal Name John Hayward

Address Line 1 &
Citizenship Country * Af“'“s Hinez
[United States oay
| state Maryland

Postal Code (Zip Code) 21409
Account Pas‘ Job Title Contractor
Account Password * Office Phone 973-724-5688

| Your Email Address john.d.hayward.ctr@mail.mil

Account Password Stren . . o

Citizenship Country United States
Very Secure

Is this information correct?
Security Que
Security Question 1 * No
What is the middle name - - -

) ) Verify your information, then [

Security Question 2 select YES
What was the name of your first pet?
Security Question 3 * Answer 3 *
[ 1n what city was your mother bom? v| [eastiake |

Lovce J oo T o

©2019 IdenTrust, Inc. All Rights Reserved | Privacy Policy
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IdenTrust

part of HID Global

Application Step 4 of 5 °Ovewiew OOuganiza!ion Ochl Info e Payment @mes

Subscriber Agreement
Please read the
and conditions of the Subscrif i Services
by clicking inthe box to tnd OELECt Subscriber Agreement to open and | 1vex
conditions of the subscriber AF€ViEW the document in a new window

ICRTITE DOX &M MSTEE0 CICK Cancer DETow.

Certificate

ECA Medium Assurance
and Privacy Policy. Befor i you must accept the terms Centificate

Total

If you do not accept, do not cl

CANCEL « BACK SUBMIT APPLICATION »

©2019 idenTrust. inc. All Rights Reserved | Privacy Policy

Slide20

X+

@ hitpsy/secureidentrust.com/tsapp/apply-payisp

IdenTrust

part of HID Global

Application Step 4 of 5 °0ve|view QOlganizalion OVoul Info 9 Payment @mes

'COMPLETE TERMS OF IDENTRUST SERVICES ECA CERTIFICATE SUBSCRIBER AGREEMENT: - Google Chrome.
& httpsy id

Jcertificates/legal/SubscriberAgt 05-420056_v1.3.pdf

COMPLETE TERMS OF IDENTRUST SERVICES ECA CER..1/5

LLC (‘idenTrust’)
mean the

Agroement and
ECA

Form (the “1D Form®). The Applicant
Aspat

ip. For non-U.S. ciszens, a passportis

©2019 idenTrust. inc. All Rights Reserved | Privacy Policy
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B Payment x  +

¢« > e

@ https;//secure.identrust.com/tsapp/apply-pay.jsp

IdenTrust

part of HID Global
Application Step 4 of 5 °0ve|view 0 Organization o Your Info 9 Payment @ Forms

Subscriber Agreement
and Privacy,

of the and A
(2 By clicking in the box to the left, you indicate tl SeleCt the anacv .POhCV
and review the policy

conditions of the Subscriber Agreement and Priv:

Certifi
ECA Medium Assurance
Certificate

Services

1 Year

Total

Please read the
and

you must accept the terms

If you do not accept, do not click the box and inst

SUBMIT APPLICATION »

©2019 idenTrust. inc. All Rights Reserved | Privacy Policy

Slide22

Payment X Q) IdenTrust Privacy Policy | idenr

€ > x Review the

agreement, then click
Close

& https;//www.identrust.com/privacy.htm!

My Buying Community Certificates Manage My Certificate Support Q

IdenTrust

"

e -IdenTrust Privacy Pollcy

This Privacy Policy was last updated: May 22, 2018

INTRODUCTION AND PURPOSE OF INFORMATION COLLECTION

IdenTrust issues Digital Certificates (also known as PKI certificates and X 509 certificates), which are used by individuals to authenticate their identity to others, and/or to encrypt sensitive

data including financial so they can be over the Internet. Digital Certificates are also used by computers to encrypt data exchanged between web hosts and Intemet

users.

Whenever an individual provides information about himself or herself to apply for a Digital Certificate, this information is called "Personal Information’ and the person is called a "Data
Subject”

This Privacy Policy applies to Personal Information that IdenTrust processes from Digital Certificate applicants and holders and describes how IdenTrust collects and uses Personal Data. It
also describes how IdenTrust gathers, processes, and protects It. It also describes your rights to obtain a copy of the Personal Information we have about you, and other rights that will be
described later.

Please note: In addition to issuing Digital Certificates directly to individuals under certain US government programs, IdenTrust processes certificate data for other institutions such as banks.
If you obtain a Digital Certificate through a bank or other organization, that organization's policies for handling Personal Information are in force, and you should contact that organization
with any questions.

If you apply for a Digital Certificate directly through the IdenTrust website, then the following IdenTrust Privacy Policy provisions apply.

Resolving host..

Page 19 of 26
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@ https;//secure.identrust.com/tsapp/apply-pay.jsp

IdenTrust

part of HID Global

Application Step 4 of 5 °Ovewiew °0|ganila!ion Ochl Info e Payment @mes
Subscriber Agreement

Certificate
ECA Medium Assurance
Please read the i and Privacy_Policy. Befor inuing you must accept the terms Centificate
and conditions of the Subscriber Agreement and Privacy_ Policy.

Services
[ By clicking in the box to the left, you indicate that you have read and that you accept the terms and 710
- - and Privacy Policy, Total
Select the checkbox and instead click "Cancel” below.

CAN( « BACK SUBMIT APPLICATION »

©2019 idenTrust. inc. All Rights Reserved | Privacy Policy

Slide24

x 4
¢ > c

@ https//secure.identrust.com/tsapp/apply-paysp

IdenTrust

part of HID Global

Application Step 4 of 5 °Ovewiew QOlganila!ion OVoul Info e Payment @mes

Subscriber Agreement

Certificate
ECA Medium Assurance
Please read the i and Privacy Policy. Bef¢ inuing you must accept the terms Centificate
and conditions of the Subscriber Agreement and Privacy. Policy.

Services
@ By clicking in the box to the left, you indicate that you have read and that you accept the terms and 1Yo
i of the and Privacy Policy.

Total
If you do not accept, do not click the box and instead click "Cancel” below.

Select SUBMIT APPLICATION ]

©2019 idenTrust. inc. All Rights Reserved | Privacy Policy
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CONGRATULATIONS! x 4+

< C @ https//secure.identrust.com/tsapp/apply-done.jsp

IdenTrust

part of HID Global

Application Step 5 of 5 o Overview @ Organization o Your Info e Payment @ Forms

CONGRATULATIONS! Oertiicate

ECA Medium Assurance
Your application has been completed and submitted to IdenTrust. Certificate

Services
What's Next? 1Year $100.00

Total
Submit Completed Forms: Paid by Voucher

Download and complete the ECA Forms Packet by clicking on the "Download Forms" button below.
Instructions are provided within the packet.

DOWNLOAD FORMS

Select DOWNLOAD FORMS

Vihat is a Digital Certificate?

Customer Support

« HelpDesi@ldenTrust com

- 888.882.1104
(within the US)

* 8013843474
(outside the US)

* Hours: M-F, 1am-5pm
Mountain Time

©2019 idenTrust. inc. All Rights Reserved | Privacy Policy

/app/authidForm pd

CONGRATULATIONS! x

c

CA Notary Forms 2016 x  +

@ https;//secure.identrust.com/app/authidForm.pdf?var =528

ECA Notary Forms 2016

IdenTrust

part of HID Global

ECA Digital Certificate
Forms Packet

Copyright © 2017 IdenTrust Services, LLC. All rights reserved.

( To avoid delays, please ensure the sections below are complete before mailing just the \
Part 1 and Part 2 forms processing.

Part 1 Form, Page # 3
Ave all fields are complete?

Does the organization name and address match the online application?
Did the organization officer sign and date the form with a pen?

Part 2 Form, Page # 6
Terms and Conditions section:
« Did you sign it in the presence of the notary?
Identification section:
* Did you present the required ID(s) to the notary?
«  Vaiid passport or U.S. issued birth certificate
« Additional valid government-issued photo ID
Notarial Acknowledgement:
Slioototie coiod sty

Page 21 of 26
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S ARMY

@ savers

A B> ThisPC » Desitop » v

Organze v New folder
N
# Quick access
& Downloads # PDF

& Pictures  #

PDF
Lme Tip_Sheet Writin  Tip-sheet-for-Po  Web-basedTraini
I Desktop g_Course_Outco werpoint ngDevelopment

process flow pre.
Status Reports
wer

[ This PC
3 30 Objects
B Deskiop
Documents
& Downloads
D Music
& Pictures
H Videos
8 Windows (C)
= john.dhayward

i Network ¥

File name: | SRR

Save sstype: Adobe Acrobat Document

Select Save

A Hide Folders

To avold delays, please ensure the sections below are complete before malling just the
Part 1 and Part 2 forms processing
Part 1 Form, Page # 3
Ave allfields are complete?
Does the organization name and address match the online application?
Did the organization officer sign and date the form with a pen?

Part 2 Form, Page # 6
Terms and Conditions section:
« Did you sign it in the presence of the notary?
Identification section:
* Did you present the required ID(s) to the notary?
«  Valid passport or U.S. issued birth certificate
« Additional valid government-issued photo ID
Notarial Acknowledgement:

P, Sl oy o o

CONGRATULATIONS!

(¢} & https;//secure.identrust.com/a)

ECA Notary Forms 2016

IdenTrust

part of HID Global

ECA Digital Certificate
Forms Packet

Copyright © 2017 IdenTrust Services, LLC. Allrights reserved

( To avoid delays, please ensure the sections below are complete before mailing just the \
Part 1 and Part 2 forms processing
Part 1 Form, Page # 3
Are all fields are complete?
Does the organization name and address match the online application?
Did the organization officer sign and date the form with a pen?

Part 2 Form, Page # 6
Terms and Conditions section:
* Did you sign it in the presence of the notary?
Identification section
* Did you present the required ID(s) to the notary?
«  Vaiid passport o U.S. issued birth certificate

Show all

Page 22 of 26
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{55 CONGRATULATIONS!

€~ C & npsisanicelact Close. Clicking the Finish

button is not necessary.

part of HID Global

Application Step 5 of 5 °Ovelview 0 Organization o Your Info e Payment @ Forms

CONGRATULATIONS! Cedifioate

ECA Medium Assurance
Your application has been completed and submitted to IdenTrust. Certificate

Services
What's Next? 1Year $109.00

Total
Verify Your E-mail Address: Paid by Voucher
Check your E-mail for a message with instructions to verify your E-mail address. Use these instructions and

the Verification Code to complete the verification.

If you have not received your i Code from ccom after a brief period, you
may

* Check your bulk email folder for this email
* Verify that your spam filters allow you to receive emails from trustsource@identrust.com; this may
require the assistance of your system administrator

IMPORTANT: Form Packet submittal and email verification must be completed within 30 days.

©2019 idenTrust. inc. All Rights Reserved | Privacy Policy

B authidrorm.paf Showall X
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Appendix B — TAV-C Portal User Role to Training Course Matrix

Training Course ID

Training Course Title

Audience

FSR UAM Tech Name(s)

LMP_TAVC_EDU_109 WBT TAV-C Portal - SSI Contractor Ovenview All Portal SSI Confractors N/A
LMP_TAVC IMWM_ 316 WBT |TAV-C Portal - Cycle Count L eader 5SSl Contractors - Cycle Count | eaders QRFEIMWMO0000071
LMP_TAVC_IMWM_317_WBT |TAV-C Portal - Cycle Count Manager SSI Contractors - Cycle Count Managers QRF-IMWMO00000070
LMP_TAVC_IMWM_319 WBT |TAV-C Portal - Receiving Specialist 5SSl Contractors - Receiving Specialists QRF-IMWMO00000072
LMP_TAVC_IMWM_318_WBT |TAV-C Portal - Inventory Processor S5l Contractors - Inventory Processors QRF-IMWMO00000069
LMP_TAVC_DIST 323 WBT  |TAV-C Portal - Delivery Processor S8l Contractors - Delivery Processors QRF-IMWM00000063
LMP_TAVC_DIST_324 WBT  |TAV-C Portal - Denial Processor S8l Contractors - Denial Processors QRF-IMWMO00000065
LMP_TAVC_DIST_325 WBT  |TAV-C Portal - Cancellation Processor S8l Contractors - Cancellation Processors QRF-IMWNMO00000066
LMP_TAVC DIST_326 WBT TAV-C Portal - Ship-in-Place Processor SSI Contractors - Ship in Place Delivery Processors | QRF-IMWMO00000067
LMP_TAVC IWMW 320 WBT |TAV-C Portal - Reporis SSI Contractors - Reporting URF-ALL-00000004
QRF-DISTO0000064 QRF-

LMP_TAVC_DIST_204_WBT TAV-C Portal - Vendor/Contractor Proof of Delivery |All Vendor/Contractors using Portal Proof of Delivery DIST00000089

) g =
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Appendix C - SAMPLE DoD ECA Forms Packet

A

PDF

ECA-Digital-Certific
ate-Forms-Packet-2(
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Appendix D — Acronym List

Army Contracting Command

Army Materiel Command

Cyber Awareness

Common access card

Contracting Officer’s Representative
Department of Defense

External Certification Authority
Functional Security Roles
Headquarters

Information Assurance

System Authorization Access Request
Total Asset Visibility — Contractor

User Account Manager
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