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Categories of Suspicious Behavior

Acquisition of Expertise. Unjustified attempts to obtain or conduct specialized training in security
concepts, military weapons or tactics, or other unusual capabilities such as specialized transport or
handling capabilities that would cause a reasonable person to perceive a threat to DoD personnel,
facilities, or forces in transit.

Breach or Attempted Intrusion. Unauthorized entry or attempted entry into a restricted area or
protected site; impersonation of authorized personnel (e.g., police, security, or janitorial personnel).

Eliciting Information. Suspicious questioning of personnel by any means about particular DoD structures,
functions, personnel, or procedures.

Expressed or Implied Threat. A threat to DoD personnel or threatened damage to or compromise of a
DoD facility or infrastructure.

Flyover or Landing. Suspicious overflight of or landing near a DoD facility or infrastructure by any type of
flying vehicle (e.g., airplane, helicopter, unmanned aerial vehicle, glider).

Materials Acquisition or Storage. Acquisition of unusual quantities of precursor material (e.g., cell phones,
pagers, fertilizer, fuel, and timers); unauthorized or unlicensed individual or group attempts to obtain
precursor chemicals, agents, or toxic materials; or rental of storage units for the purpose of storing precursor
material, chemicals, or apparatuses for mixing chemicals.

Misrepresentation. Misusing or presenting false insignia, documents, or identification or engaging in any
other activity to misrepresent one’s affiliation.

Recruiting. Developing contacts or collecting personnel or travel data under circumstances that would cause
a reasonable person to perceive a threat to DoD personnel, facilities, or forces in transit.

Sabotage, Tampering, or Vandalism. Damaging, manipulating, or defacing part of any DoD-owned, -
leased, or - occupied facility, infrastructure, or protected site. Acts of vandalism committed by DoD civilian
employees, Service members, or their dependents should not be reported as suspicious activity unless those
acts relate to a pattern of criminal activity or otherwise would cause a reasonable person to perceive a threat
to DoD personnel, facilities, or forces in transit.

Surveillance. Monitoring the activity of DoD personnel, facilities, processes, ot systems, including showing
unusual interest in facility, infrastructure, or personnel (e.g., observation through binoculars, taking notes,
drawing maps or diagrams of the facility, and taking pictures or video of a facility, infrastructure, personnel,
or the surrounding environment) under circumstances that would cause a reasonable person to perceive a
threat to DoD personnel, facilities, or forces in transit.
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Testing or Probing of Security. Interactions with or challenges to DoD installations, vessels, personnel, or
systems that could reveal physical, personnel, or capabilities, vulnerabilities including attempts to compromise
or disrupt DoD information technology infrastructures.

Theft, Loss, or Diversion. Theft or loss associated with a DoD facility or infrastructure (e.g., of badges,
uniforms, identification cards, emergency vehicles, technology, or documents, whether classified or
unclassified) that are proprietary to the facility, or a diversion of attention from a DoD facility or
infrastructure that is related to a theft or loss associated with that facility.

Weapons Discovery. Discovery of weapons or explosives. The discovery of personal weapons legally owned
by DoD civilian employees, military members, or their dependents should not be reported as suspicious
activity if the discovery is solely the result of the owners’ failure to propetly store, register, or secure the
weapons.

Unexplained Absences of International Military Students. International military students who are
unexpectedly absent from scheduled activities when the absence is without proper authorization and lasts
more than 24 hours, and an appropriate official with the host DoD organization determines that the absence
is not due to a misunderstanding in scheduling, to sickness, or to another similar reason.

To report suspicious activity, contact your local installation security forces. To help you describe specifically
what you have seen, use the acronym SALUTE:

SIZE: How many people?

ACTIVITY: What was the individual(s) doing?

LOCATION: Where did it occur?

UNIFORM: What was the individual(s) wearing?

TIME: When did you see it?

EQUIPMENT: Were they driving a car or carrying equipment?

The Eagle Eyes program provides a network of local 24-hour phone numbers to call whenever a suspicious
activity is observed.

56 Security Forces Air force Office of Special Investigations
Base Defense Operations Center 24 Hour Watch
Commercial #: (623) 856-6666 (877) 246-1453

DSN: 896-6666

IF YOU SEE SOMETHING! SAY SOMETHING!




\7 GIANT VOICE \

Giant Voice is the name of a military emergency mass notification and communications system. Giant
Voice sirens and loudspeakers are situated outdoors all over Luke Air Force Base (LAFB) and, in an
emergency, would likely complement the emergency cell phone and broadcast communications.

Giant voice mass notification system keeps the LAFB community informed with the military mass
notifications during emergencies.

Giant Voice for is used to alert base populations, should the base come under threat of attack or natural
disaster.

Giant Voice system plays a critical role in notifying base members of severe weather warnings and operational
notifications such as force protection condition changes.




FPCON LEVELS

NORMAL: A General global threat of possible terrorist
activity exists & warrants a routine security posture.
Access control conducted at all DOD installations
and facilities.

Increased general threat of possible terrorist
activity against personnel or facilities. Nature and extent
of threat are unpredictable.

BRAVO: Increased or predictable threat of terrorist
activity exists.

Incident occurs or intelligence is received
indicating some form of terrorist action or targeting of
personnel or facilities is likely.

DELTA: Declared as a localized condition. Applies in the
immediate area where an attack has occurred or when
intelligence is received indicating terrorist action against
a location is imminent.
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