Section J, Attachment 0004, References

Requirements and Specifications

The following documents are part of the System Performance Specification (SPS) and
theStatement of Work. When conflict between SPS text and references cited occurs, SPS text
takes precedence. Nothing in SPS shall supersede applicable laws and regulations unless
specific exemption is obtained from the Government.

Army Air Force Exchange System:

AAFES, EOP Procedures 16-1 Exchanges operating procedures: AAFES Security
AAFES, EOP Procedures 40-11 Special Retail Programs (Controlling Firearms),
March 2000

American National Standards Institute:

ANSI/SIA CP-01 Control Panel Standard —Features for False Alarm
Reduction

ANSI/SIA PIR-01 Passive Infrared Motion Detector Standard —
Features for Enhancing False Alarm Immunity

CEA-330 Electrical Performance Standards for Closed Circuit
Television Camera 525/60 Interlaced 2:1, December
2004

US Army:

AR 190-11 Physical Security of Arms, Ammunition, and
Explosives

AR 190-12 Military Working Dogs, 23 October 2019

AR 190-13 The Army Physical Security Program

AR 190-17 Biological Select Agents and Toxins Security
Program

AR 190-51 Security of Unclassified Army Property

AR 190-51 Security of Unclassified Army Property (Sensitive and
Non-sensitive)

AR 190-54 Security of Nuclear Reactors and Special Nuclear
Materials

AR 190-56 The Army Civilian Police and Security Guard
Program

AR 190-59 Chemical Agent Security Program

AR 215-8 Army and Air Force Exchange Service Operations

AR 25-2, Information Assurance, 23 March 2009

AR 340-21 The Army Privacy Program

AR 380-381 Special Access Programs (SAPS) and Sensitive

Activities, 21 April 2004



AR 380-5

AR 380-86

AR 420-1
AR 525-13
AR 530-1
AR 600-8-14

AR 870-20

AR 25-1

DA Form 4930

DA Form 2806

DA Form 28061

DA Form 4261 and DA Form 4261-1

AR A12:A36

Army Corps of Engineers:
STD 872-90-03

UFGS 27 21 10.00 40,
UFGS 20 20 10.05
UFGS 28 08 10

Chairman of The Joint Chiefs of Staff
Instruction:

CJSI16510.01F

Committee of National Security Systems:
CNSSI 1253

Department of Defense:

Department of the Army Information Security
Program

Classification Of Former Chemical Warfare,
Chemical And Biological Defense, And Nuclear,
Biological Chemical Contamination Survivability
Information

Army Facilities Management

Antiterrorism

Operations Security (OPSEC)

Identification Cards for Members of the Uniformed
Services, Their Family Members, and Other Eligible
Personnel

Army Museums, Historical Artifacts and Art, 11
January 1999

Army Information Technology, 15 June 2019
Alarm/Intrusion Detection Record, September 2006
Physical Security Survey Report (Prescribed in para
2-14c.)

Physical Security Inspection Report (Prescribed in
para 2—15a.)

Physical Security Inspector Identification Card
(Prescribed in para 3-5.)

Military Working Dog Program, 30 September 1993

Standard Drawing: FE6 Chain-Link Security Fence
Details for Non-Sensored Fence

Fiber Optic Data Transmission System, May 2013
Electronic Security Systems May 1, 2016
Electronic Security System Acceptance Testing

Information Assurance (IA) and Support to Computer
Network Defense (CND), 9 February 2011, Current as
of 10 October 2013

Security Categorization and Control Selection for
National Security Systems



Department of Defense 5220.22-M,
DODD 1000.25

DODD 8190.3

DODI 3224.03

DODI 5200.08

DoDI 5200.08-R

DoDI 8500.01
DoDI 8500.2

DoDI 8510.01
DoDI 8580.1
DoDI 0-8530.02

DTM 08-003

Electronic Components Industry
Association:

EIA/ECA-310-E

Federal:
CFR Data Part 15,

Federal Communications Commission
(FCC), Subpart C Intentional Radiators

36CFR79 National Park Service, long-term

curatorial services, 10 May 2014.

44 U.S. Code 3542(b)2, Definitions
47 CFR 15
FED-STD-368A

FIPS 140-2

National Industrial Security Program, Operating
Manual, Feb 2006 w/Change 3, 10 December 2021
DOD Personnel Identity Protection (PIP) Program
Smart Card Technology

Physical Security Equipment (PSE) Research,
Development, Test, and Evaluation (RDT&E)
Security of DOD Installations and Resources and the
DOD Physical Security Review Board, 10 December
2005 w/Change 2, 8 April 2014

Physical Security Program, 9 April 2007 w/Change 1,
27 May 2009

Cybersecurity, with Change 1, 3 December 2021
Information Assurance (IA) Implementation, 6
February 2003

Risk Management Framework for DoD Information
Systems, 19 July 2022

Information Assurance (IA) In The Defense
Acquisition System, 9 July 04

Support to Computer Network Defense (CND), 9
March 2001

Next Generation Common Access Card (CAC)
Implementation Guidance, 8 October 2013

Racks, Panels and Associated Equipment, December
2005

Radio Frequency Devices, 22 May 2014

Part 79 Curation of Federally Owned and
Administered Archeological Collections, Section 9
Standards to determine when a repository possesses
the capability to provide adequate

Radio Frequency Devices
Quality Control System Requirements, 10 December
1979

Security Requirements for Cryptographic Modules, 25
May 2001



FIPS 197

FIPS 201
FIPS 201-2

HSPD-12

Intelligence Community:

Intelligence Community (IC) Directive
(ICD) Number 705, 26 May 2010

IC Standard Number (ICS) 705-1, 17,
September 2010

Institute of Electrical and Electronics
Engineers:

IC Tech Spec for ICD/ICS 705 v1.5

IEEE C62.41-1991

Joint Air Force, Army and Navy
Documents:

JAFAN 6/9

Military Standards:
MIL-PRF-32216A

MIL-STD 130M
MIL-STD-3007F

Mil-STD-38784

Advanced Encryption Standard (AES), 26 November
2001

Federal Information Processing Standards 201
(Available at http://www.itl.nist.gov/fipspubs/)

Personal Identity Verification (PIV) of Federal
Employees and Contractors, August 2013

Policy for a Common Identification Standard for
Federal Employees and Contractors 44 U.S. Code
3542 (b) 2, 27 August 2004

Technical Specifications for Construction and
Management of Sensitive Compartmented
Information Facilities, 13 March 2020

IEEE Recommended Practice for Surge Voltages,
1991

Joint Air Force-Army-Navy Physical Security
Standards for Special Access Program Facilities, 23
March 2004

Performance Specification: Evaluation of Commercial
Off-The-Shelf (COTS) Manuals and preparation of
Supplemental Data

Identification Marking of U.S. Military Property
Department of Defense Standard Practice For Unified
Facilities Criteria And Unified Facilities Guide
Specifications

Including Notices, Department of Defense Standard
Practice for Manuals, Technical: General Style and
Format Requirements



MIL-STD-40051-2

MIL-STD-882
National Electrical Manufacturers

Association :

NEMA 250-2003,
NEMA ICS 1

National Fire Protection
Association10/12/2021

NFPA 70,

NFPA 101

NFPA 110

NFPA 111

NFPA 731

National Institute for Standards and
Technology:

NIST Special Publication 800-37, Rev 1

NIST Special Publication 800-40, Rev 4

NIST Special Publication 800-53, Rev 5

NIST Special Publication 800-53A, Rev 5

NIST Special Publication 800-53B

NSTISSI N0.7003

United Facilities Criteria:
UFC 4-020-01

UFC 4-022-01

UFC 4-510-01

Department of Defense Standard Practice: Preparation
of Digital Technical Information for Page Based
Technical Manuals

System Safety Program Requirements

Enclosure for Electrical Equipment (1000 v max)
Industrial Control and Systems General Requirements

National Electrical Code, 2020

Life Safety Code, 2021

Standard for Emergency and Standby Power Systems
Standard on Stored Electrical Energy Emergency and
Standby Power Systems,

Standard for the Installation of Premises Security
System

Guide for applying the Risk Management Framework
to Federal Information Systems, February 2010
Guide to Enterprise Patch Management Planning,
April 2022

Security and Privacy Controls for Information
Systems and Organizations, September 2020

Guide for Assessing the Security Controls in Federal
Information Systems and Organizations, January 2022
Control Baseline for information Systems and
Organizations, September 2020

Protective Distributive Systems (PDS), 13 December
1996

Unified Facilities Criteria: DOD Security Engineering
Facilities Planning Manual

Unified Facilities Criteria: Security Engineering:
Entry Control Facilities/Access Control Points

UFC Design: Military Medical Facilities



Underwriters Laboratories (UL)
Standards:

UL 50

UL 50E

UL 294,

UL 634,

UL 639,

UL 687

UL 1076

UL1981
UL 2044

UL 62368

Standard for Enclosures for Electrical Equipment,
Non-Environmental Considerations

Standard for Enclosures for Electrical Equipment,
Environmental Considerations ,2015.

Standard of Safety for Access Control System Units,
08 October 2018

Standard for Safety for Connectors and Switches for
Use with Burglar-Alarm Systems

Standard for Safety for Intrusion-Detection Units
Standard for Central-Station Alarm Services
Standard for Proprietary Burglar Alarm Units and
Systems, 16 February 2021

Central Station Automation Systems, 29 October 2014
Standard for Commercial Closed-Circuit Television
Equipment, 2008, revised 2016

Standard for Audio/Video, Information and
Communication Technology Equipment, 22 October

2021
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