1. REQUISITION NUMBER PAGE OF PAGES
Solicitation/Contract/Order for Commercial Products and Commercial Services 201334406 1 of 59
Offeror to Complete Blocks 12,17,23,24, & 30
2. CONTRACTNO. 3. AWARDEFF.DATE | 4. ORDERNUMBER 5. SOLICITATION NUMBER 6. SOLICITATION
ISSUEDATE
70B01C23R0000001 01/16/2023
7. FORSOLICITATION a. NAME b. TELEPHONENUMBER (No collect calls) 8. f(;gl;f%l&EEDATE/
INFORMATIONCALL: > JOSEPH OHENE 02/15/2023 5P EST
9. ISSUED BY CODE | 7014 10. THISACQUISITIONIS |:| UNRESTRICTED OR

SETASIDE:

100  %FOR:

. SMALLBUSINESS WOMEN-OWNED SMALL BUSINESS (WOSB) ELIGIBLE
DHS - Customs & Border Protection UNDER THE WOMEN-OWNED SMALL BUSINESS PROGRAM
Administration Facilities Training Contracting Division HUBZONE SMALL NAICS: 561210
1300 Pennsylvania Ave, NW BUSINESS [ ] eowoss
Procurement Directorate - NP 1310
Washington DC 20229 SIZE STANDARD:$38.5M
SERVICE-DISABLED D 8(A)
VETERAN-OWNED
SMALL BUSINESS
11. DELIVERYFOR FOB 12. DISCOUNT TERMS D 13a. THISCONTRACTISARATED 14. METHODOFSOLICITATION
DESTINATION UNLESS ORDERUNDERDPAS(15CFR700)

BLOCK IS MARKED

IZ] SEE SCHEDULE

13b.RATING

D RFQ D IFB

[X] RFP

15. DELIVERTO CODE |

16. ADMINISTERED BY CODE |

See Attached Delivery Schedule

DHS - Customs & Border Protection

1300 Pennsylvania Ave, NW
Procurement Directorate - NP 1310
Washington DC 20229

Administration Facilities Training Contracting Division

18a. PAYMENT WILL BE MADE BY CODE

17a. CONTRACTOR/ CODE |FACILI'IY
OFFEROR CODE
TELEPHONE NO.

7b. CHECKIFREMIT TANCETS DIFFERENTANDPUT SUCHADDRESS

DHS - Customs & Border Protection
Commercial Accounts Sect.

6650 Telecom Drive, Suite 100
Indianapolis IN 46278

18b. SUBMITINVOICES TOADDRESS SHOWN IN BLOCK18aUNLESS

INOFFER. BLOCK BELOW IS CHECKED. m SEE ADDENDUM
19. 20. 21. 22. 23. 24.
ITEMNO. SCHEDULEOFSUPPLIES/SERVICES QUANTITY UN UNITPRICE AMOUNT
1.000 AU

10 Northeast Facilities Maintenance and Repair

25. ACCOUNTINGANDAPPROPRIATIONDATA

26. TOTALAWARDAMOUNT

(For Govt Use Only)

ADDENDA

ARE ARENOT ATTACHED.

27a. SOLICITATION INCORPORATES BY REFERENCEFAR 52.212-1,52.212-4. FAR 52.212-3AND 52.212-5 ARE ATTACHED.

I:, 27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR 522124. FAR 52212-5 | SATTACHED

ADDENDA

D ARE

D ARENOTATTACHED.

I:l 28. CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT AND
RETURN COPIES TO ISSUING OFFICE. CONTRACTOR
AGREES TO FURNISH AND DELIVER ALL ITEMS SET FORTH OR
OTHERWISE IDENTIFIED ABOVE AND ONANY ADDITIONAL SHEETS
SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED HEREIN.

D 29. AWARD OFCONTRACT: REF.

OFFERDATED

ITEMS:

YOUR OFFER ON SOLICITATION (BLOCK 5), INCLUDING
ANY ADDITIONS OR CHANGES WHICH ARE SET FORTH HEREIN, IS ACCEPTED ASTO

30A. SIGNATURE OF OFFEROR/CONTRACTOR

31a. UNITED STATES OF AMERICA (SIGNATURE OF CONTRACTING OFFICER)

30b. NAME AND TITLE OF SIGNER  (TYPE OR PRINT) 30c.DATE

SIGNED

31b. NAME OF CONTRACTING OFFICER  (TYPE OR PRINT)

31c. DATE SIGNED

AUTHORIZED FOR LOCAL REPRODUCTION
PREVIOUS EDITION IS NOT USABLE

STANDARD FORM 1449 (REV.

NOV 2021

PRESCRIBED BY GSA - FAR (48 CFR) 53.212



70B01C23R0000001

Contents
SECTION ISCHEDULES ... .o 3
SECTION II CONTRACT CLAUSES ... 4
1.1 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) .....cooiiiiiiiiiieiteieeiieette ettt sttt et ente e ssaessaenseensesnsesnnas 4
1.2 52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE (OCT 2018)....uiiictteeciieiiieeieeeieeeiteereeereesveeeveesveesveesnveesnvee e 4
I1.3 52.212-4 CONTRACT TERMS AND CONDITIONS -- COMMERCIAL PRODUCTS AND COMMERCIAL.......oovvvveiiiieeeeieeeeeeeeeeeeeeaee 4
SERVICES (NOV 2021 oo oooeeeeeeoeeee oo oo eeeeeeeesee e eeeeeeeeee e e e e oo eeseeeeee oo e oo eeeeeeeseeeee e 4
1.4 52.232.40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (NOV 2021) ...ccoveeevveeireerene 4
I1.5 52.246-4 INSPECTION OF SERVICES--FIXED-PRICE (AUG 1996) .....ccccttiiiiieiieeiieeite ettt ettt svee st e sveesevaessaeesssessasaessseesnsaassseenes 4
I1.6 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE ORDERS--COMMERCIAL
PRODUCTS AND COMMERCIAL SERVICES (OCT 2022).....utteiteeittteiteeiteestte ettt esitestteeieesbeesseesabeessseesabeesaseesaseesnseessseesssessseesseesseesseesns 4
I1.7 52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES DEVELOPED OR PROVIDED
BYKASPERSKY LAB AND OTHER COVERED ENTITIES (DEVIATION 20-05) (JUL 2018)....uiutieiiiiii i e 11
I1.8 52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO .......couvvvvvviiiiiiiiiiiiiiiinnnnn. 12
SURVEILLANCE SERVICES OR EQUIPMENT (DEVIATION 20-05) (DEC 2020)....c..cccteitieieeieeieeieesieeeeseeseeeseeesseenseeseessaesseesseessessesnnes 12
I1.9 52.216-18 ORDERING (AUG 2020) ...eccuvieiuiieiieeiitenteestttesteesteesteessseessseessseessseessseassssessssesssssssssessssessssessseessssesssssssssessssessseesssesssseesssesssees 14
I1.10 52.216-19 ORDER LIMITATIONS (OCT 1995)....iiittiiiteeiieeiteeie sttt steesit e e steestteessveestaeessaeessseesssaessseesssaessseesssaessseessseensseesssesnsseesssasnssens 15
I1.11 52.216-22 INDEFINITE QUANTITY (OCT 1995) . nutiiiiieeieeeiteete ettt ettt ettt s ve et e s tveestaeesava e saeesssaesseasssaesseessseesseesssaensseenssaenssens 15
11.12 52.217-8 OPTION TO EXTEND SERVICES (INOV 1999).....uiii ittt ettt e e ettt e eveestaeessveestsaesssaesseessseensseessseesseenssasnssens 15
11.13 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) ....cc..teiiiieiiieeieeeiieeieesieesteeereesveesiveesveeseveessneessnees 16
11.14 52.219-14 LIMITATIONS ON SUBCONTRACTING (OCT 2021) (DEVIATION OCT 2021) ccuvieeiieeieeceiiecieeeieeeve e sve e seve e 16
I1.15 52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984) ...ttt ettt ettt ettt et e s 17
I1.16 3052.212-70 CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS ACQUISITION OF COMMERCIAL ITEMS (SEP
D012 e oo e oo e e e eeeeee ettt e e e e 17
11.17 3052.215-70 KEY PERSONNEL OR FACILITIES (DEC 2003) ......ueeiteiietieiieteeiesieesieeteestestesetesseesseesseassessaessaessaessesnsesssesssesssesseenseenes 19
I1.18 TERM OF CONTRACT (MARGCH 2003) .....eeottetieiieiieeiesieestesieeeestestesteesseesseessessaessaesseessasssesssesssesssasssensesssenssesssessesssesssesssesssesssesseenseenes 19
I1.19 CONTRACTING OFFICER'S AUTHORITY (MAR 2003) .....ieiuieitiieeieeiietieteeteetesteesteesseessesnsesssesseasssesseesseessesssesseessessesssesssesssesseenseenes 19
II. 20 ELECTRONIC INVOICING AND PAYMENT REQUIREMENTS - INVOICE PROCESSING PLATFORM (IPP) (AUG 2022)......... 19
I1.21 GOVERNMENT CONSENT OF PUBLICATION/ENDORSEMENT (MAR 2003)......ccicttieiteeiieeieeeiieeieesieesreeeveesveessveesseessseessvaesssens 20
11.22 DISCLOSURE OF INFORMATION (IMAR 2003).....0iiitteeiieiiiieeieesttesteesteesteestteesaeessseesssaessseessseesssesssseessseesssesssseessssesssessssessssessssesssses 20
I1.23 NON-PERSONAL SERVICE (IMAR 2003) ......oiiitieeteeiiieiieeeiteeiteesteesteeseseesteessseesssaessseessssessseessseessssessseesssessssessssesssseesssessssessssessssasssses 20
11.24 TERM OF CONTRACT WITH OPTIONS (IMAR 2003).....uuteiiieeieeeiieeieesieesteesttesteessteesaeessseessssessseessseesssessssesssseessssessseesssessssessssesssses 21
11.25 POST AWARD EVALUATION OF CONTRACTOR PERFORMANCE (AUG 2022) .. . ueininieieieeeeeee e e eee e eieeeeenas 21
I1.26 HOLIDAYS AND ADMINISTRATIVE LEAVE (OCT 2021)...ciiutteiiteeiteeiitesieesitt ettt st sttt siteesteesateesabeesateessbeesaseesaseennseesnseenaseas 22
11.27 ADDITIONAL CONTRACTOR PERSONNEL REQUIREMENTS (OCT 2007) ...eeeuteetieiiieeiieeiieeieeeiteeieesiteeieesveesieesveesveesveesneees 23
I1.28 SECURITY PROCEDURES (AUG 2022) ...eeutteiiiteetteiiitesteesitteette sttt esteesiteesatee sttt essaeesaseessseessseasaseessseessseessseessseessseessseensseessseensseesssessses 23
11.29 SPECIAL SECURITY REQUIREMENT - CONTRACTOR PRE-SCREENING (AUG 2022) ....ccccuteiiieriieniienieeniiesieenieesreesieeesveenenees 28
I1.30 SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015). . uutitiiiiitie et e e e e e et e 29
II.31 INFORMATION TECHNOLOGY SECURITY AND PRIVACY TRAINING (MAR 2015)...cccciiiiiiciieciieeieeeiieeie et 35
SECTION III SOLICITATION PROVIISION S ..o 36
II1.1 52.204-7 SYSTEM FOR AWARD MANAGEMENT (OCT 2018) ...cuuviiiiieeiiieeieeeiiiesieesttesteesteesveessveessveessseesssesssseessseessseessseesssessssesssses 36
1112 52.211-6 BRAND NAME OR EQUAL (AUG 1999) ... ooooooeeooeeeeeeeeee oo eeeeeeeeeeeeeee e eeeeeeeeseeee e seeeeseseeeeeeeeeeeeeneeee e 36
1.3 52.229-11 TAX ON CERTAIN FOREIGN PROCUREMENTS—NOTICE AND REPRESENTATION (JUN 2020).......ccccvevveerveennne. 36
II1.4 52.250-2 SAFETY ACT COVERAGE NOT APPLICABLE (FEB 2009).......cccctiittiiiteiiieeieeeitesteeetee e e st e sveesaeesaeessseessaessseesnsassnsens 36
II1.5 52.204.24 REPRESENTATION REGARDING CERTAIN TELECOMMUNCATIONS AND VIDEO ......cooovvvviiiiiiiiiiiiiiiiieiiiieiivevinenens 36
SURVEILLANCE SERVICES OR EQUIPMENT (INOV 2021) ....iciteiieieetieieeieeteetestesitesteestessaessaesseesseessesssesssesssesssessesssesssesssesseessesssesssesnss 36
1.6 52.204.26 COVERED TELECOMMUNICATIONS EQUIPMENT OR SERVICES-REPRESENTATION (OCT 2020).....ccccccevveenee. 38
II1.7 52.212-3 OFFEROR REPRESENTATIONS AND CERTIFICATIONS COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES
(OCT 2022) .. eieeeeeeteeet et et et eette et ete e teeetesetesseesseasseanseassessse s eenseesseessesssesseesseesssanseasseasseasaensaenseenseessesaseseeesseenseenseasseesse s senseenseenseensesnnesneenseenseenns 38
1.8 52.216-1 TYPE OF CONTRACT (APR T984) ....ooiioiiieeeiiie ettt ettt ettt e e ettt e e e tte e e e s ttaeeeestbeeeesesaeesasaaaaasssaeeasssseeasssaaesassseesanssaeesnsseeans 52
II1.9 NOTICE OF BRAND NAME OR EQUAL (OCT 2007)...cuuteitteeteeeiieeiteenieesteentteesaeesseesseessseessseessseessseessssesssesssseessssessssssssessssessssesssses 52
II1.10 ADDENDUM TO NOTICE OF BRAND NAME OR EQUAL (OCT 2007) c.uvteitteeieeerieeieeeiiesreesieesveessreesseessseesseessseessessssessssassssens 53
II.11 AGENCY LEVEL PROTEST NOTICE (APR 2003) .....uuiiiiiiiiieeieeiiteeie et e st ettt esteeseteesaeessseessseessseessseessseesssasnsseessssesssessssesnssessssesssses 53
II1.12 52.212-1 INSTRUCTIONS TO OFFERORS- COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (NOV 2021).......... 53
I1.13 52.212-2 EVALUATION — COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (NOV 2021)...ccccvieviieniieeveenieeeveeeenn 57
IV. CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENTS ..ottt eeeeae e e e et e e e e e e eetareaeeeeeeeetaareeeeeeeas 59



70B01C23R0000001

SECTION1 SCHEDULES

I.1 DESCRIPTION: Request for Proposal (RFP) 70B01C23R0000001 is issued as a competitive total small business
set-aside acquisition using open market commercial sources. The acquisition will be conducted using Federal
Acquisition Regulation (FAR) Parts 12 (Acquisition of Commercial Items) and 15 (Contracting by Negotiation). U.S.
Customs and Border Protection (CBP) Facilities Management & Engineering Directorate has the need for a contractor
to provide all labor, supervision, tools, materials, parts, equipment, transportation, licenses, permits, certifications and
management necessary for maintenance and repairs services at government facilities in the Northeast Region.

The anticipated contract is an indefinite delivery / indefinite quantity contract with ability to issue firm fixed price task
orders and may contain four portions. (1) The first is a firm fixed price portion for preventive maintenance (PM)
services at all locations throughout the Region. (2) The second is a funded portion for fixed priced minor repairs valued
at or below the micro-purchase threshold of $10,000 ($2,000 for work covered by the Wage Rate Requirements
(Construction) statute, 40 U.S.C. chapter 31, Subchapter IV, formerly known as the Davis Bacon Act and $2,500 for
work covered by the Service Contract Labor Standards statute, 41 U.S.C. chapter 67, formerly known as the Service
Contract Act, Subpart 22.10. (3) The third is a funded portion for the fixed priced intermediate repairs valued below
$50,000 and exceeding the micro-purchase threshold. (4) The fourth is an unfunded indefinite delivery/indefinite
quantity (ID/IQ) portion for major repairs at or above $50,000. Firm fixed price task orders will be awarded via the
ID/IQ portion of the contract in accordance with (IAW) the ordering instructions contained within this contract and the
performance work statement (PWS).

1.2 MINIMUM GUARANTEE: The minimum guarantee is the firm fixed price portion of the contract for the one-year
base period. The minimum guarantee will be satisfied at time of award with issuance of the first task order.

1.3 MAXIMUM AMOUNT: The maximum dollar value of the contract is the sum of the (1) fixed price PM portion
of the contract, (2) the funded estimated minor repairs, (3) the funded estimated intermediate repairs, and (4) the
total estimated value (coefficient multiplied by the estimated task order values) of all task order work for major
repairs for the one-year base period and four (4) one year option periods and the 6-month Option to Extend
Services period. The maximum shall not be exceeded except as may be provided for by formal modification to the
contract, or to the extent the Government may exercise an extension of service in accordance with FAR 52.217-8.

1.4 CONTRACT LINE ITEMS: See Attachments “70B01C23R0000001-Attachment 2-Line-Item
Summary Price Sheet” and “70B01C23R0000001 Attachment 3-Line-Item Number Detail Price Sheet.”

I.5 INDEFINITE QUANTITY (IQ) ESTIMATES: Once the estimated amounts for the IQ work have been
reached, additional task orders may be issued as long as the overall not-to-exceed (NTE) amount of the IQ
portion of contract for all periods (one-year base period and four one-year option periods, plus any extension of
services exercised in accordance with FAR 52.217-8) is not exceeded and the Contractor agrees by signing the
task order(s).

1.6 SCHEDULE OF SUPPLIES/SERVICES: See Attachments “70B01C23R0000001Attachment 2-Line-Item
Summary Price Sheet” and “70B01C23R0000001 Attachment 3-Line-Item Number Price Sheet.”

.7 PERIOD OF PERFORMANCE (Based on Projected Award Date) (MAR 2003)

The Period of Performance of the anticipated IDIQ contract is date of award through 1 year from date award, with four
(4), one year option periods, resulting in a contract of up to five (5) years total if all option periods are exercised in
accordance with FAR 52.217-9- Option to Extend the Term of the Contract. Each awarded task order will have its own
period of performance.

1.8 Solicitation will be awarded as a single Indefinite Delivery Indefinite Quantity (IDIQ) contract. Firm-fixed price task
orders will be issued under the IDIQ contract.
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SECTIONII CONTRACT CLAUSES

II.1 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full
text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be
accessed electronically at this/these address(es):

Www.acquisition.gov

L FEDERAL ACQUISITION REGULATION (48 CHAPTER 1)
CLAUSES NUMBER TITLE

I1.2 52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE (OCT 2018)

11.3 52.212-4 CONTRACT TERMS AND CONDITIONS -- COMMERCIAL PRODUCTS AND COMMERCIAL
SERVICES (NOV 2021)

11.4 52.232.40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (NOV
2021)

I1.5 52.246-4 INSPECTION OF SERVICES--FIXED-PRICE (AUG 1996)

1.6 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE
ORDERS--COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (OCT 2022)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to
acquisitions of commercial products and commercial services:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017)
(section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015
(Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing
resolutions))

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by
Kaspersky Lab and Other Covered Entities (NOV 2021) (Section 1634 of Pub. L. 115-91).

(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment. (NOV 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015)
(5) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).

(6) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108—77 and 108-78 (19 U.S.C.
3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated
as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable
to acquisitions of commercial products and commercial services:

[Contracting Officer check as appropriate. ]

[X] (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (JUN 2020), with Alternate I (NOV 2021)
(41 U.S.C. 4704 and 10 U.S.C. 2402).
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[X] (2) 52.203-13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 U.S.C. 3509).

[1(3) 52.203-15, Whistleblower Protections Under the American Recovery and Reinvestment Act of 2009 (JUN
2010) (Section 1553 of Pub. L. 111-5). Applies to contracts funded by the American Recovery and
Reinvestment Act of 2009.)

[X] (4) 52.204-10 Reporting Executive Compensation and First-Tier Subcontract Awards (JUN 2020) (Pub. L.109—
282) (31 U.S.C. 6101 note)

[1(5) [Reserved].
[1(6) 52.204-14, Service Contract Reporting Requirements (OCT 2016) (Pub. L. 111-117, section 743 of Div. C).

[X] (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (OCT 2016) (Pub.
L. 111- 117, section 743 of Div. C).

[X] (8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or
Proposed for Debarment (NOV 2021) (31 U.S.C. 6101 note).

[X](9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (OCT 2018) (41 U.S.C.
2313)

[](10) [Reserved].
[1(11)52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (SEP 2021) (15 U.S.C. 657a).

[1(12) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (SEP 2021) (if the
offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).

[1(13) [Reserved]
[X] (14) (i) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).
[] (i1) Alternate I (MAR 2020) of 52.219-6.
[1(15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).
[] (ii) Alternate I (MAR 2020) of 52.219-7.
[X](16) 52.219-8, Utilization of Small Business Concerns (OCT 2018) (15 U.S.C. 637(d)(2) and (3)).
[1(17) (1) 52.219-9, Small Business Subcontracting Plan (NOV 2021) (15 U.S.C. 637(d)(4).
[] (i1) Alternate I (NOV 2016) of 52.219-9
[] (iii) Alternate II (NOV 2016) of 52.219-9
[] (iv) Alternate IIT (JUN 2020) of 52.219-9
[] (v) Alternate IV (SEP 2021) of 52.219-9
[] (1) 52.219-13, Notice of Set-Aside Orders (Mar 2020) ( 15 U.S.C. 644(r)

[] (i) Alternate I (Mar 2020) of 52.219-13.
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[1(19) 52.219-14, Limitations on Subcontracting (SEP 2021) (15 U.S.C. 637(a)(14)).
[1(20) 52.219-16, Liquidated Damages--Subcontracting Plan (SEP 2021) (15 U.S.C. 637(d)(4)(F)(i)).
[1(21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (SEP 2021) (15 U.S.C. 657f).
[X] (22)(i) 52.219-28, Post Award Small Business Program Rerepresentation (SEP 2021) (15 U.S.C.
632(a)(2)).
[]1(ii) Alternate I (MAR 2020) of 52.219-28.

[1(23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-Owned
Small Business (EDWOSB) Concerns (SEP 2021) (15 U.S.C. 637(m)).

[1(24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business Concerns
Eligible Under the Women-Owned Small Business Program (SEP 2021) (15 U.S.C. 637(m)).

[1(25) 52.219-32, Orders Issued Directly Under Small Business Reserves (MAR 2020)(15 U.S.C. 644(r)).
[]1(26) 52.219-33, Nonmanufacturer Rule (SEP 2021) (15 U.S.C. 637(a)(17)).
[X](27) 52.222-3, Convict Labor (JUN 2003) (E.O. 11755).
[1(28) 52.222-19, Child Labor--Cooperation with Authorities and Remedies (JAN 2022) (E.O. 13126).
[X](29) 52.222-21, Prohibition of Segregated Facilities (APR 2015).
[X] (30)(1) 52.222-26, Equal Opportunity (AUG 2018) (E.O. 11246).
[1(ii) Alternate I (FEB 1999) of 52.222-26.
[X] (31)(i) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C.
4212). [] (ii) Alternate I (JUL 2014) of 52.222-35.
[X] (32)(i) 52.222-36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.S.C.
793). [] (ii) Alternate I (JUL 2014) of 52.222-36
[X] (33) 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212).
[X] (34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O.
13496).
[X] (35)(1) 52.222-50, Combating Trafficking in Persons (NOV 2021) (22 U.S.C. chapter 78 and E.O. 13627).
[] (ii) Alternate I (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).
[X] (36) 52.222-54, Employment Eligibility Verification (NOV 2021). (Executive Order 12989). (Not applicable to

the acquisition of commercially available off-the-shelf items or certain other types of commercial products or
commercial services as prescribed in FAR 22.1803.)

6
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[1(37)() 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Products Items
(MAY 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-
shelf items.)

[] (i) Alternate I (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of
commercially available off-the-shelf items.)

[1(38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN
2016) (E.O. 13693).

[X](39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners
(JUN 2016) (E.O. 13693)

[1(40) (1) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (JUN 2014) (E.O.s 13423 and
13514). [] (ii) Alternate I (OCT 2015) of 52.223-13.

[1(41) (1) 52.223-14, Acquisition of EPEAT®-Registered Televisions (JUN 2014) (E.O.s 13423 and
13514). [] (ii) Alternate I (JUN 2014) of 52.223-14.

[X](42) 52.223-15, Energy Efficiency in Energy--Consuming Products (MAY 2020) (42 U.S.C. 8259b).

[1(43)(i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (OCT 2015) (E.O.s 13423
and 13514).

[](i1) Alternate I (JUN 2014) of 52.223-16.
[X] (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (JUN 2020) (E.O.
13513)
[X] (45) 52.223-20, Aerosols (JUN 2016) (E.O. 13693).
[X] (46) 52.223-21, Foams (JUN 2016) (E.O. 13693).
[1(47) (1) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).
[] (i1) Alternate I (JAN 2017) of 52.224-3.
[](48)52.225-1, Buy American -- Supplies (NOV 2021) (41 U.S.C. chapter 83).

[1(49)(1) 52.225-3, Buy American--Free Trade Agreements--Israeli Trade Act (NOV 2021) (41 U.S.C. chapter 83, 19
U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103—182, 108—77, 108—
78,108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43. 3.

[] i) Alternate I (MAY 2014) of 52.225-3
[X] (iii) Alternate IT (MAY 2014) of 52.225-3.
[](iv) Alternate ITl (MAY 2014) of 52.225-3.

[X] (50) 52.225-5, Trade Agreements (OCT 2019) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).



70B01C23R0000001
[1(51) 52.225-13, Restrictions on Certain Foreign Purchases (June 2008) (E.O.’s, proclamations, and statutes
administered by the Office of Foreign Assets Control of the Department of the Treasury).

[1(52) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016)
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302
Note).

[1(53) 52.226-4, Notice of Disaster or Emergency Area set-Aside (NOV 2007)

[1(54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007)

[X] (55) 52.229-12, Tax on Certain Foreign Procurements (JUN 2020).

[1(56) 52.232-29, Terms for Financing of Purchases of Commercial Products and Commercial Services (NOV
2021) (41 U.S.C. 4505, 10 U.S.C. 2307(%)).

[1(57) 52.232-30, Installment Payments for Commercial Products and Commercial Services (NOV 2021) (41 U.S.C.
4505, 10 U.S.C. 2307()).

[X] (58) 52.232-33, Payment by Electronic Funds Transfer-System for Award Management (OCT 2018) (31 U.S.C.
3332).

[1(59) 52.232-34, Payment by Electronic Funds Transfer--Other than System for Award Management (JUL 2013)
(31 U.S.C. 3332).

[1(60) 52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C. 3332).
[1(61)52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C. 552a).
[1(62) 52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C. 637(d)(13)).

[1(63)(1) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV 2021) (46 U.S.C. Appx.
1241(b) and 10 U.S.C. 2631).

[1 (i) Alternate I (APR 2003) of 52.247-64.

[]1(iii) Alternate I1 (NOV 2021) of 52.247 64
(a) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that the
Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law or

Executive orders applicable to acquisitions of commercial products and commercial services: [Contracting Officer check as
appropriate. |

[X] (1) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).

[X] (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C. 206 and 41 U.S.C. chapter

67).
This Statement is for Information Only. It is not a Wage Determination
Employee Class Monetary Wage-Fringe Benefits
HVAC Technician $31.50

[X] (3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards- Price Adjustment (Multiple
Year and Option Contracts) (AUG 2018) (29 U.S.C. 206 and 41 U.S.C. chapter 67).
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[1(4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price Adjustment (MAY 2014)
(29 U.S.C 206 and 41 U.S.C. chapter 67).

[1(5) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment—Requirements (MAY 2014) (41 U.S.C. Chapter 67).

[1(6) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services
-- Requirements (MAY 2014) (41 U.S.C. chapter 67).

[X1(7)52.222-55, Minimum Wages for Contractor Workers Under Executive Order 14026 (JAN 2022)
[X] (8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2022) (E.O. 13706)
[1(9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42 U.S.C. 1792).

(c) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph
(d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold,
as defined in FAR 2.101, on the date of award of this contract, and does not contain the clause at 52.215-2,
Audit and Records-- Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General,
shall have access to and right to examine any of the Contractor's directly pertinent records involving
transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other
evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for
any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this
contract. If this contract is completely or partially terminated, the records relating to the work terminated
shall be made available for 3 years after any resulting final termination settlement. Records relating to
appeals under the disputes clause or to litigation or the settlement of claims arising under or relating to this
contract shall be made available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other
data, regardless of type and regardless of form. This does not require the Contractor to create or maintain
any record that the Contractor does not maintain in the ordinary course of business or pursuant to a
provision of law.

(d) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in paragraphs (e)(1) in a
subcontract for commercial products and commercial services. Unless otherwise indicated below, the extent
of the flow down shall be as required by the clause--

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 U.S.C. 3509).

(i) 52.203—19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN
2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations
Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as
extended in continuing resolutions)).

(iii)52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (NOV 2021) (Section 1634 of Pub. L.
115-91).

(iv)52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment. (NOV 2021) (Section 889(a)(1)(A) of Pub. L. 115—
232).

9
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(v)52.219-8, Utilization of Small Business Concerns (OCT 2018) ) (15 U.S.C. 637(d)(2) and (3)), in all
subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to
small business concerns) exceeds the applicable threshold specified in FAR 19.702(a) on the date of
subcontract award, the subcontractor must include 52.219-8 in lower tier subcontracts that offer
subcontracting opportunities.

(vi) 52.222-21, Prohibition of Segregated Facilities (APR 2015)

(vii) Equal Opportunity (SEP 2016) (E.O. 11246).

(viii) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).

(ix) 52.22236, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.S.C. 793).

(x) 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212)

(xi)52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010)
(E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222-40.

(xii) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).

(xiii) [X] (A) 52.222-50, Combating Trafficking in Persons (NOV 2021) (22 U.S.C. chapter 78 and E.O.
13627). [] (B) Alternate I (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for
Maintenance, Calibration, or Repair of Certain Equipment—Requirements (MAY 2014) (41 U.S.C.
chapter 67).

(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts
for Certain Services—Requirements (MAY 2014) (41 U.S.C. chapter 67).

(xvi) 52.222-54, Employment Eligibility Verification (NOV 2021).

(xvii) 52.222-55, Minimum Wages for Contractor Workers Under Executive Order 14026 (JAN 2022).

(xviii) 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2022) (E.O. 13706).

(xix) (A) 52.224-3, Privacy Training (JAN 2017) (5§ U.S.C. 552a).

(B) Alternate I (JAN 2017) of 52.224-3.

(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016)
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C.
2302 Note).

(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42 U.S.C. 1792).

(xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV 2021) (46 U.S.C.
Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR
clause 52.247-64.

(2) While not required, the Contractor may include in its subcontracts for commercial products and commercial
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services a minimal number of additional clauses necessary to satisfy its contractual obligations.

[End of Clause]
11.7 52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND

SERVICES DEVELOPED OR PROVIDED BY KASPERSKY LAB AND OTHER COVERED
ENTITIES (DEVIATION 20-05) (JUL 2018)

(@) Definitions. As used in this clause-
"Covered article" means any hardware, software, or service that-
(D) Is developed or provided by a covered entity;

2) Includes any hardware, software, or service developed or provided in whole or in part by a covered
entity; or

3) Contains components using any hardware or software developed in whole or in part by a covered
entity.

"Covered entity" means-
(D Kaspersky Lab;

) Any successor entity to Kaspersky Lab;
€)) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or
“4) Any entity of which Kaspersky Lab has a majority ownership.

(b) Prohibition. Section 1634 of Division A of the National Defense Authorization Act for Fiscal Year 2018
(Pub. L. 115-91) prohibits Government use of any covered article. The Contractor is prohibited from-

(1)Providing any covered article that the Government will use on or after October 1, 2018; and

(2) Using any covered article on or after October 1, 2018, in the development of data or deliverables first
produced in the performance of the contract.

(c) Reporting requirement.

(1) In the event the Contractor identifies covered article provided to the Government during contract
performance, or the Contractor is notified of such by a subcontractor at any tier or by any other source,
the Contractor shall report, in writing, via email, to the Contracting Officer, Contracting Officer ' s
Representative, and the Enterprise Security Operations Center (SOC) at NDAA Incidents@ hq.dhs.gov,
with required information in the body of the email. In the case of the Department of Defense, the
Contractor shall report to the website at https://dibnet.dod.mil. For indefinite delivery contracts, the
Contractor shall report to the Enterprise SOC, Contracting Officer for the indefinite delivery contract and
the Contracting Officer(s) and Contracting Officer's Representative(s) for any affected order or, in the
case of the Department of Defense, identify both the indefinite delivery contract and any affected orders
in the report provided at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (c)(1) of this clause:
1. Within 1 business day from the date of such identification or notification: the contract number;

the order number(s), if applicable; supplier name; brand; model number (Original Equipment
Manufacturer (OEM) number, manufacturer part number, or wholesaler number); item

11
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description; and any readily available information about mitigation actions undertaken or
recommended.

ii. Within 10 business days of submitting the report pursuant to paragraph (c)(1) of this clause:
any further available information about mitigation actions undertaken or recommended. In
addition, the Contractor shall describe the efforts it undertook to prevent use or submission of
a covered article, any reasons that led to the use or submission of the covered article, and any
additional efforts that will be incorporated to prevent future use or submission of covered
articles.

(d) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (d), in all
subcontracts, including subcontracts for the acquisition of commercial items.

[End of Clause]

11.8 52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO
SURVEILLANCE SERVICES OR EQUIPMENT (DEVIATION 20-05) (DEC 2020)

(a) Definitions. As used in this clause —

“Backhaul” means intermediate links between the core network, or backbone network, and the small subnetworks at the
edge of the network (e.g., connecting cell phones/towers to the core telephone network). Backhaul can be wireless (e.g.,
microwave) or wired (e.g., fiber optic, coaxial cable, Ethernet).

“Covered foreign country” means The People’s Republic of China.

“Covered telecommunications equipment or services” means—

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary or
affiliate of such entities);

(2) For the purpose of public safety, security of Government facilities, physical security surveillance of critical
infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced by
Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company
(or any subsidiary or affiliate of such entities);

(3) Telecommunications or video surveillance services provided by such entities or using such equipment; or

(4) Telecommunications or video surveillance equipment or services produced or provided by an entity that the Secretary
of Defense, in consultation with the Director of National Intelligence or the Director of the Federal Bureau of Investigation,
reasonably believes to be an entity owned or controlled by, or otherwise connected to, the government of a covered foreign
country.

“Critical technology” means—

(1) Defense articles or defense services included on the United States Munitions List set forth in the International Traffic in
Arms Regulations under subchapter M of chapter I of title 22, Code of Federal Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export Administration
Regulations under subchapter C of chapter VII of title 15, Code of Federal Regulations, and controlled-

(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological
weapons proliferation, nuclear nonproliferation, or missile technology; or

(i1) For reasons relating to regional stability or surreptitious listening;

12
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(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology covered
by part 810 of title 10, Code of Federal Regulations (relating to assistance to foreign atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating to
export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such Code, or
part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of 2018
(50 U.S.C. 4817).

“Interconnection arrangements” means arrangements governing the physical connection of two or more networks to allow
the use of another’s network to hand off traffic where it is ultimately delivered (e.g., connection of a customer of telephone
provider A to a customer of telephone company B) or sharing data and other information resources.

“Reasonable inquiry” means an inquiry designed to uncover any information in the entity’s possession about the identity of
the producer or provider of covered telecommunications equipment or services used by the entity that excludes the need to
include an internal or third-party audit.

“Roaming” means cellular communications services (e.g., voice, video, data) received from a visited network when unable
to connect to the facilities of the home network either because signal coverage is too weak or because traffic is too high.

“Substantial or essential component” means any component necessary for the proper function or performance of a piece of
equipment, system, or service.

(b) Prohibition.

(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-
232) prohibits the head of an executive agency on or after August 13, 2019, from procuring or obtaining, or extending or
renewing a contract to procure or obtain, any equipment, system, or service that uses covered telecommunications
equipment or services as a substantial or essential component of any system, or as critical technology as part of any system.
The Contractor is prohibited from providing to the Government any equipment, system, or service that uses covered
telecommunications equipment or services as a substantial or essential component of any system, or as critical technology
as part of any system, unless an exception at paragraph (c) of this clause applies or the covered telecommunication
equipment or services are covered by a waiver described in FAR 4.2104.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115—
232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a contract, or extending or
renewing a contract, with an entity that uses any equipment, system, or service that uses covered telecommunications
equipment or services as a substantial or essential component of any system, or as critical technology as part of any system,
unless an exception at paragraph (c) of this clause applies or the covered telecommunication equipment or services are
covered by a waiver described in FAR 4.2104. This prohibition applies to the use of covered telecommunications
equipment or services, regardless of whether that use is in performance of work under a Federal contract.

(¢c) Exceptions. This clause does not prohibit contractors from providing—
(1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(2) Telecommunications equipment that cannot route or redirect user data traffic or permit visibility into any user data or
packets that such equipment transmits or otherwise handles.

(d) Reporting requirement.

(1) In the event the Contractor identifies covered telecommunications equipment or services used as a substantial or
essential component of any system, or as critical technology as part of any system, during contract performance, or the
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Contractor is notified of such by a subcontractor at any tier or by any other source, the Contractor shall report the
information in paragraph (d)(2) of this clause in writing via email to the Contracting Officer, Contracting Officer’s
Representative, and the Network Operations Security Center (NOSC) at NDAA _Incidents@hq.dhs.gov, with required
information in the body of the email. In the case of the Department of Defense, the Contractor shall report to the website at
https://dibnet.dod.mil. For indefinite delivery contracts, the Contractor shall report to the NOSC, Contracting Officer for
the indefinite delivery contract and the Contracting Officer(s) and Contracting Officer’s Representative(s) for any affected
order or, in the case of the Department of Defense, identify both the indefinite delivery contract and any affected orders in
the report provided at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause
(i) Within one business day from the date of such identification or notification: the contract number; the order
number(s), if applicable; supplier name; supplier unique entity identifier (if known); supplier Commercial and
Government Entity (CAGE) code (if known); brand; model number (original equipment manufacturer number,
manufacturer part number, or wholesaler number); item description; and any readily available information about
mitigation actions undertaken or recommended.
(i1) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this clause: any further
available information about mitigation actions undertaken or recommended. In addition, the Contractor shall
describe the efforts it undertook to prevent use or submission of covered telecommunications equipment or
services, and any additional efforts that will be incorporated to prevent future use or submission of covered
telecommunications equipment or services.
(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e) and excluding
paragraph (b)(2), in all subcontracts and other contractual instruments, including subcontracts for the acquisition of
commercial items.

[End of Clause]

11.9 52.216-18 ORDERING (AUG 2020)

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery orders
or task orders by the individuals or activities designated in the Schedule. Such orders may be issued from IDIQ
contract award date through the last date of the 4-year period of performance.

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of
conflict between a delivery order or task order and this contract, the contract shall control.

(¢) A delivery order or task order is considered ‘‘issued’” when —

(1) If sent by mail (includes transmittal by U.S. mail or private delivery service), the Government deposits the
order in the mail;

(2) If sent by fax, the Government transmits the order to the Contractor’s fax number; or
(3) If sent electronically, the Government either --

(i) Posts a copy of the delivery order or task order to a Government document access system, and notice is sent to
the Contractor; or

(i) Distributes the delivery order or task order via email to the Contractor’s email address.
(d) Orders may be issued by methods other than those enumerated in this clause only if authorized in the contract.
[End of Clause]
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I1.10 52.216-19 ORDER LIMITATIONS (OCT 1995)

(a) Minimum order. When the Government requires supplies or services covered by this contract in an amount of
less than $50.00, the Government is not obligated to purchase, nor is the Contractor obligated to furnish, those
supplies or services under the contract.

(b) Maximum order. The Contractor is not obligated to honor
(1) Any order for a single item in excess of $2M
(2) Any order for a combination of items in excess of 2M; or

(3) A series of orders from the same ordering office within 14 days that together call for quantities exceeding the limitation in
paragraph (b)(1) or (2) of this section.

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the
Federal Acquisition Regulation (FAR)), the Government is not required to order a part of any one requirement
from the Contractor if that requirement exceeds the maximum-order limitations in paragraph (b) of this
section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order exceeding the
maximum order limitations in paragraph (b), unless that order (or orders) is returned to the ordering office within
days after issuance, with written notice stating the Contractor's intent not to ship the item (or items) called for and
the reasons. Upon receiving this notice, the Government may acquire the supplies or services from another source.

[End of Clause]
IL.11 52.216-22 INDEFINITE QUANTITY (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period stated, in
the Schedule. The quantities of supplies and services specified in the Schedule are estimates only and are not
purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the Ordering
clause. The Contractor shall furnish to the Government, when and if ordered, the supplies or services specified in
the Schedule up to and including the quantity designated in the Schedule as the "maximum." The Government shall
order at least the quantity of supplies or services designated in the Schedule as the "minimum."

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no limit on
the number of orders that may be issued. The Government may issue orders requiring delivery to multiple
destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that period shall be
completed by the Contractor within the time specified in the order. The contract shall govern the Contractor's and
Government's rights and obligations with respect to that order to the same extent as if the order were completed
during the contract's effective period; provided, that the Contractor shall not be required to make any deliveries
under this contract after February 26, 2028 if all options are exercised.

[End of Clause]
11.12 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)
The Government may require continued performance of any services within the limits and at the rates specified in

the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the
Secretary of Labor. The option provision may be exercised more than once, but the total extension of performance
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hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the
Contractor within 60 days of contract’s ending date.

[End of Clause]

11.13 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 days of
contract expiration; provided that the Government gives the Contractor a preliminary written notice of its intent
to extend at least 60 days before the contract expires. The preliminary notice does not commit the Government
to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed
5 (years).
[End of Clause]

11.14 52.219-14 LIMITATIONS ON SUBCONTRACTING (OCT 2021) (DEVIATION OCT 2021)
(a) This clause does not apply to the unrestricted portion of a partial set-aside.

(b) Definition. Similarly situated entity, as used in this clause, means a first-tier subcontractor, including an independent
contractor, that—

(1) Has the same small business program status as that which qualified the prime contractor for the award (e.g., for a small
business set-aside contract, any small business concern, without regard to its socioeconomic status); and

(2) Is considered small for the size standard under the North American Industry Classification System (NAICS) code the
prime contractor assigned to the subcontract.

(c) Applicability. This clause applies only to—
(1) Contracts that have been set aside for any of the small business concerns identified in 19.000(a)(3);
(2) Part or parts of a multiple-award contract that
have been set aside for any of the small business concerns identified in 19.000(a)(3);
(3) Contracts that have been awarded on a sole-source basis in accordance with subparts 19.8, 19.13, 19.14, and 19.15;
(4) Orders expected to exceed the simplified acquisition threshold and that are—
(i) Set aside for small business concerns under multiple-award contracts, as described in 8.405-5 and 16.505(b)(2)(i)(F); or
(i1) Issued directly to small business concerns under multiple-award contracts as described in 19.504(c)(1)(ii);
(5) Orders, regardless of dollar value, that are—

(i) Set aside in accordance with subparts 19.8, 19.13, 19.14, or 19.15 under multiple-award contracts, as described in 8.405-5
and 16.505(b)(2)(1)(F); or

(i1) Issued directly to concerns that qualify for the programs described in subparts 19.8, 19.13, 19.14, or 19.15 under
multiple-award contracts, as described in 19.504(c)(1)(ii); and

(6) Contracts using the HUBZone price evaluation preference to award to a HUBZone small business concern unless the
concern waived the evaluation preference.

(d) Independent contractors. An independent contractor shall be considered a subcontractor.

(e) Limitations on subcontracting. By submission of an offer and execution of a contract, the Contractor agrees to the
following requirements in the performance of a contract assigned a North American Industry Classification System (NAICS)
code applicable to this contract:
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(1) Services (except construction). It will not pay more than 50 percent of the amount paid by the Government for contract
performance, excluding certain other direct costs and certain work performed outside the United States (see paragraph
(e)(1)(1)), to subcontractors that are not similarly situated entities. Any work that a similarly situated entity further
subcontracts will count towards the prime contractor’s 50 percent subcontract amount that cannot be exceeded. When a
contract includes both services and supplies, the 50 percent limitation shall apply only to the service portion of the contract.

(i) The following services may be excluded from the 50 percent limitation:

(A) Other direct costs, to the extent they are not the principal purpose of the acquisition and small business concerns do not
provide the service. Examples include airline travel, work performed by a transportation or disposal entity under a contract
assigned the environmental remediation NAICS code (562910), cloud computing services, or mass media purchases.

(B) Work performed outside the United States on awards made pursuant to the Foreign Assistance Act of 1961, or work
performed outside the United States required to be performed by a local contractor.

(2) Supplies (other than procurement from a nonmanufacturer of such supplies). It will not pay more than 50 percent of the
amount paid by the Government for contract performance, excluding the cost of materials, to subcontractors that are not
similarly situated entities. Any work that a similarly situated entity further subcontracts will count towards the prime
contractor’s 50 percent subcontract amount that cannot be exceeded. When a contract includes both supplies and services, the
50 percent limitation shall apply only to the supply portion of the contract.

(3) General construction. It will not pay more than 85 percent of the amount paid by the Government for contract
performance, excluding the cost of materials, to subcontractors that are not similarly situated entities. Any work that a
similarly situated entity further subcontracts will count towards the prime contractor’s 85 percent subcontract amount that
cannot be exceeded.

(4) Construction by special trade contractors. It will not pay more than 75 percent of the amount paid by the Government for
contract performance, excluding the cost of materials, to subcontractors that are not similarly situated entities. Any work that a
similarly situated entity further subcontracts will count towards the prime contractor’s 75 percent subcontract amount that
cannot be exceeded.

() The Contractor shall comply with the limitations on subcontracting as follows:
(1) For contracts, in accordance with paragraphs (¢)(1), (2), (3) and (6) of this clause —
[Contracting Officer check as appropriate.]
_x_ By the end of the base term of the contract and then by the end of each subsequent option period; or
_X_ By the end of the performance period for each order issued under the contract.
(2) For orders, in accordance with paragraphs (c)(4) and (5) of this clause, by the end of the performance period for the order.

(g) A joint venture agrees that, in the performance of the contract, the applicable percentage specified in paragraph (e) of this
clause will be performed by the aggregate of the joint venture participants.

[End of Clause]
11.15 52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984)
(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1)

clause with an authorized deviation is indicated by the addition of (DEVIATION) after the date of
the clause.

(b) The use in this solicitation or contract of any HSAR clause with an authorized deviation is
indicated by the addition of (DEVIATION) after the name of the regulation.

[End of Clause]

11.16 3052.212-70 CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS ACQUISITION
OF COMMERCIAL ITEMS (SEP 2012)

The Contractor agrees to comply with any provision or clause that is incorporated herein by reference to implement
agency policy applicable to acquisition of commercial items or components. The provision or clause in effect based
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on the applicable regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The
following provisions and clauses are incorporated by reference:

[The Contracting Officer should either check the provisions and clauses that apply or delete the provisions and
clauses that do not apply from the list. The Contracting Officer may add the date of the provision or clause if
desired for clarity.]

(a) Provisions.

[ 13052.216-70 Evaluation of Offers Subject to An Economic Price Adjustment Clause.

[ 13052.219-72 Evaluation of Prime Contractor Participation in the DHS Mentor Protégé
Program. [ ] 3052.247-70 F.o0.B. Origin Information.

[ ] Alternate I

[ ] Alternate II

[ 13052.247-71 F.0.B. Origin Only.

[X ]3052.247-72 F.0.B. Destination Only.

(b) Clauses.

[X] 3052.203-70 Instructions for Contractor Disclosure of Violations.

[ ]13052.204-70 Security Requirements for Unclassified Information Technology Resources.
[X ]3052.204-71 Contractor Employee Access.

[ ] Alternate |

[ X]3052.205-70 Advertisement, Publicizing Awards, and Releases.

[ ] Alternate I

[ 13052.209-72 Organizational Conflicts of Interest

[ 13052.209-73 Limitation on Future Contracting.

[X ]3052.215-70 Key Personnel

[ 13052.216-71 Determination of Award Fee.

[ 13052.216-72 Performance Evaluation Plan.

[ 13052.216-73 Distribution of Award Fee.

[ 13052.219-71 DHS Mentor Protégé Program.

[X']3052.228-70 Insurance.

[ X]3052.236-70 Special Provisions for Work at Operating Airport

[X ]3052.242-72 Contracting Officer’s Representative
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[End of Clause]

11.17 3052.215-70 KEY PERSONNEL OR FACILITIES (DEC 2003)

(a) The personnel or facilities specified below are considered essential to the work being performed under this
contract and may, with the consent of the contracting parties, be changed from time to time during the course of the
contract by adding or deleting personnel or facilities, as appropriate.

(b) Before removing or replacing any of the specified individuals or facilities, the Contractor shall notify the
Contracting Officer, in writing, before the change becomes effective. The Contractor shall submit sufficient
information to support the proposed action and to enable the Contracting Officer to evaluate the potential impact of the
change on this contract. The Contractor shall not remove or replace personnel or facilities until the Contracting Officer
approves the change.

The Key Personnel or Facilities under this Contract:

1) Contract Manager

2) Quality Control Manager

3) Service Manager

4) Environmental Control Specialist
5) Project Security Officer

11.18 TERM OF CONTRACT (MARCH 2003)

The term of this contract is from one year from the date of award, subject to the Government’s option to extend the term of the
contract entitled, “Option to Extend the Term of the Contract” FAR 52.217-9 contained therein.

[End of Supplementary Terms and Conditions]
I1.19 CONTRACTING OFFICER'S AUTHORITY (MAR 2003)

The Contracting Officer is the only person authorized to approve changes in any of the requirements of this
contract. In the event the Contractor effects any changes at the direction of any person other than the Contracting
Officer, the changes will be considered to have been made without authority and no adjustment will be made in the
contract price to cover any increase in costs incurred as a result thereof. The Contracting Officer shall be the only
individual authorized to accept nonconforming work, waive any requirement of the contract, or to modify any term
or condition of the contract.

The Contracting Officer is the only individual who can legally obligate Government funds. No cost chargeable to
the proposed contract can be incurred before receipt of a fully executed contract or specific authorization from the
Contracting Officer.

[End of Supplementary Terms and Conditions]

II. 20 ELECTRONIC INVOICING AND PAYMENT REQUIREMENTS - INVOICE
PROCESSING PLATFORM (IPP) (AUG 2022)

Beginning April 11, 2016, payment requests for all new awards must be submitted electronically through the U.S.
Department of the Treasury's Invoice Processing Platform System (IPP).

"Payment request" means any request for contract financing payment or invoice payment by the Contractor. To
constitute a proper invoice, the payment request must comply with the requirements identified in FAR 32.905(b),
"Payment documentation and process" and the applicable Prompt Payment clause included in this contract. The IPP
website address is: https://www.ipp.gov.

Under this contract, the following documents are required to be submitted as an attachment to the IPP invoice [CO to
edit and include the documentation required under this contract]:

Invoices for completed work
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The IPP was designed and developed for Contractors to enroll, access and use IPP for submitting requests for
payment. Contractor assistance with enrollment can be obtained by contacting IPPCustomerSupport@fms.treas.gov
or phone (866) 973-3131.

If the Contractor is unable to comply with the requirement to use IPP for submitting invoices for payment, the
Contractor must submit a waiver request in writing to the contracting officer.

[End of Supplementary Terms and Conditions]
II. 21 GOVERNMENT CONSENT OF PUBLICATION/ENDORSEMENT (MAR 2003)

Under no circumstances shall the Contractor, or anyone acting on behalf of the Contractor, refer to the supplies,
services, or equipment furnished pursuant to the provisions of this contract in any news release or commercial
advertising without first obtaining explicit written consent to do so from the Contracting Officer

The Contractor agrees not to refer to awards in commercial advertising in such a manner as to state or imply that
the product or service provided is endorsed or preferred by the Federal Government or is considered by the
Government to be superior to other products or services.

[End of Supplementary Terms and Conditions]

11.22 DISCLOSURE OF INFORMATION (MAR 2003)

General

Any information made available to the Contractor by the Government shall be used only for the purpose of carrying out
the provisions of this contract and shall not be divulged or made known in any manner to any persons except as may be
necessary in the performance of the contract.

Technical Data Rights

The Contractor shall not use, disclose, reproduce, or otherwise divulge or transfuse to any persons any technical
information or data licensed for use by the Government that bears any type of restrictive or proprietary legend except as

may be necessary in the performance of the contract. Refer to the Rights in Data (FAR 52.227-14) clause for additional
information.

Privacy Act

In performance of this contract the Contractor assumes the responsibility for protection of the confidentiality of all
Government records and/or protected data provided for performance under the contract and shall ensure that (a) all work
performed by any subcontractor is subject to the disclosure restrictions set forth above and (b) all subcontract work be
performed under the supervision of the Contractor or their employees.

[End of Supplementary Terms and Conditions]
11.23 NON-PERSONAL SERVICE (MAR 2003)

The Government and the Contractor agree and understand the services to be performed under this contract are non-
personal in nature. The Contractor shall not perform any inherently governmental functions under this contract as
described in Office of Federal Procurement Policy Letter92-1

The services to be performed under this contract do not require the Contractor or his employees to exercise personal
judgment and discretion on behalf of the Government, but rather, the Contractor's employees will act and exercise
personal judgment and discretion on behalf of the Contractor. The parties also recognize and agree that no employer-
employee relationship exists or will exist between the Government and the Contractor. The Contractor and the
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Contractor's employees are not employees of the Federal Government and are not eligible for entitlement and benefits
given federal employees. Contractor personnel under this contract shall not: Be placed in a position where there is an
appearance that they are employed by the Government or are under the supervision, direction, or evaluation of any
Government employee. All individual employee assignments and daily work direction shall be given by the applicable
employee supervisor. Hold him or herself out to be a Government employee, agent or representative or state orally or in
writing at any time that he or she is acting on behalf of the Government. In all communications with third parties in
connection with this contract, Contractor employees shall identify themselves as such and specify the name of the
company for which they work. Be placed in a position of command, supervision, administration or control over
Government personnel or personnel of other Government contractors, or become a part of the government organization.
In all communications with other Government Contractors in connection with this contract, the Contractor employee
shall state that they have no authority to change the contract in any way. If the other Contractor believes this
communication to be direction to change its contract, it should notify the CO for that contract and not carry out the
direction until a clarification has been issued by the CO. If the Contractor believes any Government action or
communication has been given that would create a personal service relationship between the Government and any
Contractor employee, the Contractor shall promptly notify the CO of this communication or action. Rules, regulations,
directives, and requirements, which are issued by DHS under their responsibility for good order, administration and
security, are applicable to all personnel who enter DHS installations or who travel on Government transportation.

This is not to be construed or interpreted to establish any degree of Government control that is inconsistent with a non-
personal services contract.
[End of Supplementary Terms and Conditions]

11.24 TERM OF CONTRACT WITH OPTIONS (MAR 2003)

The contract term shall be for a period of one year from the date of award, subject to the Government’s option to extend
the term of the contract in accordance with the contract clause entitled, “Option to Extend the Term of the Contract”
FAR 52.217-9 contained therein.

[End of Supplementary Terms and Conditions]
11.25 POST AWARD EVALUATION OF CONTRACTOR PERFORMANCE (AUG 2022)

A. Contractor Performance Evaluations

Interim and final performance evaluation reports will be prepared on this contract or order in accordance with FAR Subpart
42.15. A final performance evaluation report will be prepared at the time the work under this contract or order is
completed. In addition to the final performance evaluation report, an interim performance evaluation report will be
prepared annually to coincide with the anniversary date of the contract or order.

Interim and final performance evaluation reports will be provided to the contractor via the Contractor Performance
Assessment Reporting System (CPARS) after completion of the evaluation. The CPARS Assessing Official
Representatives (AORs) will provide input for interim and final contractor performance evaluations. The AORs may be
Contracting Officer’s Representatives (CORs), project managers, and/or contract specialists. The CPARS Assessing
Officials (AOs) are the contracting officers (CO) or contract specialists (CS) who will sign the evaluation report and
forward it to the contractor representative via CPARS for comments.

The contractor representative is responsible for reviewing and commenting on proposed ratings and remarks for all
evaluations forwarded by the AO. After review, the contractor representative will return the evaluation to the AO via
CPARS.

The contractor representative will be given up to fourteen (14) days to submit written comments or a rebuttal statement.
Within the first seven (7) calendar days of the comment period, the contractor representative may request a meeting with
the AO to discuss the evaluation report. The AO may complete the evaluation without the contractor representative’s
comments if none are provided within the fourteen (14) day comment period. Any disagreement between the AO/CO
and the contractor representative regarding the performance evaluation report will be referred to the Reviewing Official
(RO) within the division/branch the AO is assigned. Once the RO completes the review the evaluation is considered
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complete, and the decision is final.

Copies of the evaluations, contractor responses, and review comments, if any, will be retained as part of the contract file
and may be used in future award decisions.

B. Designated Contractor Representative

The contractor must identify a primary representative for this contract and provide the full name, title, phone number,
email address, and business address to the CO within 30 days after award.

C. Electronic Access to Contractor Performance Evaluations

The AO will request CPARS user access for the contractor by forwarding the contractor’s primary and alternate
representatives’ information to the CPARS Focal Point (FP).

The FP is responsible for CPARS access authorizations for Government and contractor personnel. The FP will set up
the user accounts and will create system access to CPARS.

The CPARS application will send an automatic notification to users when CPARS access is granted. In addition,
contractor representatives will receive an automated email from CPARS when an evaluation report has been completed

[End of Supplementary Terms and Conditions]
11.26 HOLIDAYS AND ADMINISTRATIVE LEAVE (OCT 2021)

U.S. Customs & Border Protection (CBP) personnel observe the following days as

holidays: New Year’s Day Labor Day
Martin Luther King’s Birthday Columbus Day
President’s Day Veteran’s Day
Memorial Day Thanksgiving Day
Juneteenth National Independence Day Christmas Day
Independence Day Inauguration Day*

* Unless otherwise specified, Inauguration Day is a holiday for federal employees only in the District of
Columbia, Montgomery and Prince George's counties in Maryland, Arlington and Fairfax counties in Virginia,
and the cities of Alexandria and Falls Church in Virginia. It is also a holiday for district employees in
Washington DC.

CBP observes any other day as a Federal holiday designated by Federal statute, by Executive Order or by the

President's proclamation.

When any such day falls on a Saturday, the preceding Friday is observed. When any such day falls on a Sunday, the
following Monday is observed. Observance of such days by Government personnel shall not be cause for an extension to
the delivery schedule or period of performance or adjustment to the price, except as set forth in the contract

Except for designated around-the-clock or emergency operations, and/or as defined within the statement of requirements,
contractor personnel will not be able to perform on site under this contract with CBP on the holidays set forth above.

The contractor will not charge any holiday as a direct charge to the contract. In the event Contractor personnel work
during a holiday other than those above, no form of holiday or other premium compensation will be reimbursed as either
a direct or indirect cost. However, this does not preclude reimbursement for authorized overtime work.

In the event CBP grants administrative leave to its Government employees at the site, on-site contractor personnel shall
also be dismissed if the site is being closed. However, the Contractor shall continue to provide sufficient personnel to
perform around-the-clock requirements of critical efforts already in progress or scheduled and shall be guided by the
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instructions issued by the Contracting Officer or her/his duly appointed representative. In each instance when the site is

closed to Contractor personnel as a result of inclement weather, potentially hazardous conditions, explosions, or other
special circumstances; the Contractor will direct its staff as necessary to take actions such as reporting to its own site(s)
or taking appropriate leave consistent with its policies. The cost of salaries and wages to the Contractor for the period of
any such site closure are a reimbursable item of direct cost under the contract for employees whose regular time is
normally a direct charge if they continue to perform contract work; otherwise, costs incurred because of site closure are
reimbursable as indirect cost in accordance with the Contractor's established accounting policy.

[End of Supplementary Terms and Conditions]
11.27 ADDITIONAL CONTRACTOR PERSONNEL REQUIREMENTS (OCT 2007)

The contractor will ensure that its employees will identify themselves as employees of their respective company while
working on U.S. Customs and Border Protection (CBP) contracts. For example, contractor personnel shall introduce
themselves and sign attendance logs as employees of their respective companies, not as CBP employees.

The contractor will ensure that their personnel use the following format signature on all official e-mails generated by CBP
computers:

Name] (Contractor)

[Position or Professional Title] [Company Name]
Supporting the XXX Division/Office...

U.S. Customs and Border Protection [Phone]
[FAX]

[Other contact information as desired]

[End of Supplementary Terms and Conditions]
11.28 SECURITY PROCEDURES (AUG 2022)
I. PERSONNEL SECURITY

A. CBP Suitability Requirements

1. All Contractor Employees requiring access to CBP facilities and its information technology networks and systems
must undergo an investigation to determine suitability for employment. Based on the position sensitivity designation,
OPR/Personnel Security Division initiates either a T4 or TS Background Investigation in accordance with CBP
Personnel Security Handbook, HB 1400-07A.

2. Contractor Employees who require access to DHS IT systems or development, management, or maintenance of those
systems must be U.S. citizens in accordance with DHS Instruction 121-01-007-01, Revision 1, Chapter 2, Personnel
Security Program Standards, § 13, and Citizenship Requirements, § 13F. (Lawful Permanent Resident status is not
acceptable in this case). A waiver may be granted, as outlined in Chapter 2, § 14 of DHS Instruction Handbook 121-01-
007-01, Revision O1.

3. Provided the requirements of DHS Instruction Handbook 121-01-007-01 are met as outlined in paragraph 1.B.1,
below,
Contractor Employees requiring access to CBP facilities, sensitive information or information technology resources are
required to have a favorably adjudicated Tier 4 (T4) or Tier 5 (T5) background investigation (U.S. Office of Personnel
Management (OPM), Suitability Executive Agent and the Director of National Intelligence (DNI), Security Executive
Agent, Federal Investigative Standards, December 2012, or its successor), prior to commencing work on this contract, as
outlined in the applicable requirements document, such as a Statement of Work (SOW) or Performance Work Statement
(PWS). Exceptions shall be approved on a case-by-case basis with the Contractor Employee’s access to facilities,
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systems, and information limited until the Contractor Employee receives a favorably adjudicated T4 or T5. A favorably
adjudicated T4 or T5 shall include various aspects of a Contractor Employee’s life, including employment, education,
residences, police, and court inquires, credit history, and national agency checks.

4. For contracts requiring Contractor Employees to possess a CBP suitability upon contract inception, the following is
applicable: The Contractor shall submit, within ten (10) working days after award of the contract, a list containing the
full legal name, social security number, place of birth (city and state), and date of birth of employee candidates who
possess favorably adjudicated T4 or TS5 background investigations that meet federal investigation standards (as
mandated in the SOW/PWS). These individuals will be considered for “reciprocity” as applicable (reference CBP
Form 78 — BIRD). For contracts not requiring Contractor Employees to possess a CBP suitability upon contract
inception, the following is applicable: The Contractor shall require Contractor Employee candidates, needing a T4 or
TS5 background investigation for the contract, to submit information and documentation requested by CBP to initiate the
background investigation process immediately upon request by CBP.

5. Background Investigation information and documentation are submitted by proper completion of standard federal and
agency forms provided by the COR, such as Electronic Questionnaires for Investigations Processing (e-QIP), Electronic
Fingerprint Submission, CBP Form 78-Background Investigation Requirements Determination (BIRD) Form, Fair Credit
Reporting Act (FCRA), Non-Disclosure Agreement (NDA), a Contractor Employee initial Background Investigation
Form (CBP Form 77) (Sections A and B), and relevant “clearance” documents (if applicable), etc. The Contractor is
responsible for ensuring all Contract Employee candidates complete the Electronic Questionnaire for Investigations
Processing (e-QIP) and Electronic Fingerprints using their full legal name, correct SSN and ensuring these actions are
completed in a timely manner, within 30 days of e-QIP initiation. The Contractor is also responsible for ensuring all
Contract Employee candidates respond to phone calls and check their emails regularly for communications from the CBP
Security Office and/or the field investigator for any necessary actions. The appropriate forms, to include “clearance”
documents if applicable, must be submitted to the COR assigned to the contract, and the COR shall forward the completed
forms to the CBP security official that will review the information for completeness and begin the adjudication and
“clearance” (if applicable) process. Any Contract Employee candidate who fails to comply after multiple requests and
attempts to reach them will be discontinued from the Background Investigation process. The Contractor shall then
propose a qualified replacement employee candidate to the CO and COR within 30 days after being notified of the
discontinued Contract Employee candidate.

6. CBP cannot provide a standard completion time for a T4 or T5 background investigation as many scenarios affect
CBP’s ability to process an individual. During the term of this contract, the Contractor is required to provide the names of
its employees who successfully complete the CBP T4 or T5 process to the CO and COR. Failure of any Contractor
Employee to obtain and maintain a favorably adjudicated T4 or T5 shall be cause for dismissal. For key personnel, the
Contractor shall propose a qualified replacement employee candidate to the CO and COR within 30 days after being
notified of an unsuccessful candidate or vacancy. For all non-key personnel Contractor Employees, the Contractor shall
propose a qualified replacement employee candidate to the COR within 30 days after being notified of an unsuccessful
candidate or vacancy.

The CO/COR shall approve or disapprove replacement employees. For contracts requiring Contractor Employees to
possess a CBP suitability per SOW/PWS requirements, continuous failure to provide Contractor Employees who meet
CBP T4 or T5 requirements may be cause for termination of the contract (refer #4).

B. Security Clearance Requirements

1. Contractor Employees who require access to classified information must be U.S. citizens or have Lawful Permanent
Resident (LPR) status in accordance with DHS Instruction Handbook 121-01-007-01, Rev. 01, the Department of
Homeland Security Personnel Security, Suitability and Fitness Program, Chapter 2, Personnel Security Program
Standards, § 13, Citizenship Requirements. A waiver may be granted, as outlined in Chapter 2, § 14 of DHS
Instruction Handbook 121-01-007-01.

2. For contracts requiring Contractor Employees to possess a security clearance upon contract inception, the following is
applicable: The Contractor shall submit, within ten (10) working days after award of the contract, a list containing the
full legal name, social security number, place of birth (city and state), and date of birth of employee candidates who
possess favorably adjudicated TS5 background investigations that meet federal investigation standards (as mandated in
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the SOW/PWS). These individuals will be considered for “reciprocity” as applicable (refer to CBP Form 78 —
BIRD). For contracts not requiring Contractor Employees to possess a security clearance upon contract inception, the
following is applicable: The Contractor shall require Contractor Employee candidates, needing a T4 or T5
background investigation for the contract, to submit information and documentation requested by CBP to initiate the
background investigation process immediately upon request by CBP.

3. Background Investigation information and documentation are submitted by proper completion of standard federal and
agency forms provided by the COR, such as Electronic Questionnaires for Investigations Processing (e-QIP),
Electronic Fingerprint Submission, CBP Form 78-Background Investigation Requirements Determination (BIRD)
Form, Fair Credit Reporting Act (FCRA), Non-Disclosure Agreement (NDA), a Contractor Employee Initial
Background Investigation Form (CBP Form 77) (Sections A and B), and relevant “clearance” documents (if
applicable), etc. The Contractor is responsible for ensuring all Contract Employee candidates complete the Electronic
Questionnaire for Investigations Processing (e-QIP) and Electronic Fingerprints using their full legal name, correct
SSN and ensuring these actions are completed in a timely manner, within 30 days of e-QIP initiation. The Contractor
is also responsible for ensuring all Contract Employee candidates respond to phone calls and check their emails
regularly for communications from the CBP Security Office and/or the field investigator for any necessary actions.
The appropriate forms, to include “clearance” documents if applicable, must be submitted to the COR assigned to the
contract, and the COR shall forward the completed forms to the CBP security official that will review the information
for completeness and begin the adjudication and “clearance” (if applicable) process. Any Contract Employee
candidate who fails to comply after multiple requests and attempts to reach them will be discontinued from the
Background Investigation process. The Contractor shall then propose a qualified replacement employee candidate to
the CO and COR within 30 days after being notified of the discontinued Contract Employee candidate.

4. CBP cannot provide a standard completion time for a T4 or T5 background investigation as many scenarios affect
CBP’s ability to process an individual. During the term of this contract, the Contractor is required to provide the
names of its employees who successfully complete the CBP T4 or T5 process to the CO and COR. Failure of any
Contractor Employee to obtain and maintain a favorably adjudicated T4 or T5 shall be cause for dismissal. For key
personnel, the Contractor shall propose a qualified replacement employee candidate to the CO and COR within 30
days after being notified of an unsuccessful candidate or vacancy. For all non-key personnel Contractor Employees,
the Contractor shall propose a qualified replacement employee candidate to the COR within 30 days after being
notified of an unsuccessful candidate or vacancy. The CO/COR shall approve or disapprove replacement employees.
Continuous failure to provide Contractor Employees who meet CBP T4 or TS requirements may be cause for
termination of the contract.

C. Contractor Tracking System

1. All Contractor Employees must be entered into the current agency Contractor Tracking System (CTS) database by
the COR or Alternate COR. Additionally, the COR/ACOR shall maintain current, accurate and complete data for
Contractor Employees during their performance on the contract. The Contractor Project Manager (CPM) shall provide
timely start information to the CO/COR or designated government personnel to initiate the CTS entry. Other relevant
information will also be needed for Contractor Employee record submission in the CTS database such as, but not
limited to, the Contractor Employee’s legal name, brief job description, labor rate, Hash ID, schedule, and location.
The CO/COR or designated government personnel shall provide the CPM with instructions for providing required
information.

2. The CO/COR may designate responsibility for out-processing to the CPM. The CPM must have an active CBP
Background Investigation (BI) and an Active Directory (AD) account (i.e., email, etc.) within the agency. CPM shall
provide Contactor Employee departure/separation date and reason for leaving to the CO/COR in accordance with CBP
Directive 1210-007B, Tracking of Contractor Employees. Failure by the CPM to provide timely notification of
Contractor Employee departure/separation in accordance with the contract requirements shall be documented and
considered when government personnel complete a Contractor Performance Report (under Business Relations) or other
performance related measures.

II. CONTROLS
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A.

Access Controls

1. The Contractor Employee shall comply with the U.S. Customs and Border Protection’s (CBP)
administrative, physical, and technical security controls to ensure that the Government’s security
requirements are met.

2. All Contractor Employees under this contract must wear identification access badges when working in CBP
facilities. Prior to Contractor Employees’ departure/separation, all badges, valid HSPD-12 compliant Personal
Identity Verification (PIV) card, building passes, parking permits, keys, and pass cards must be returned to the
Contracting Officer’s Representative (COR). The COR shall immediately notify the cognizant Physical Security
official to ensure that access to all buildings, and facilities, and network are revoked. NOTE: For contracts within
the National Capitol Region (NCR), the Office of Professional Responsibility, Security Management Division
(OPR/SMD) shall be notified immediately, if building access is revoked.

3. Contractor Employees in possession of a valid HSPD-12 compliant PIV card are authorized to access
Department Headquarters and DHS Component Headquarters while on official business, in accordance with
DHS Instruction Manual # 121-01-011-01, Revision # 00.

4. Contractor Employees may be subject to random security screening upon entering certain CBP facilities.

5. Contractor Employees who do not have their PIV cards must sign-in at lobby guard desk, and show a federal,
state, or local government-issued photo identification (e.g., driver’s license that meets the requirements of the
REAL ID Act of 2005, US passport, US military ID card, Tribal ID, or Permanent Residence card).

Visitor Security Management.

1. Visitors accessing any DHS Headquarters or DHS Component Headquarters facilities are subject to a criminal
history check utilizing the National Crime Information Center (NCIC) system, except as stipulated elsewhere in
DHS Instruction Manual # 121-01-011-01, Revision # 00.

2. All visitors requesting access to CBP facilities are required to sign-in at designated visitor location, depending on
the facility’s resources. Visitors are required to show a federal, state, or local government-issued photo
identification (e.g., driver’s license that meets the requirements of the REAL ID Act of 2005, US passport, US
military ID card, Tribal ID, or Permanent Residence card), unless otherwise directed by the Facility Security
Manager (FSM) or CBP Assistant Technical Representative (ATR).

3. Visitors must be escorted to their intended CBP destination by CBP employees or CBP contractors with a valid
CBP- issued PIV card capable of operating the turnstiles. Supplemental access cards cannot be used for escorting
purposes without a valid CBP-issued PIV card.

4. Visitor passes will be issued only at designated locations and/or entrances. All visitors are required to pass
through screening at the designated entrances. All visitors must be escorted back to the security desk by a CBP
employee or CBP contractor.

III. INFORMATION SECURITY REQUIREMENTS

A. Managing Sensitive Security Information.

1. Work under this contract may require access to sensitive information as defined under Homeland Security
Acquisition Regulation (HSAR) Clause 3052.204-71, Contractor Employee Access, included in the
solicitation/contract. The Contractor Employee shall not disclose, orally or in writing, any sensitive
information to any person unless authorized in writing by the CO.

2. The Department of Homeland Security (DHS) requires that Contractor employees take an annual Information

Technology Security Awareness Training course before accessing sensitive information under the contract. Unless
otherwise specified, the training shall be completed within thirty (30) days of contract award and be completed on an
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annual basis thereafter not later than October 31st of each year. Any new Contractor employees assigned to the
contract shall complete the training before accessing sensitive information under the contract.

3. All services provided under this contract must be compliant with the Department of Homeland Security
(DHS) information security policy identified in DHS Sensitive Systems Policy Directive 4300A, v.13.1, DHS
Sensitive Systems Handbook 4300A, v.12.0, or latest available version, and CBP Information Security
Handbook (HB 1400- 04A).

4. Sensitive Information, as used in this clause, means any information, which if lost, misused, disclosed, or,
without authorization is accessed, or modified, could adversely affect the national or homeland security interest,
the conduct of Federal programs, or the privacy to which individuals are entitled under section 552a of title 5,
United States Code (the Privacy Act), but which has not been specifically authorized under criteria established by
an Executive Order or an Act of Congress to be kept secret in the interest of national defense, homeland security
or foreign policy. This definition includes the following categories of information:

e  Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information
Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Pub. L. 107-296, 196 Stat. 2135), as
amended, the implementing regulations thereto (Title 6, Code of Federal Regulations, part 29) as
amended, the applicable PCII Procedures Manual, as amended, and any supplementary guidance
officially communicated by an authorized official of the Department of Homeland Security (including
the PCII Program Manager or his/her designee);

. Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, part 1520,
as amended, “Protection of Sensitive Security Information,” as amended, and any supplementary
guidance officially communicated by an authorized official of the Department of Homeland Security
(including the Assistant Secretary for the Transportation Security Administration or his/her designee);

e Information designated as “For Official Use Only,” which is unclassified information of a sensitive
nature and the unauthorized disclosure of which could adversely impact a person's privacy or welfare,
the conduct of Federal programs, or other programs or operations essential to the national or homeland
security interest; and

e Any information that is designated “sensitive” or subject to other controls, safeguards, or
protections in accordance with subsequently adopted homeland security information handling
procedures.

B. Managing Classified Information

1. Contracts requiring contractor employees to access Classified National Security Information, completion of
the DD Form 254 (Contract Security Classification Specification) is necessary for the Contractor (the
company) to establish and have on record. Additionally, FAR Clause 52.204-2, Security Requirements, must
be included in the solicitation and contract. If desired, a Solicitation DD Form 254 can be added to the
solicitation package. Contact the Security Management Division (SMD) for assistance at:
cbpsecurity@cbp.dhs.gov.

2. For additional information about the National Industrial Security Program (NISP) please visit the
Defense Counterintelligence and Security Agency website and search for The NISPOM Rule.

IV. GENERAL SECURITY RESPONSIBILITIES

1. The Contractor shall ensure that its employees follow the general procedures governing physical,
environmental, and information security described in the various DHS CBP regulations identified in this
clause. The contractor shall ensure that its employees apply proper business practices in accordance with the
specifications, directives, and manuals required for conducting work under this contract. Applicable
Contractor
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Employees shall be responsible for physical security of work areas and CBP furnished equipment issued
under this contract.

The CO/COR may require the Contractor to prohibit its employees from working on this contract if
continued employment becomes detrimental to the public’s interest for any reason including, but not
limited to carelessness, insubordination, incompetence, or security concerns.

Upon completion of this contract, the Contractor Employee shall return all sensitive information used in the
performance of the contract to the CO/COR. The Contractor shall certify, in writing, that all sensitive and
non- public information have been purged from any Contractor-owned system.

All Government furnished information must be protected to the degree and extent required by local rules,
regulations, and procedures. The Contractor Employee shall comply with all security policies contained in
CBP Handbook 1400-05D, v.7.0, Information Systems Security Policies and Procedures Handbook, or latest
available version.

V. NOTIFICATION OF CONTRACTOR EMPLOYEE CHANGES

1.

The Contractor or CPM shall notify the CO/COR via phone or electronic transmission, immediately after
a personnel change becomes known or no later than five (5) business days prior to departure of the
Contractor Employee. Telephone notifications must be immediately followed up in writing. CPM’s
notification shall include, but is not limited to name changes, resignations, terminations, and
reassignments to another contract.

The CPM shall notify the CO/COR and program office (if applicable) in writing of any proposed change
in access requirements for its employees at least fifteen (15) days, or thirty (30) days if a security
clearance is to be obtained, in advance of the proposed change.

VI. NON-DISCLOSURE AGREEMENTS

As part of the background investigation package, Contractor Employees are required to execute and submit a Non-
Disclosure Agreement (DHS Form 11000-6) as a condition to perform on any CBP contract.

[End of Supplementary Terms and Conditions]

1129 SPECIAL SECURITY REQUIREMENT - CONTRACTOR PRE-SCREENING (AUG 2022)

1. Contractors requiring recurring access to Government facilities or access to sensitive but unclassified information
and/or logical access to Information Technology (IT) resources shall verify minimal fitness requirements for all
persons/candidates designated for employment under any Department of Homeland Security (DHS) contract by pre-
screening the person/candidate prior to submitting the name for consideration to work on the contract. Pre-
screening the candidate ensures that minimum fitness requirement is considered and mitigates the burden of DHS
having to conduct background investigations on objectionable candidates. The Contractor shall submit only those
candidates that have not had a felony conviction within the past 36 months, illegal drug use within the past 12

months

from the date of submission of their name as a candidate to perform work under this contract. Contractors

are required to flow this requirement down to subcontractors. Pre-screening involves contractors and subcontractors
reviewing:

a.

b.

Felony convictions within the past 36 months: An acceptable means of obtaining information on
felony convictions is from public records, free of charge, or from the National Crime Information
Center (NCIC).

Felony convictions within the past 36 months: An acceptable means of obtaining information on
felony convictions is from public records, free of charge, or from the National Crime Information
Center (NCIC).
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c. lllegal drug use within the past 12 months: An acceptable means of obtaining information related to drug
use is through employee self-certification, by public records check; or if the contractor or subcontractor
already has drug testing in place. There is no requirement for contractors and/or subcontractors to
initiate a drug testing program if they do not have one already in place.

d. Misconduct such as criminal activity on the job relating to fraud or theft within the past 12 months: An
acceptable means of obtaining information related to misconduct is through employee self-certification,
by public records check, or other reference checks conducted in the normal course of business.

2. Pre-screening shall be conducted within 15 business days after contract award. This requirement shall be placed in
all subcontracts if the subcontractor requires routine physical access, access to sensitive but unclassified
information, and/or logical access to IT resources. Failure to comply with the pre-screening requirement will
result in the Contracting Officer taking the appropriate remedy.

Definition: Logical Access means providing an authorized user the ability to access one or more computer system
resources such as a workstation, network, application, or database through automated tools. A logical access
control system (LACS) requires validation of an individual identity through some mechanism such as a personal
identification number (PIN), card, username, and password, biometric, or other token. The system has the
capability to assign different access privileges to different persons depending on their roles and responsibilities in
an organization.

[End of Supplementary Terms and Conditions]
11.30 SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015)

(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter referred to
collectively as “Contractor”). The Contractor shall insert the substance of this clause in all subcontracts.

(b) Definitions. As used in this clause—

“Personally Identifiable Information (PII)” means information that can be used to distinguish or trace an individual's
identity, such as name, social security number, or biometric records, either alone, or when combined with other personal or
identifying information that is linked or linkable to a specific individual, such as date and place of birth, or mother’s
maiden name. The definition of PII is not anchored to any single category of information or technology. Rather, it
requires a case-by-case assessment of the specific risk that an individual can be identified. In performing this assessment,
it is important for an agency to recognize that non-personally identifiable information can become personally identifiable
information whenever additional information is made publicly available—in any medium and from any source—that,
combined with other available information, could be used to identify an individual.

PII is a subset of sensitive information. Examples of PII include, but are not limited to: name, date of birth, mailing
address, telephone number, Social Security number (SSN), email address, zip code, account numbers, certificate/license
numbers, vehicle identifiers including license plates, uniform resource locators (URLSs), static Internet protocol addresses,
biometric identifiers such as fingerprint, voiceprint, iris scan, photographic facial images, or any other unique identifying
number or characteristic, and any information where it is reasonably foreseeable that the information will be linked with
other information to identify the individual.

“Sensitive Information” is defined in HSAR clause 3052.204-71, Contractor Employee Access, as any information, which
if lost, misused, disclosed, or, without authorization is accessed, or modified, could adversely affect the national or
homeland security interest, the conduct of Federal programs, or the privacy to which individuals are entitled under section
552a of Title 5, United States Code (the Privacy Act), but which has not been specifically authorized under criteria
established by an Executive Order or an Act of Congress to be kept secret in the interest of national defense, homeland
security or foreign policy. This definition includes the following categories of information:

29



70B01C23R0000001
(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information Act of 2002
(Title I, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the
implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable PCII
Procedures Manual, as amended, and any supplementary guidance officially communicated by an authorized official
of the Department of Homeland Security (including the PCII Program Manager or his/her designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as amended,
“Policies and Procedures of Safeguarding and Control of SSI,” as amended, and any supplementary guidance officially
communicated by an authorized official of the Department of Homeland Security (including the Assistant Secretary
for the Transportation Security Administration or his/her designee);

(3) Information designated as “For Official Use Only,” which is unclassified information of a sensitive nature and the
unauthorized disclosure of which could adversely impact a person’s privacy or welfare, the conduct of Federal
programs, or other programs or operations essential to the national or homeland security interest; and

(4) Any information that is designated “sensitive” or subject to other controls, safeguards or protections in accordance
with subsequently adopted homeland security information handling procedures.

“Sensitive Information Incident” is an incident that includes the known, potential, or suspected exposure, loss of control,
compromise, unauthorized disclosure, unauthorized acquisition, or unauthorized access or attempted access of any
Government system, Contractor system, or sensitive information.

“Sensitive Personally Identifiable Information (SPII)” is a subset of PII, which if lost, compromised or disclosed without
authorization, could result in substantial harm, embarrassment, inconvenience, or unfairness to an individual. Some forms
of PII are sensitive as stand-alone elements. Examples of such PII include: Social Security numbers (SSN), driver’s
license or state identification number, Alien Registration Numbers (A-number), financial account number, and biometric
identifiers such as fingerprint, voiceprint, or iris scan. Additional examples include any groupings of information that
contain an individual’s name or other unique identifier plus one or more of the following elements:

(1) Truncated SSN (such as last 4 digits)

(2) Date of birth (month, day, and year)

(3) Citizenship or immigration status

(4) Ethnic or religious affiliation

(5) Sexual orientation

(6) Criminal History

(7) Medical Information

(8) System authentication information such as mother’s maiden name, account passwords or personal identification
numbers (PIN)

Other PII may be “sensitive” depending on its context, such as a list of employees and their performance ratings or an
unlisted home address or phone number. In contrast, a business card or public telephone directory of agency employees
contains PII but is not sensitive.

(c) Authorities. The Contractor shall follow all current versions of Government policies and guidance accessible at
http://www.dhs.gov/dhs-security-and-training-requirements-contractors, or available upon request from the Contracting
Officer, including but not limited to:

(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Use Only) Information

(2) DHS Sensitive Systems Policy Directive 4300A

(3) DHS 4300A Sensitive Systems Handbook and Attachments

(4) DHS Security Authorization Process Guide

(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information

(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and Security Program
(7) DHS Information Security Performance Plan (current fiscal year)

(8) DHS Privacy Incident Handling Guidance
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Federal Information Processing Standard (FIPS) 140-2 Security Requirements for Cryptographic Modules accessible
at http://csrc.nist.gov/groups/STM/cmvp/standards.html

(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 Security and Privacy Controls for

Federal Information Systems and Organizations accessible at http://csrc.nist.gov/publications/PubsSPs.html

(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at

http://csrc.nist.gov/publications/PubsSPs.html

(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the policies and procedures described
below, is required.

(M

2

3)

“)

Department of Homeland Security (DHS) policies and procedures on Contractor personnel security requirements are
set forth in various Management Directives (MDs), Directives, and Instructions. MD 11042.1, Safeguarding Sensitive
But Unclassified (For Official Use Only) Information describes how Contractors must handle sensitive but
unclassified information. DHS uses the term “FOR OFFICIAL USE ONLY” to identify sensitive but unclassified
information that is not otherwise categorized by statute or regulation. Examples of sensitive information that are
categorized by statute or regulation are PCII, SSI, etc. The DHS Sensitive Systems Policy Directive 4300A and the
DHS 4300A Sensitive Systems Handbook provide the policies and procedures on security for Information Technology
(IT) resources. The DHS Handbook for Safeguarding Sensitive Personally Identifiable Information provides
guidelines to help safeguard SPII in both paper and electronic form. DHS Instruction Handbook 121-01-007
Department of Homeland Security Personnel Suitability and Security Program establishes procedures, program
responsibilities, minimum standards, and reporting protocols for the DHS Personnel Suitability and Security Program.

The Contractor shall not use or redistribute any sensitive information processed, stored, and/or transmitted by the
Contractor except as specified in the contract.

All Contractor employees with access to sensitive information shall execute DHS Form 11000-6, Department of
Homeland Security Non-Disclosure Agreement (NDA), as a condition of access to such information. The Contractor
shall maintain signed copies of the NDA for all employees as a record of compliance. The Contractor shall provide
copies of the signed NDA to the Contracting Officer’s Representative (COR) no later than two (2) days after execution
of the form.

The Contractor’s invoicing, billing, and other recordkeeping systems maintained to support financial or other
administrative functions shall not maintain SPIL. It is acceptable to maintain in these systems the names, titles and
contact information for the COR or other Government personnel associated with the administration of the contract, as
needed.

(e) Authority to Operate. The Contractor shall not input, store, process, output, and/or transmit sensitive information within a
Contractor IT system without an Authority to Operate (ATO) signed by the Headquarters or Component CIO, or designee, in
consultation with the Headquarters or Component Privacy Officer. Unless otherwise specified in the ATO letter, the ATO is
valid for three (3) years. The Contractor shall adhere to current Government policies, procedures, and guidance for the
Security Authorization (SA) process as defined below.

(1) Complete the Security Authorization process. The SA process shall proceed according to the DHS Sensitive Systems

Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor publication, DHS 4300A Sensitive Systems
Handbook (Version 9.1, July 24, 2012), or any successor publication, and the Security Authorization Process Guide
including templates.

(i)  Security Authorization Process Documentation. SA documentation shall be developed using the Government
provided Requirements Traceability Matrix and Government security documentation templates. SA
documentation consists of the following: Security Plan, Contingency Plan, Contingency Plan Test Results,
Configuration Management Plan, Security Assessment Plan, Security Assessment Report, and Authorization to
Operate Letter. Additional documents that may be required include a Plan(s) of Action and Milestones and
Interconnection Security Agreement(s). During the development of SA documentation, the Contractor shall
submit a signed SA package, validated by an independent third party, to the COR for acceptance by the
Headquarters or Component CIO, or designee, at least thirty (30) days prior to the date of operation of the IT
system. The Government is the final authority on the compliance of the SA package and may limit the number
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of resubmissions of a modified SA package. Once the ATO has been accepted by the Headquarters or
Component CIO, or designee, the Contracting Officer shall incorporate the ATO into the contract as a
compliance document. The Government’s acceptance of the ATO does not alleviate the Contractor’s
responsibility to ensure the IT system controls are implemented and operating effectively.

(il)) Independent Assessment. Contractors shall have an independent third party validate the security and privacy
controls in place for the system(s). The independent third party shall review and analyze the SA package, and
report on technical, operational, and management level deficiencies as outlined in NIST Special Publication
800-53 Security and Privacy Controls for Federal Information Systems and Organizations. The Contractor
shall address all deficiencies before submitting the SA package to the Government for acceptance.

(iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed. As part of the SA process, the
Contractor may be required to support the Government in the completion of the PTA. The requirement to
complete a PTA is triggered by the creation, use, modification, upgrade, or disposition of a Contractor IT
system that will store, maintain and use PII, and must be renewed at least every three (3) years. Upon review
of the PTA, the DHS Privacy Office determines whether a Privacy Impact Assessment (PIA) and/or Privacy
Act System of Records Notice (SORN), or modifications thereto, are required. The Contractor shall provide all
support necessary to assist the Department in completing the PIA in a timely manner and shall ensure that
project management plans and schedules include time for the completion of the PTA, PIA, and SORN (to the
extent required) as milestones. Support in this context includes responding timely to requests for information
from the Government about the use, access, storage, and maintenance of PII on the Contractor’s system, and
providing timely review of relevant compliance documents for factual accuracy. Information on the DHS
privacy compliance process, including PTAs, PIAs, and SORN:S, is accessible at http://www.dhs.gov/privacy-
compliance.

Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed every three (3) years. The
Contractor is required to update its SA package as part of the ATO renewal process. The Contractor shall update its
SA package by one of the following methods: (1) Updating the SA documentation in the DHS automated information
assurance tool for acceptance by the Headquarters or Component CIO, or designee, at least 90 days before the ATO
expiration date for review and verification of security controls; or (2) Submitting an updated SA package directly to
the COR for approval by the Headquarters or Component CIO, or designee, at least 90 days before the ATO expiration
date for review and verification of security controls. The 90 day review process is independent of the system
production date and therefore it is important that the Contractor build the review into project schedules. The reviews
may include onsite visits that involve physical or logical inspection of the Contractor environment to ensure controls
are in place.

Security Review. The Government may elect to conduct random periodic reviews to ensure that the security
requirements contained in this contract are being implemented and enforced. The Contractor shall afford DHS, the
Office of the Inspector General, and other Government organizations access to the Contractor’s facilities, installations,
operations, documentation, databases and personnel used in the performance of this contract. The Contractor shall,
through the Contracting Officer and COR, contact the Headquarters or Component CIO, or designee, to coordinate and
participate in review and inspection activity by Government organizations external to the DHS. Access shall be
provided, to the extent necessary as determined by the Government, for the Government to carry out a program of
inspection, investigation, and audit to safeguard against threats and hazards to the integrity, availability and
confidentiality of Government data or the function of computer systems used in performance of this contract and to
preserve evidence of computer crime.

Continuous Monitoring. All Contractor-operated systems that input, store, process, output, and/or transmit sensitive
information shall meet or exceed the continuous monitoring requirements identified in the Fiscal Year 2014 DHS
Information Security Performance Plan, or successor publication. The plan is updated on an annual basis. The
Contractor shall also store monthly continuous monitoring data at its location for a period not less than one year from
the date the data is created. The data shall be encrypted in accordance with FIPS 140-2 Security Requirements for
Cryptographic Modules and shall not be stored on systems that are shared with other commercial or Government
entities. The Government may elect to perform continuous monitoring and IT security scanning of Contractor systems
from Government tools and infrastructure.
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Revocation of ATO. In the event of a sensitive information incident, the Government may suspend or revoke an
existing ATO (either in part or in whole). If an ATO is suspended or revoked in accordance with this provision, the
Contracting Officer may direct the Contractor to take additional security measures to secure sensitive information.
These measures may include restricting access to sensitive information on the Contractor IT system under this
contract. Restricting access may include disconnecting the system processing, storing, or transmitting the sensitive
information from the Internet or other networks or applying additional security controls.

Federal Reporting Requirements. Contractors operating information systems on behalf of the Government or
operating systems containing sensitive information shall comply with Federal reporting requirements. Annual and
quarterly data collection will be coordinated by the Government. Contractors shall provide the COR with requested
information within three (3) business days of receipt of the request. Reporting requirements are determined by the
Government and are defined in the Fiscal Year 2014 DHS Information Security Performance Plan, or successor
publication. The Contractor shall provide the Government with all information to fully satisfy Federal reporting
requirements for Contractor systems.

(f) Sensitive Information Incident Reporting Requirements.

(M

2

All known or suspected sensitive information incidents shall be reported to the Headquarters or Component Security
Operations Center (SOC) within one hour of discovery in accordance with 4300A Sensitive Systems Handbook
Incident Response and Reporting requirements. When notifying the Headquarters or Component SOC, the Contractor
shall also notify the Contracting Officer, COR, Headquarters or Component Privacy Officer, and US-CERT using the
contact information identified in the contract. If the incident is reported by phone or the Contracting Officer’s email
address is not immediately available, the Contractor shall contact the Contracting Officer immediately after reporting
the incident to the Headquarters or Component SOC. The Contractor shall not include any sensitive information in the
subject or body of any e-mail. To transmit sensitive information, the Contractor shall use FIPS 140-2 Security
Requirements for Cryptographic Modules compliant encryption methods to protect sensitive information in
attachments to email. Passwords shall not be communicated in the same email as the attachment. A sensitive
information incident shall not, by itself, be interpreted as evidence that the Contractor has failed to provide adequate
information security safeguards for sensitive information, or has otherwise failed to meet the requirements of the
contract.

If a sensitive information incident involves PII or SPII, in addition to the reporting requirements in 4300A Sensitive
Systems Handbook Incident Response and Reporting, Contractors shall also provide as many of the following data
elements that are available at the time the incident is reported, with any remaining data elements provided within 24
hours of submission of the initial incident report:

(i)  Data Universal Numbering System (DUNS);

(il))  Contract numbers affected unless all contracts by the company are affected,

(ii1) Facility CAGE code if the location of the event is different than the prime contractor location;

(iv) Point of contact (POC) if different than the POC recorded in the System for Award Management (address,
position, telephone, email);

(v)  Contracting Officer POC (address, telephone, email);

(vi) Contract clearance level;

(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor network;

(viii) Government programs, platforms or systems involved;

(ix) Location(s) of incident;

(x) Date and time the incident was discovered,

(xi) Server names where sensitive information resided at the time of the incident, both at the Contractor and
subcontractor level;

(xii) Description of the Government PII and/or SPII contained within the system;

(xiii) Number of people potentially affected and the estimate or actual number of records exposed and/or contained
within the system; and

(xiv) Any additional information relevant to the incident.

(g) Sensitive Information Incident Response Requirements.
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(1) All determinations related to sensitive information incidents, including response activities, notifications to affected
individuals and/or Federal agencies, and related services (e.g., credit monitoring) will be made in writing by the
Contracting Officer in consultation with the Headquarters or Component CIO and Headquarters or Component
Privacy Officer.

(2) The Contractor shall provide full access and cooperation for all activities determined by the Government to be
required to ensure an effective incident response, including providing all requested images, log files, and event
information to facilitate rapid resolution of sensitive information incidents.

(3) Incident response activities determined to be required by the Government may include, but are not limited to, the
following:

(i)  Inspections,

(i) Investigations,

(iii) Forensic reviews, and

(iv) Data analyses and processing.

(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies and/or third-party firms
to aid in incident response activities.

(h) Additional PII and/or SPII Notification Requirements.

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PII resided in the
Contractor IT system at the time of the sensitive information incident not later than 5 business days after being
directed to notify individuals, unless otherwise approved by the Contracting Officer. The method and content of any
notification by the Contractor shall be coordinated with, and subject to prior written approval by the Contracting
Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the DHS Privacy Incident
Handling Guidance. The Contractor shall not proceed with notification unless the Contracting Officer, in consultation
with the Headquarters or Component Privacy Officer, has determined in writing that notification is appropriate.

(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor regarding any
resulting notification, the notification method may consist of letters to affected individuals sent by first class mail,
electronic means, or general public notice, as approved by the Government. Notification may require the Contractor’s
use of address verification and/or address location services. At a minimum, the notification shall include:

(1) A brief description of the incident;

(i1)) A description of the types of PII and SPII involved;

(iii)) A statement as to whether the PII or SPII was encrypted or protected by other means;

(iv) Steps individuals may take to protect themselves;

(v)  What the Contractor and/or the Government are doing to investigate the incident, to mitigate the incident, and
to protect against any future incidents; and

(vi) Information identifying who individuals may contact for additional information.

(i) Credit Monitoring Requirements. In the event that a sensitive information incident involves PII or SPII, the Contractor may
be required to, as directed by the Contracting Officer:

(1) Provide notification to affected individuals as described above; and/or

(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor or resided in the
Contractor IT system at the time of the sensitive information incident for a period beginning the date of the incident
and extending not less than 18 months from the date the individual is notified. Credit monitoring services shall be
provided from a company with which the Contractor has no affiliation. At a minimum, credit monitoring services
shall include:

(i)  Triple credit bureau monitoring;
(i)  Daily customer service;
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(ii1)  Alerts provided to the individual for changes and fraud; and
(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or

(3) Establish a dedicated call center. Call center services shall include:

(i) A dedicated telephone number to contact customer service within a fixed period;

(i1)) Information necessary for registrants/enrollees to access credit reports and credit scores;

(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be handled by call center
staff and must be resolved by call center management or DHS, as appropriate), and other key metrics;

(iv) Escalation of calls that cannot be handled by call center staff to call center management or DHS, as
appropriate;

(v)  Customized FAQs, approved in writing by the Contracting Officer in coordination with the Headquarters or
Component Chief Privacy Officer; and

(vi) Information for registrants to contact customer service representatives and fraud resolution representatives for
credit monitoring assistance.

Certification of Sanitization of Government and Government-Activity-Related Files and Information. As part of contract
closeout, the Contractor shall submit the certification to the COR and the Contracting Officer following the template provided
in NIST Special Publication 800-88 Guidelines for Media Sanitization.

[End of Supplementary Terms and Conditions]
I1.31 INFORMATION TECHNOLOGY SECURITY AND PRIVACY TRAINING (MAR 2015)

Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter referred to
collectively as “Contractor”). The Contractor shall insert the substance of this clause in all subcontracts.

Security Training Requirements.

All users of Federal information systems are required by Title 5, Code of Federal Regulations, Part 930.301,Subpart C, as
amended, to be exposed to security awareness materials annually or whenever system security changes occur, or when the
user’s responsibilities change. The Department of Homeland Security (DHS) requires that Contractor employees take an
annual Information Technology Security Awareness Training course before accessing sensitive information under the
contract. Unless otherwise specified, the training shall be completed within thirty (30) days of contract award and be
completed on an annual basis thereafter not later than October31st of each year. Any new Contractor employees assigned to
the contract shall complete the training before accessing sensitive information under the contract. The training is accessible at
http://www.dhs.gov/dhs-security-andtraining-requirements-contractors. The Contractor shall maintain copies of training
certificates for all Contractor and subcontractor employees as a record of compliance. Unless otherwise specified, initial
training certificates for each Contractor and subcontractor employee shall be provided to the Contracting Officer’s
Representative (COR) not later than thirty (30) days after contract award. Subsequent training certificates to satisfy the annual
training requirement shall be submitted to the COR via e-mail notification not later than October31st of each year. The email
notification shall state the required training has been completed for all Contractor and subcontractor employees.

The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor that will have access to DHS
systems and sensitive information. The DHS Rules of Behavior shall be signed before accessing DHS systems and sensitive
information. The DHS Rules of Behavior is a document that informs users of their responsibilities when accessing DHS
systems and holds users accountable for actions taken while accessing DHS systems and using DHS Information Technology
resources capable of inputting, storing, processing, outputting, and/or transmitting sensitive information. The DHS Rules of
Behavior inaccessible

at http://www.dhs.gov/dhssecurity-and-training-requirements-contractors. Unless otherwise specified, the DHS Rules of
Behavior shall be signed within thirty (30) days of contract award. Any new Contractor employees assigned to the contract
shall also sign the DHS Rules of Behavior before accessing DHS systems and sensitive information. The Contractor shall
maintain signed copies of the DHS Rules of Behavior for all Contractor and subcontractor employees as a record of
compliance. Unless otherwise specified, the Contractor shall e-mail copies of the signed DHS Rules of Behavior to the COR
not later than thirty (30) days after contract award for each employee. The DHS Rules of Behavior will be reviewed annually
and the COR will provide notification when a review is required.
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Privacy Training Requirements. All Contractor and subcontractor employees that will have access to Personally Identifiable
Information (PII) and/or Sensitive PII (SPII) are required to take Privacy at DHS: Protecting Personal Information before
accessing PII and/or SPII. The training is accessible at http://www.dhs.gov/dhs-security-andtraining- requirements-
contractors. Training shall be completed within thirty (30) days of contract award and be completed on an annual basis
thereafter not later than October 31st of each year. Any new Contractor employees assigned to the contract shall also complete
the training before accessing PII and/or SPII. The Contractor shall maintain copies of training certificates for all Contractor
and subcontractor employees as a record of compliance.

Initial training certificates for each Contractor and subcontractor employee shall be provided to the COR not later than thirty
(30) days after contract award. Subsequent training certificates to satisfy the annual training requirement shall be submitted
to the COR via e-mail notification not later than October 3 1st of each year. The e-mail notification shall state the required
training has been completed for all Contractor and subcontractor employees.

[End of Supplementary Terms and Conditions]

SECTIONIII SOLICITATION PROVISIONS
111.1 52.204-7 SYSTEM FOR AWARD MANAGEMENT (OCT 2018)
II1.2 52.211-6 BRAND NAME OR EQUAL (AUG 1999)

IT1.3 52.229-11 TAX ON CERTAIN FOREIGN PROCUREMENTS—NOTICE AND REPRESENTATION (JUN
2020)

1114 52.250-2 SAFETY ACT COVERAGE NOT APPLICABLE (FEB 2009)
[End of Provision]

1115 52.204.24 REPRESENTATION REGARDING CERTAIN TELECOMMUNCATIONS AND VIDEO
SURVEILLANCE SERVICES OR EQUIPMENT (NOV 2021)

The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the Offeror has represented that it
"does not provide covered telecommunications equipment or services as a part of its offered products or services to the
Government in the performance of any contract, subcontract, or other contractual instrument" in paragraph (c)(1) in the
provision at 52.204-26, Covered Telecommunications Equipment or Services—Representation, or in paragraph (v)(2)(i) of the
provision at 52.212-3, Offeror Representations and Certifications-Commercial Products or Commercial Services. The Offeror
shall not complete the representation in paragraph (d)(2) of this provision if the Offeror has represented that it "does not use
covered telecommunications equipment or services, or any equipment, system, or service that uses covered telecommunications
equipment or services" in paragraph (c)(2) of the provision at 52.204-26, or in paragraph (v)(2)(ii) of the provision at 52.212-3.

(a) Definitions. As used in this provision—

Backhaul, covered telecommunications equipment or services, critical technology, interconnection arrangements, reasonable
inquiry, roaming, and substantial or essential component have the meanings provided in the clause 52.204-25, Prohibition on
Contracting for Certain Telecommunications and Video Surveillance Services or Equipment.

(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L.
115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring or obtaining, or extending or
renewing a contract to procure or obtain, any equipment, system, or service that uses covered telecommunications equipment or
services as a substantial or essential component of any system, or as critical technology as part of any system. Nothing in the
prohibition shall be construed to—

(1) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects to the facilities
of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(i1) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit visibility into any
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user data or packets that such equipment transmits or otherwise handles.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-
232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a contract or extending or
renewing a contract with an entity that uses any equipment, system, or service that uses covered telecommunications
equipment or services as a substantial or essential component of any system, or as critical technology as part of any system.
This prohibition applies to the use of covered telecommunications equipment or services, regardless of whether that use is in
performance of work under a Federal contract. Nothing in the prohibition shall be construed to—

(1) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects to the facilities
of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(i1) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit visibility into any
user data or packets that such equipment transmits or otherwise handles.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM)
( https://www.sam.gov) for entities excluded from receiving federal awards for "covered telecommunications equipment or
services".

(d) Representation. The Offeror represents that—

(1) It o will, o will not provide covered telecommunications equipment or services to the Government in the performance of
any contract, subcontract or other contractual instrument resulting from this solicitation. The Offeror shall provide the additional
disclosure information required at paragraph (e)(1) of this section if the Offeror responds "will" in paragraph (d)(1) of this
section; and

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror represents that—

It o does, o0 does not use covered telecommunications equipment or services, or use any equipment, system, or service that
uses covered telecommunications equipment or services. The Offeror shall provide the additional disclosure information
required at paragraph (e)(2) of this section if the Offeror responds "does" in paragraph (d)(2) of this section.

(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror has responded "will" in
the representation in paragraph (d)(1) of this provision, the Offeror shall provide the following information as part of the offer:
(1) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity identifier,
CAGE code, and whether the entity was the original equipment manufacturer (OEM) or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model number, such as OEM
number, manufacturer part number, or wholesaler number; and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to determining
if such use would be permissible under the prohibition in paragraph (b)(1) of this provision.

(i1) For covered services—

(A) If the service is related to item maintenance: A description of all covered telecommunications services offered
(include on the item being maintained: Brand; model number, such as OEM number, manufacturer part number, or
wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the service being provided; and explanation
of the proposed use of covered telecommunications services and any factors relevant to determining if such use would be

permissible under the prohibition in paragraph (b)(1) of this provision.
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(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has responded "does" in the
representation in paragraph (d)(2) of this provision, the Offeror shall provide the following information as part of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity identifier,
CAGE code, and whether the entity was the OEM or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model number, such as OEM
number, manufacturer part number, or wholesaler number; and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to determining
if such use would be permissible under the prohibition in paragraph (b)(2) of this provision.

(ii) For covered services—

(A) If the service is related to item maintenance: A description of all covered telecommunications services offered
(include on the item being maintained: Brand; model number, such as OEM number, manufacturer part number, or
wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided; and explanation of the proposed use of
covered telecommunications services and any factors relevant to determining if such use would be permissible under the
prohibition in paragraph (b)(2) of this provision.

[End of Provision]

I11.6 52.204.26 COVERED TELECOMMUNICATIONS EQUIPMENT OR SERVICES-REPRESENTATION
(OCT 2020)

a) Definitions. As used in this provision, "covered telecommunications equipment or services" and "reasonable inquiry"
have the meaning provided in the clause 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment.

(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM) (
https://www.sam.gov) for entities excluded from receiving federal awards for "covered telecommunications equipment or
services".

(c) (1) Representation. The Offeror represents that it o does, 0 does not provide covered telecommunications equipment or
services as a part of its offered products or services to the Government in the performance of any contract, subcontract, or
other contractual instrument.

(2) After conducting a reasonable inquiry for purposes of this representation, the offeror represents that it o does, o does
not use covered telecommunications equipment or services, or any equipment, system, or service that uses covered
telecommunications equipment or services.

(End of provision)

I11.7 52.212-3 OFFEROR REPRESENTATIONS AND CERTIFICATIONS COMMERCIAL PRODUCTS
AND COMMERCIAL SERVICES (OCT 2022)

The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the annual representations and
certification electronically in the System for Award Management (SAM) accessed through https://www.sam.gov. If the
Offeror has not completed the annual representations and certifications electronically, the Offeror shall complete only
paragraphs (c) through (v) of this provision.

(a) Definitions. As used in this provision—
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"Covered telecommunications equipment or services" has the meaning provided in the clause 52.204-25, Prohibition on
Contracting for Certain Telecommunications and Video Surveillance Services or Equipment.

Economically disadvantaged women-owned small business (EDWOSB) concern means a small business concern that is at
least 51 percent directly and unconditionally owned by, and the management and daily business operations of which are
controlled by, one or more women who are citizens of the United States and who are economically disadvantaged in
accordance with 13 CFR part 127, and the concern is certified by SBA or an approved third-party certifier in accordance with
13 CFR 127.300. It automatically qualifies as a women-owned small business eligible under the WOSB Program.

Forced or indentured child labor means all work or service—

(1) Exacted from any person under the age of 18 under the menace of any penalty for its nonperformance and for which the
worker does not offer himself voluntarily; or

(2) Performed by any person under the age of 18 pursuant to a contract the enforcement of which can be accomplished by
process or penalties.

Highest-level owner means the entity that owns or controls an immediate owner of the offeror, or that owns or controls one or
more entities that control an immediate owner of the offeror. No entity owns or exercises control of the highest level owner.

Immediate owner means an entity, other than the offeror, that has direct control of the offeror. Indicators of control include,
but are not limited to, one or more of the following: ownership or interlocking management, identity of interests among family

members, shared facilities and equipment, and the common use of employees.

Inverted domestic corporation, means a foreign incorporated entity that meets the definition of an inverted domestic
corporation under 6 U.S.C. 395(b), applied in accordance with the rules and definitions of 6 U.S.C. 395(c).

Manufactured end product means any end product in product and service codes (PSCs) 1000-9999, except—

(1) PSC 5510, Lumber and Related Basic Wood Materials;

(2) Product or Service Group (PSG) 87, Agricultural Supplies;

(3) PSG 88, Live Animals;

(4) PSG 89, Subsistence;

(5) PSC 9410, Crude Grades of Plant Materials;

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible;

(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products;

(8) PSC 9610, Ores;

(9) PSC 9620, Minerals, Natural and Synthetic; and

(10) PSC 9630, Additive Metal Materials.

Place of manufacture means the place where an end product is assembled out of components, or otherwise made or processed
from raw materials into the finished product that is to be provided to the Government. If a product is disassembled and

reassembled, the place of reassembly is not the place of manufacture.

Predecessor means an entity that is replaced by a successor and includes any predecessors of the predecessor.
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Reasonable inquiry has the meaning provided in the clause 52.204-25, Prohibition on Contracting for Certain
Telecommunications and Video Surveillance Services or Equipment.

Restricted business operations means business operations in Sudan that include power production activities, mineral extraction
activities, oil-related activities, or the production of military equipment, as those terms are defined in the Sudan Accountability
and Divestment Act of 2007 (Pub. L. 110-174). Restricted business operations do not include business operations that the
person (as that term is defined in Section 2 of the Sudan Accountability and Divestment Act of 2007) conducting the business
can demonstrate—

(1) Are conducted under contract directly and exclusively with the regional government of southern Sudan;

(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in the Department of the
Treasury, or are expressly exempted under Federal law from the requirement to be conducted under such authorization;

(3) Consist of providing goods or services to marginalized populations of Sudan;

(4) Consist of providing goods or services to an internationally recognized peacekeeping force or humanitarian organization;
(5) Consist of providing goods or services that are used only to promote health or education; or

(6) Have been voluntarily suspended. "Sensitive technology"—

Sensitive technology—

(1) Means hardware, software, telecommunications equipment, or any other technology that is to be used specifically—

(1) To restrict the free flow of unbiased information in Iran; or

(i1) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and

(2) Does not include information or informational materials the export of which the President does not have the authority to
regulate or prohibit pursuant to section 203(b)(3)of the International Emergency Economic Powers Act (50 U.S.C.
1702(b)(3)).

Service-disabled veteran-owned small business concern—

(1) Means a small business concern—

(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of any publicly owned
business, not less than 51 percent of the stock of which is owned by one or more service-disabled veterans; and

(i1) The management and daily business operations of which are controlled by one or more service-disabled veterans or, in the
case of a service-disabled veteran with permanent and severe disability, the spouse or permanent caregiver of such veteran.

(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is service connected, as
defined in 38 U.S.C. 101(16).

Small business concern—

(1) Means a concern, including its affiliates, that is independently owned and operated, not dominant in its field of operation,
and qualified as a small business under the criteria in 13 CFR part 121 and size standards in this solicitation.

(2) Affiliates, as used in this definition, means business concerns, one of whom directly or indirectly controls or has the power
to control the others, or a third party or parties control or have the power to control the others. In determining whether
affiliation exists, consideration is given to all appropriate factors including common ownership, common management, and
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contractual relationships. SBA determines affiliation based on the factors set forth at 13 CFR 121.103.

Small disadvantaged business concern, consistent with13 CFR 124.1002, means a small business concern under the size
standard applicable to the acquisition, that—

(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by—

(1) One or more socially disadvantaged (as defined at13 CFR 124.103) and economically disadvantaged (as defined at 13 CFR
124.104) individuals who are citizens of the United States; and

(i1) Each individual claiming economic disadvantage has a net worth not exceeding $750,000 after taking into account the
applicable exclusions set forth at 13 CFR124.104(c)(2); and

(2) The management and daily business operations of which are controlled (as defined at 13.CFR 124.106) by individuals,
who meet the criteria in paragraphs (1)(i) and (ii) of this definition.

Subsidiary means an entity in which more than 50 percent of the entity is owned—

(1) Directly by a parent corporation; or

(2) Through another subsidiary of a parent corporation

Successor means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of the
predecessor under a new name (often through acquisition or merger). The term "successor" does not include new
offices/divisions of the same company or a company that only changes its name. The extent of the responsibility of the
successor for the liabilities of the predecessor may vary, depending on State law and specific circumstances.

Veteran-owned small business concern means a small business concern—

(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 U.S.C. 101(2)) or, in the case of any
publicly owned business, not less than 51 percent of the stock of which is owned by one or more veterans; and

(2) The management and daily business operations of which are controlled by one or more veterans.

Women-owned business concern means a concern which is at least 51 percent owned by one or more women; or in the case of
any publicly owned business, at least 51 percent of its stock is owned by one or more women; and whose management and
daily business operations are controlled by one or more women

Women-owned small business concern means a small business concern—

(1) That is at least 51 percent owned by one or more women; or, in the case of any publicly owned business, at least51 percent
of the stock of which is owned by one or more women; and

(2) Whose management and daily business operations are controlled by one or more women.

Women-owned small business (WOSB) concern eligible under the WOSB Program (in accordance with 13 CFR part 127),
means a small business concern that is at least 51 percent directly and unconditionally owned by, and the management and
daily business operations of which are controlled by, one or more women who are citizens of the United States, and the
concern is certified by SBA or an approved third-party certifier in accordance with 13 CFR 127.300.

(b) (1) Annual Representations and Certifications. Any changes provided by the Offeror in paragraph (b)(2) of this provision
do not automatically change the representations and certifications in SAM.

(2) The offeror has completed the annual representations and certifications electronically in SAM accessed through
http://www.sam.gov. After reviewing SAM information, the Offeror verifies by submission of this offer that the
representations and certifications currently posted electronically at FAR 52.212-3, Offeror Representations and Certifications-
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Commercial Products and Commercial Services, have been entered or updated in the last 12 months, are current, accurate,
complete, and applicable to this solicitation (including the business size standard(s) applicable to the NAICS code(s)

referenced for this solicitation), at the time this offer is submitted and are incorporated in this offer by reference (see FAR
4.1201), except for paragraphs

[Offeror to identify the applicable paragraphs at (c) through (v) of this provision that the offeror has completed for the
purposes of this solicitation only, if any.

These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, accurate, and
complete as of the date of this offer.

Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the
representations and certifications posted electronically on SAM.]

(c) Offerors must complete the following representations when the resulting contract is for supplies to be delivered or services
to be performed in the United States or its outlying areas, or when the contracting officer has applied part 19 in accordance
with 19.000(b)(1)(ii). Check all that apply.

(1) Small business concern.
(1) The offeror represents as part of its offer that it o is, O is not a small business concern; or

(i1) It o is, O is not a small business joint venture that complies with the requirements of 13 CFR 121.103(h) and 13 CFR
125.8(a) and (b).
[The offeror shall enter the name and unique entity identifier of each party to the joint venture: [ |

(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business concern in
paragraph (c)(1) of this provision.] The offeror represents as part of its offer that it o is, O is not a veteran-owned small
business concern.

(3) Service-disabled veteran-owned small business concern. [Complete only if the offeror represented itself as a veteran-
owned small business concern in paragraph (c)(2) of this provision.]

(1) The offeror represents as part of its offer that it O is, O is not a service-disabled veteran-owned small business concern; or

(i) it o is, O is not a joint venture that complies with the requirements of 13 CFR 125.18(b)(1) and (2). [ The offeror shall enter
the name and unique entity identifier of each party to the joint venture: [] Each service-disabled veteran-owned small business
concern participating in the joint venture shall provide representation of its service-disabled veteran-owned small business
concern status.

(4) Small disadvantaged business concern. [Complete only if the offeror represented itself as a small business concern in
paragraph (c)(1) of this provision.] The offeror represents, that it o is, 0O is not a small disadvantaged business concern as
defined in 13 CFR124.1002.

(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business concern in
paragraph (c)(1) of this provision.] The offeror represents that it o is, O is not a women-owned small business concern.

(6) WOSB joint venture eligible under the WOSB Program. The offeror represents that it O is, O is not a joint venture that
complies with the requirements of 13 CFR 127.506(a) through (c).
[The offeror shall enter the name and unique entity identifier of each party to the joint venture:| .

(7) Economically disadvantaged women-owned small business (EDWOSB) joint venture. The offeror represents that it O is, O
is not a joint venture that complies with the requirements of 13 CFR 127.506(a) through (c).
[The offeror shall enter the name and unique entity identifier of each party to the joint venture:[ ]

Note to Paragraphs (¢)(8) and (9):
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Complete paragraphs (¢)(8) and (9) only if this solicitation is expected to exceed the simplified acquisition threshold.

(8) Women-owned business concern (other than small business concern). [Complete only if the offeror is a women-owned
business concern and did not represent itself as a small business concern in paragraph (c¢)(1) of this provision.] The offeror
represents that it O is a women-owned business concern.

(9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small business offerors may identify the
labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror or first-tier
subcontractors) amount to more than 50 percent of the contract price:

(10) HUBZone small business concern. [Complete only if the offeror represented itself as a small business concern in
paragraph (c)(1) of this provision.] The offeror represents, as part of its offer, that —

(1) It o is, o is not a HUBZone small business concern listed, on the date of this representation, as having been certified by
SBA as a HUBZone small business concern in the Dynamic Small Business Search and SAM, and will attempt to maintain an
employment rate of HUBZone residents of 35 percent of its employees during performance of a HUBZone contract (see 13
CFR 126.200(e)(1)); or

(i1) It o is, o0 is a HUBZone joint venture that complies with the requirements of 13 CFR 126.616(a) through (c).

[The offeror shall enter the name and unique entity identifier of each party to the joint venture: [ ]

Each HUBZone small business concern participating in the HUBZone joint venture shall provide representation of its
HUBZone status.

(d) Representations required to implement provisions of Executive Order 11246- (1) Previous contracts and compliance. The
offeror represents that-

(i) It o has, O has not participated in a previous contract or subcontract subject to the Equal Opportunity clause of this
solicitation; and

(i1) It o has, O has not filed all required compliance reports.
(2) Affirmative Action Compliance. The offeror represents that-

(i) It o has developed and has on file, 0 has not developed and does not have on file, at each establishment, affirmative action
programs required by rules and regulations of the Secretary of Labor (41 CFR parts 60-1 and 60-2), or

(i1) It o has not previously had contracts subject to the written affirmative action programs requirement of the rules and
regulations of the Secretary of Labor.

(e) Certification Regarding Payments to Influence Federal Transactions (31 http://uscode.house.gov/ U.S.C. 1352). (Applies
only if the contract is expected to exceed $150,000.) By submission of its offer, the offeror certifies to the best of its
knowledge and belief that no Federal appropriated funds have been paid or will be paid to any person for influencing or
attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress or
an employee of a Member of Congress on his or her behalf in connection with the award of any resultant contract. If any
registrants under the Lobbying Disclosure Act of 1995 have made a lobbying contact on behalf of the offeror with respect to
this contract, the offeror shall complete and submit, with its offer, OMB Standard Form LLL, Disclosure of Lobbying
Activities, to provide the name of the registrants. The offeror need not report regularly employed officers or employees of the
offeror to whom payments of reasonable compensation were made.

(f) Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation (FAR) 52.225-1, Buy American-
Supplies, is included in this solicitation.)

(1) (i) The Offeror certifies that each end product, except those listed in paragraph ()(2) of this provision, is a domestic end
product and that each domestic end product listed in paragraph (f)(3) of this provision contains a critical component.

(i1) The Offeror shall list as foreign end products those end products manufactured in the United States that do not qualify as
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domestic end products. For those foreign end products that do not consist wholly or predominantly of iron or steel or a
combination of both, the Offeror shall also indicate whether these foreign end products exceed 55 percent domestic content,
except for those that are COTS items. If the percentage of the domestic content is unknown, select ‘‘no”’.

(iii) The Offeror shall separately list the line item numbers of domestic end products that contain a critical component (see
FAR 25.105).

(iv) The terms ‘‘commercially available off-the shelf (COTS) item,’” “‘critical component,”” ‘‘domestic end product,” "end
product," "foreign end product,”" and "United States" are defined in the clause of this solicitation entitled "Buy American-

Supplies."

(2) Foreign End Products:

Line Item Number Country of Origin Exceeds 55% domestic content
(yes/no)

[List as necessary]
(3) The Government will evaluate offers in accordance with the policies and procedures of FAR part 25.

(g) (1) Buy American-Free Trade Agreements-Israeli Trade Act Certificate. (Applies only if the clause at FAR 52.225-3, Buy
American-Free Trade Agreements-Israeli Trade Act, is included in this solicitation.)

(1) (A) The Offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or (iii) of this provision, is a
domestic end product and that each domestic end product listed in paragraph (g)(1)(iv) of this provision contains a critical
component.

(B) The terms "Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end product,”” ‘‘commercially available off-the-shelf
(COTS) item,”” ““critical component,’” ‘‘domestic end product, "end product," "foreign end product," "Free Trade Agreement
country," "Free Trade Agreement country end product," "Israeli end product," and "United States" are defined in the clause of
this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act."

(i1) The Offeror certifies that the following supplies are Free Trade Agreement country end products (other than Bahrainian,
Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end products as defined in the clause of this solicitation

entitled "Buy American-Free Trade Agreements-Israeli Trade Act."

Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian End
Products) or Israeli End Products:

Line Item No. Country of Origin

Line Item No. Country of Origin

[List as necessary]

(iii) The Offeror shall list those supplies that are foreign end products (other than those listed in paragraph (g)(1)(ii) of this
provision) as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act." The
Offeror shall list as other foreign end products those end products manufactured in the United States that do not qualify as
domestic end products. For those foreign end products that do not consist wholly or predominantly of iron or steel or a
combination of both, the Offeror shall also indicate whether these foreign end products exceed 55 percent domestic content,
except for those that are COTS items. If the percentage of the domestic content is unknown, select ‘‘no’’.
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Other Foreign End Products

Line Item Number Country of Origin Exceeds 55% domestic content
(yes/no)

[List as necessary]

(iv) The Offeror shall list the line item numbers of domestic end products that contain a critical component (see FAR 25.105).
Line Item No. [ ]

[List as necessary]

(v) The Government will evaluate offers in accordance with the policies and procedures of FAR part 25.

(2) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate I. If Alternate I to the clause at FAR
52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic

provision:

(g)(1)(ii) The offeror certifies that the following supplies are Canadian end products as defined in the clause of this solicitation
entitled "Buy American-Free Trade Agreements-Israeli Trade Act":

Canadian End Products:

Line Item No.

[List as necessary]
(3) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate II. If Alternate II to the clause at FAR
52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic

provision:

(g)(1)(i1) The offeror certifies that the following supplies are Canadian end products or Isracli end products as defined in the
clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act":

Canadian or Israeli End Products:

Line Item No. Country of Origin

[List as necessary]

(4) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate III. If Alternate III to the clause at 52.225-3
is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision:

(g)(1)(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other than

Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end products as defined in the clause
of this solicitation entitled "Buy American-Free Trade Agreements-Isracli Trade Act":
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Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or Peruvian
End Products) or Israeli End Products:

Line Item No. Country of Origin

Line Item No. Country of Origin

[List as necessary]

(5) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included in this
solicitation.)

(i) The offeror certifies that each end product, except those listed in paragraph (g)(5)(ii) of this provision, is a U.S.-made or
designated country end product, as defined in the clause of this solicitation entitled "Trade Agreements."

(i1) The offeror shall list as other end products those end products that are not U.S.-made or designated country end products.

Other End Products:

Line Item No. Country of Origin

Line Item No. Country of Origin

[List as necessary]

(iii) The Government will evaluate offers in accordance with the policies and procedures of FAR part 25. For line items
covered by the WTO GPA, the Government will evaluate offers of U.S.-made or designated country end products without
regard to the restrictions of the Buy American statute. The Government will consider for award only offers of U.S.-made or
designated country end products unless the Contracting Officer determines that there are no offers for such products or that the
offers for such products are insufficient to fulfill the requirements of the solicitation.

(h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if the contract value is expected to
exceed the simplified acquisition threshold.) The offeror certifies, to the best of its knowledge and belief, that the offeror
and/or any of its principals—

(1) o Are, O are not presently debarred, suspended, proposed for debarment, or declared ineligible for the award of contracts
by any Federal agency;

(2) o Have, o0 have not, within a three-year period preceding this offer, been convicted of or had a civil judgment rendered
against them for: commission of fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing
a Federal, state or local government contract or subcontract; violation of Federal or state antitrust statutes relating to the
submission of offers; or commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making
false statements, tax evasion, violating Federal criminal tax laws, or receiving stolen property;

(3) o Are, O are not presently indicted for, or otherwise criminally or civilly charged by a Government entity with,
commission of any of these offenses enumerated in paragraph (h)(2) of this clause; and

(4) o Have, o have not, within a three-year period preceding this offer, been notified of any delinquent Federal taxes in an
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amount that exceeds the threshold at 9.104-5(a)(2) for which the liability remains unsatisfied.

(i) Taxes are considered delinquent if both of the following criteria apply:

(A) The tax liability is finally determined. The liability is finally determined if it has been assessed. A liability is not finally
determined if there is a pending administrative or judicial challenge. In the case of a judicial challenge to the liability, the
liability is not finally determined until all judicial appeal rights have been exhausted.

(B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to pay the tax liability
when full payment was due and required. A taxpayer is not delinquent in cases where enforced collection action is precluded.

(i1) Examples.

(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the taxpayer to seek Tax
Court review of a proposed tax deficiency. This is not a delinquent tax because it is not a final tax liability. Should the
taxpayer seek Tax Court review, this will not be a final tax liability until the taxpayer has exercised all judicial appeal rights.

(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, and the taxpayer has been issued a
notice under [.LR.C. §6320 entitling the taxpayer to request a hearing with the IRS Office of Appeals contesting the lien filing,
and to further appeal to the Tax Court if the IRS determines to sustain the lien filing. In the course of the hearing, the taxpayer
is entitled to contest the underlying tax liability because the taxpayer has had no prior opportunity to contest the liability. This
is not a delinquent tax because it is not a final tax liability. Should the taxpayer seek tax court review, this will not be a final
tax liability until the taxpayer has exercised all judicial appeal rights.

(C) The taxpayer has entered into an installment agreement pursuant to .LR.C. §6159. The taxpayer is making timely payments
and is in full compliance with the agreement terms. The taxpayer is not delinquent because the taxpayer is not currently
required to make full payment.

(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because enforced collection action is
stayed under 11 U.S.C. §362 (the Bankruptcy Code).

(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). [The Contracting
Officer must list in paragraph (i)(1) any end products being acquired under this solicitation that are included in the List of

Products Requiring Contractor Certification as to Forced or Indentured Child Labor, unless excluded at 22.1503(b).]

(1) Listed end products.

Listed End Product Listed Country of Origin

(2) Certification. [If the Contracting Officer has identified end products and countries of origin in paragraph (i)(1) of this
provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(ii) by checking the appropriate block.]

(1) The offeror will not supply any end product listed in paragraph (i)(1) of this provision that was mined, produced, or
manufactured in the corresponding country as listed for that product.

(i1) The offeror may supply an end product listed in paragraph (i)(1) of this provision that was mined, produced, or
manufactured in the corresponding country as listed for that product. The offeror certifies that it has made a good faith effort
to determine whether forced or indentured child labor was used to mine, produce, or manufacture any such end product
furnished under this contract. On the basis of those efforts, the offeror certifies that it is not aware of any such use of child
labor.

(j) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisition of manufactured end
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products.) For statistical purposes only, the offeror shall indicate whether the place of manufacture of the end products it
expects to provide in response to this solicitation is predominantly-

(1) o In the United States (Check this box if the total anticipated price of offered end products manufactured in the United
States exceeds the total anticipated price of offered end products manufactured outside the United States); or

(2) o0 Outside the United States.

(k) Certificates regarding exemptions from the application of the Service Contract Labor Standards (Certification by the
offeror as to its compliance with respect to the contract also constitutes its certification as to compliance by its subcontractor if
it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if paragraph (k)(1) or (k)(2)

applies.]

(1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-4(c)(1). The offeror o does o does
not certify that—

(i) The items of equipment to be serviced under this contract are used regularly for other than Governmental purposes and are
sold or traded by the offeror (or subcontractor in the case of an exempt subcontract) in substantial quantities to the general
public in the course of normal business operations;

(i1) The services will be furnished at prices which are, or are based on, established catalog or market prices (see FAR 22.1003-
4(c)(2)(i1)) for the maintenance, calibration, or repair of such equipment; and

(ii1) The compensation (wage and fringe benefits) plan for all service employees performing work under the contract will be
the same as that used for these employees and equivalent employees servicing the same equipment of commercial customers.

(2) Certain services as described in FAR 22.1003-4(d)(1). The offeror o does o does not certify that-

(1) The services under the contract are offered and sold regularly to non-Governmental customers, and are provided by the
offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial quantities in the course of
normal business operations;

(i1) The contract services will be furnished at prices that are, or are based on, established catalog or market prices (see FAR
22.1003-4(d)(2)(ii1));

(ii1) Each service employee who will perform the services under the contract will spend only a small portion of his or her time
(a monthly average of less than 20 percent of the available hours on an annualized basis, or less than 20 percent of available
hours during the contract period if the contract period is less than a month) servicing the Government contract; and

(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the contract is the
same as that used for these employees and equivalent employees servicing commercial customers.

(3) If paragraph (k)(1) or (k)(2) of this clause applies—

(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the Contracting Officer did not attach a
Service Contract Labor Standards wage determination to the solicitation, the offeror shall notify the Contracting Officer as
soon as possible; and

(i1) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the certification in paragraph
(k)(1) or (k)(2) of this clause or to contact the Contracting Officer as required in paragraph (k)(3)(i) of this clause.

(1) Taxpayer Identification Number (TIN) ( 26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable if the offeror is required to
provide this information to the SAM to be eligible for award.)

(1) All offerors must submit the information required in paragraphs (1)(3) through (1)(5) of this provision to comply with debt
collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, and
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implementing regulations issued by the Internal Revenue Service (IRS).

(2) The TIN may be used by the Government to collect and report on any delinquent amounts arising out of the offeror’s
relationship with the Government ( 31 U.S.C. 7701(¢c)(3)). If the resulting contract is subject to the payment reporting
requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS records to verify the accuracy of
the offeror’s TIN.

(3) Taxpayer Identification Number (TIN).

TIN:

TIN has been applied for.

TIN is not required because:

Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have income effectively connected with
the conduct of a trade or business in the United States and does not have an office or place of business or a fiscal paying agent
in the United States;

Offeror is an agency or instrumentality of a foreign government;

Offeror is an agency or instrumentality of the Federal Government.

(4) Type of organization.

Sole proprietorship;

Partnership;

Corporate entity (not tax-exempt);

Corporate entity (tax-exempt);

Government entity (Federal, State, or local);

Foreign government;

International organization per 26 CFR1.6049-4;

Other

(5) Common parent.
Offeror is not owned or controlled by a common parent;
Name and TIN of common parent:

Name

TIN

(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does not conduct
any restricted business operations in Sudan.

(n) Prohibition on Contracting with Inverted Domestic Corporations. (1) Government agencies are not permitted to use
appropriated (or otherwise made available) funds for contracts with either an inverted domestic corporation, or a subsidiary of
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an inverted domestic corporation, unless the exception at 9.108-2(b) applies or the requirement is waived in accordance with
the procedures at 9.108-4.

(2) Representation. The Offeror represents that—

(i) It o is, O is not an inverted domestic corporation; and

(i1) It o is, O is not a subsidiary of an inverted domestic corporation.

(o) Prohibition on contracting with entities engaging in certain activities or transactions relating to Iran. (1) The offeror shall e-
mail questions concerning sensitive technology to the Department of State at CISADA106@state.gov.

(2) Representation and Certifications. Unless a waiver is granted or an exception applies as provided in paragraph (0)(3) of
this provision, by submission of its offer, the offeror-

(i) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive technology to the
government of Iran or any entities or individuals owned or controlled by, or acting on behalf or at the direction of, the

government of Iran;

(i1) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any activities for which
sanctions may be imposed under section 5 of the Iran Sanctions Act; and

(iii) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly engage in any
transaction that exceeds the threshold at FAR 25.703-2(a)(2) with Iran’s Revolutionary Guard Corps or any of its officials,
agents, or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency
Economic Powers Act (et seq.) (see OFAC’s Specially Designated Nationals and Blocked Persons List at
https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx).

(3) The representation and certification requirements of paragraph (0)(2) of this provision do not apply if-

(i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a comparable agency provision); and

(i1) The offeror has certified that all the offered products to be supplied are designated country end products.

(p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement to be registered in SAM or a
requirement to have a unique entity identifier in the solicitation).

(1) The Offeror represents that it 0 has or o does not have an immediate owner. If the Offeror has more than one immediate
owner (such as a joint venture), then the Offeror shall respond to paragraph (2) and if applicable, paragraph (3) of this
provision for each participant in the joint venture.

(2) If the Offeror indicates "has" in paragraph (p)(1) of this provision, enter the following information:

Immediate owner CAGE code:

Immediate owner legal name:

(Do not use a "doing business as" name)
Is the immediate owner owned or controlled by another entity: 0 Yes or o No.

(3) If the Offeror indicates "yes" in paragraph (p)(2) of this provision, indicating that the immediate owner is owned or
controlled by another entity, then enter the following information:

Highest-level owner CAGE code:
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Highest-level owner legal name:

(Do not use a "doing business as" name)
(q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction under any Federal Law.

(1) As required by sections 744 and 745 of Division E of the Consolidated and Further Continuing Appropriations Act, 2015
(Pub. L. 113-235), and similar provisions, if contained in subsequent appropriations acts, The Government will not enter into a
contract with any corporation that—

(i) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative remedies have been
exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an agreement with the authority
responsible for collecting the tax liability, where the awarding agency is aware of the unpaid tax liability, unless an agency has
considered suspension or debarment of the corporation and made a determination that suspension or debarment is not
necessary to protect the interests of the Government; or

(i) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, where the awarding
agency is aware of the conviction, unless an agency has considered suspension or debarment of the corporation and made a
determination that this action is not necessary to protect the interests of the Government.

(2) The Offeror represents that—

(i) It is O is not O a corporation that has any unpaid Federal tax liability that has been assessed, for which all judicial and
administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an
agreement with the authority responsible for collecting the tax liability; and

(i1) It is o is not O a corporation that was convicted of a felony criminal violation under a Federal law within the preceding 24
months.

(r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-16, Commercial and Government
Entity Code Reporting.)

(1) The Offeror represents that it O is or O is not a successor to a predecessor that held a Federal contract or grant within the
last three years.

(2) If the Offeror has indicated "is" in paragraph (r)(1) of this provision, enter the following information for all predecessors
that held a Federal contract or grant within the last three years (if more than one predecessor, list in reverse chronological
order):

Predecessor CAGE code: (or mark "Unknown").
Predecessor legal name:

(Do not use a "doing business as" name).

(s) [Reserved].

(t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all solicitations that require offerors to
register in SAM ( 12.301(d)(1)).

(1) This representation shall be completed if the Offeror received $7.5 million or more in contract awards in the prior Federal
fiscal year. The representation is optional if the Offeror received less than $7.5 million in Federal contract awards in the prior
Federal fiscal year.

(2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. (i) The Offeror (itself or through its
immediate owner or highest-level owner) o does, 0 does not publicly disclose greenhouse gas emissions, i.e., makes available
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on a publicly accessible website the results of a greenhouse gas inventory, performed in accordance with an accounting
standard with publicly available and consistently applied criteria, such as the Greenhouse Gas Protocol Corporate Standard.

(i1) The Offeror (itself or through its immediate owner or highest-level owner) o does, o0 does not publicly disclose a
quantitative greenhouse gas emissions reduction goal, i.e., make available on a publicly accessible website a target to reduce
absolute emissions or emissions intensity by a specific quantity or percentage.

(iii) A publicly accessible website includes the Offeror's own website or a recognized, third-party greenhouse gas emissions
reporting program.

(3) If the Offeror checked "does" in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, respectively, the Offeror shall provide
the publicly accessible website(s) where greenhouse gas emissions and/or reduction goals are reported:

(u) (1) In accordance with section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations
Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing
resolutions), Government agencies are not permitted to use appropriated (or otherwise made available) funds for contracts
with an entity that requires employees or subcontractors of such entity seeking to report waste, fraud, or abuse to sign internal
confidentiality agreements or statements prohibiting or otherwise restricting such employees or subcontractors from lawfully
reporting such waste, fraud, or abuse to a designated investigative or law enforcement representative of a Federal department
or agency authorized to receive such information.

(2) The prohibition in paragraph (u)(1) of this provision does not contravene requirements applicable to Standard Form 312
(Classified Information Nondisclosure Agreement), Form 4414 (Sensitive Compartmented Information Nondisclosure
Agreement), or any other form issued by a Federal department or agency governing the nondisclosure of classified
information.

(3) Representation. By submission of its offer, the Offeror represents that it will not require its employees or subcontractors to
sign or comply with internal confidentiality agreements or statements prohibiting or otherwise restricting such employees or
subcontractors from lawfully reporting waste, fraud, or abuse related to the performance of a Government contract to a
designated investigative or law enforcement representative of a Federal department or agency authorized to receive such
information (e.g., agency Office of the Inspector General).

(v) Covered Telecommunications Equipment or Services-Representation. Section 889(a)(1)(A) and section 889 (a)(1)(B) of
Public Law 115-232.

(1) The Offeror shall review the list of excluded parties in the System for Award Management (SAM) ( https://www.sam.gov)
for entities excluded from receiving federal awards for "covered telecommunications equipment or services".

(2) The Offeror represents that—

(i) Ito does, o does not provide covered telecommunications equipment or services as a part of its offered products or services
to the Government in the performance of any contract, subcontract, or other contractual instrument.

(i1) After conducting a reasonable inquiry for purposes of this representation, that it o does, o0 does not use covered
telecommunications equipment or services, or any equipment, system, or service that uses covered telecommunications
equipment or services.
[End of Provision]
I11.8 52.216-1 TYPE OF CONTRACT (APR 1984)
This is an indefinite delivery indefinite quantity (IDIQ) contract with firm-fixed price task orders.

[End of Provision]

I1I1.9 NOTICE OF BRAND NAME OR EQUAL (OCT 2007)
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111.10 ADDENDUM TO NOTICE OF BRAND NAME OR EQUAL (OCT 2007)

Definition: As used in this provision, the term "brand name" includes identification of products by make and model number.
If items called for by this solicitation have been identified by a "brand name" description, such identification is intended to be
descriptive, but not restrictive.

a)This solicitation contains the provision FAR 52.211-6 "Brand Name or Equal" in Section III Solicitation Provisions.
Offerors are cautioned to comply with the requirements of this provision.

b) Offerors proposing "equal” products (including products of the brand name manufacturer other than the one described by
brand name) will be considered for award if such products are clearly identified in the offer and are determined by the
Government to meet fully the salient characteristics requirements set forth in Section C.1.5. Web-Based Tracking System/
Computerized Maintenance Management System (CMMS) on Page 14-15 of 70B01C23R0000001 Attachment 5-
Performance Work Statement.

¢) If the Offeror proposes to furnish an "equal" product, the brand name, if any, and model number of the product to be
furnished shall be inserted in response to Question #13 of 70B01C23R0000001 Attachment 9a- Prior Experience Form and
also included with the Offeror’s description of its experience with and capability to utilize a Computerized Maintenance
Management System (CMMS) under Factor 1-Technical Approach -Subfactor B-Prior Experience on Page 55 of the RFP.
Unless the offeror clearly indicates in its offer that it is proposing an "equal" product, its offer shall be considered as offering
the brand name product referenced in Section C.1.5. Web-Based Tracking System/ Computerized Maintenance Management
System (CMMS) on Page 14 of 70B01C23R0000001 Attachment 5-Performance Work Statement.

[End of Supplementary Terms and Conditions]
I11.11 AGENCY LEVEL PROTEST NOTICE (APR 2003)

Offerors are notified that per FAR 33.103(d)(4), an independent review of the grounds for a protest is available at a
level above the contracting officer as an alternative to the protest to the agency contracting officer, not as an
additional appeal after the protest to the agency contracting officer has been resolved. A choice to protest to the
agency contracting officer therefore relieves the U.S. Customs & Border Protection of any further internal review
or appeal after the contracting officer's decision.

[End of Supplementary Terms and Conditions]

112 52.212-1 INSTRUCTIONS TO OFFERORS- COMMERCIAL PRODUCTS AND
COMMERCIAL SERVICES (NOYV 2021)

(a) The technical proposal shall be prepared in such a manner as to enable the Government reviewers to make a
thorough evaluation and arrive at a sound determination of whether the proposal meets all technical requirements of the
solicitation. To this end, the technical proposal should be sufficiently specific, detailed, and complete as to clearly and
fully demonstrate that the Offeror has a thorough understanding of the requirements set forth in the solicitation.
Proposals which merely offer to perform in accordance with the Government's requirements or which merely paraphrase
the requirements document, or use phrases such as, "standard practices will be employed," or "well established
techniques will be employed," etc. may be considered non-compliant and ineligible for award.

(b) Proposals must be prepared in accordance with these instructions and provide all required information in the
format specified. The required format is designed to ensure submission of information essential to the
understanding and comprehensive evaluation of each Offeror’s proposal. Failure of a proposal to comply with these
instructions may be grounds for exclusion of the proposal from further consideration.

(c) Release of Information: The Offeror is hereby notified those questions submitted in response to this RFP will be
posted publicly with the applicable response and may be considered public records subject to release when a public
record request is made in accordance with the law. Thus, it is the Offeror’s responsibility to ensure that submitted
questions do not contain any kind of proprietary information.

(d) The Offeror is advised that the use of promotional material and/or brochures will not constitute compliance with the
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requirements concerning the content of responses

(e) For Volume I of submitted proposal, the Offeror shall provide a matrix or a Table of Contents to assist the
Government in identifying where in the Offeror’s proposal each requirement and evaluation factor is addressed. The
matrix or Table of Contents shall cross reference requirements to the location, page and paragraph number in the
proposal. The matrix or Table of Contents will not count toward Volume I’s page limitations. In addition, proposal’s
cover sheet for the purpose of providing Point of Contact information is also excluded from Volume I page limitation.

(f) The Offeror shall not exceed the specified page limitations. The Government reserves the right to not consider any
pages in excess of the limitation for evaluation purposes.

(g) Proposals must have a validity date of 140 Days.
(h) The Offeror shall complete a signed SF 1449 and include the form with submitted proposal

(1) The disclosure information on IIL.5 (Page 36-37) and II1.6 (Page 38) shall be combined into one separate PDF document and
titled “Appendix 2-52.204-24 and 52.204-26.” This information is excluded from any specified page limitations.

PROPOSAL DUE DATE, TIME ARE AS FOLLOWS:

DATE: February 15, 2023, 5:00 pm Eastern Time

Proposals must be submitted via email to Joseph Ohene at Joseph.Ohene@cbp.dhs.gov. There will be no exceptions to the
time and date on which responses are due, unless determined otherwise by the Contracting Officer. When responding, please
include "RFP 70B01C23R0000001- Northeast Facilities Maintenance and Repair ” on the subject line. All questions related to
the RFP shall be submitted via e-mail to Joseph Ohene at Joseph.Ohene@cbp.dhs.gov not later than January 28, 2023, 5:00
pm Eastern Time. Questions shall be submitted in the following format:

Solicitation#
Page Number # Paragraph# Question
Attachment# (If applicable) (Ifapplicable)

Proposals submitted in response to this solicitation shall be submitted in two (2) separate volumes:
Volume I
»  Factor 1-Technical Approach (Non-Price)
» Subfactor A- Overall Technical Approach

» Subfactor B- Prior Experience

*  Factor 2 -Management Approach (Non- Price)
»  Factor 3- Past Performance (Non- Price)
Volume I1

* Factor 4- Price

VOLUME I (NON-PRICE VOLUME)

Factor 1- Technical Approach (10-Page Limit)

Submission

Subfactor A- Overall Technical Approach (5-Page Limit)

54


mailto:Joseph.Ohene@cbp.dhs.gov
mailto:Joseph.Ohene@cbp.dhs.gov

70B01C23R0000001
The Offeror shall submit its technical approach to accomplish the objectives specified in the Performance Work Statement
(70BO1C23R0000001 Attachment 5-Performance Work Statement).The Offeror shall provide sufficient data for the
Government to make an accurate evaluation of its capability to meet the needs identified in the Performance Work Statement.
The Offeror shall describe its technical understanding and approach to performing all tasks as delineated in the Performance
Work Statement. In addition, the Offeror shall provide a comprehensive preliminary Preventive Maintenance Schedule for
the contract’s base year. Note: The preliminary Preventive Maintenance Schedule is excluded from Subfactor A — Overall
Technical Approach 5-page limitation. The preliminary Preventive Maintenance Schedule shall be submitted as a separate
attachment under Volume I and in a Microsoft Excel format subject to a 25-page limitation. Offerors should use “
70B01C23R0000001 Attachment 1b-Equipment List Per Facility” as a reference/source for creating the preliminary
Preventive Maintenance Schedule. Offerors’ preliminary Preventive Maintenance Schedule must contain the following
information: Location of equipment, Asset #; Asset Tag#: Start dates, Frequencies of the services; Description of Preventive
Maintenance. Subcontractors: A sample Preventive Maintenance Schedule template “ 70B01C23R0000001 Attachment 8
Preventive Maintenance Schedule Sample Template” is included with the RFP’s attachments.

Subfactor B- Prior Experience (5-Page Limit)

The Offeror shall provide sufficient detail that demonstrates its depth and breadth of experience completing the tasks
specified in the Performance Work Statement. The Offeror shall provide specific examples detailing its experience Further,
the Offeror shall describe its experience with and capability to utilize a Computerized Maintenance Management System
(CMMS). Only the Offeror’s experience, as a prime contractor or subcontractor, will be considered in this Subfactor.

The Offeror shall complete and submit “70B01C23R0000001 Attachment 9a-Prior Experience Form” for three (3) contracts
either ongoing or completed during the last five (5) years (measured from the date of RFP closing). This attachment is

excluded from Subfactor B- Prior Experience 5-Page Limit and shall be submitted in a pdf. format.

Factor 2-Management Approach (8-page Limit)

Submission

a) Offerors shall discuss their approach to managing the overall contract in terms of proposed staffing approach and staffing
plan to manage and administer tasks specified in the Performance Work Statement. The staffing approach shall clearly
describe the full range of staffing resources to ensure sufficient and qualified staff with the capabilities and skills are
recruited, staffed, and retained to perform the requirements. In addition, Offerors shall provide equipment resource
capabilities. Further, the Offeror shall identify any subcontractors that it proposes utilizing for performing the requirements
including their specific areas of expertise and how the Offeror will ensure quality and timely performance of the contract
requirements regarding implementation of subcontracting personnel.

(b) Offerors shall complete “70B01C23R0000001 Attachment 10-Key Personnel Resume” for the following Key Personnel
positions: (i) Contract Manager, (ii) Quality Control Manager, (iii) Service Manager, (iv) Environmental Control Specialist.
A resume is not required for the Project Security Officer. The Key Personnel resumes must show employment history,
qualifications, and experience relevant to each Key Personnel position. Note- Key Personnel resumes are excluded from
Factor 2-Management Approach 8-page limit. Key Personnel resumes shall be combined and submitted as a single PDF
document attachment titled “Key Personnel Resumes”. This single document attachment comprising the Key Personnel
resumes is collectively subject to a 5-page limit.

(c) Offerors shall (i) describe their organizational structure and process for responding to emerging problems and the
problem resolution methodology (ii)provide a Risk Mitigation Plan (iii) provide a draft Transition-In Plan.

Factor 3-Past Performance (7-Page Limit)

Submission

The Offeror’s past performance proposal must address past performance in performing projects similar in size, scope and
complexity to the effort described in the Performance Work Statement.

(a) The Offeror shall provide a contract summary of three (3) contracts either ongoing or completed during the last five (5)
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years (Measured from the date of RFP closing ) that demonstrates performance similar or relevant to the solicitation
performance requirements. Similar or relevant past performance efforts is defined by size, scope, complexity, Note: These
three (3) contracts may be the same contracts submitted for “70B01C23R0000001 Attachment 9a-Prior Experience Form.”
The contract summaries shall include the following current information:

1.Contract number(s)

2.Name, phone number, and e-mail address of two (2) technical points of contact at the entity for which the contract was
performed;

3.Contracting Officer’s name, phone number, and e-mail address;

4.Contracting Officer Representative name, phone number and email address;

5.Dollar value of the contract;

6.Period of performance;

7.Detailed description of the work performed;

8.Explanation of relevancy to the current requirements being solicited;

Offeror must either provide the above information or affirmatively state that it possesses no relevant, directly related, or
similar past performance.

b) Past Performance Questionnaire

The Offeror shall complete the cover letter for “70B01C23R0000001 Attachment 9b-Past Performance Questionnaire” and
send the form to each of three (3) customers for the contracts identified in the contract summary. The customers shall
complete the Past Performance Questionnaire and return it directly to the Government by the solicitation closing date. Under
no circumstances shall an Offeror submit a completed Past Performance Questionnaire. All completed Past Performance
Questionnaires must be directly submitted by the customer references. Offerors are responsible for following up with their
customer references to ensure the latter submits the Past Performance Questionnaire in a timely manner (solicitation closing
date and time of February 15, 2023, 5:00 pm Eastern Daylight Time). Past Performance Questionnaires submitted by
customer references are excluded from Factor 3- Past Performance 7-page limit.

VOLUME II (PRICE VOLUME)

Factor 4-Price (Pages limited to the 2 Price Sheets referenced below)
Submission

(a) Factor 4 -Price proposal shall be submitted in Microsoft Excel spreadsheet format using “70B01C23R0000001-
Attachment 2-Line-Item Summary Price Sheet” and “70B01C23R0000001 Attachment 3-Line-Item Number Detail Price
Sheet.” Note: Offerors’ total amount for each yearly period of performance on “70B01C23R0000001 Attachment 3-Line-
Item Number Detail Price Sheet” must match the corresponding yearly Preventive Maintenance Total (Line Item 10, 20 and
30) on “70B01C23R0000001-Attachment 2-Line-Item Summary Price Sheet” i.e., The total amount for base period on
“70B01C23R0000001 Attachment 3-Line-Item Number Detail Price Sheet.” must match the base year Preventive
Maintenance total (Line Item 10, 20 and 30) on “70B01C23R0000001-Attachment 2-Line-Item Summary Price Sheet.” The
same applies for Option 1, Option 2, Option 3 and Option 4 on both Price Sheets.

(b) Offerors shall provide their proposed coefficient for the Indefinite Quantity (I1Q) work on “70B01C23R0000001-
Attachment 2-Line-Item Summary Price Sheet.” The estimated total for the IQ task order work will be used for evaluation
purposes only. The Government makes no guarantees as to the actual amount of Indefinite Quantity work that will be
ordered. No allowances will be made after award for any other cost; therefore, the Offeror’s price coefficient must contain all
additional applicable costs including, but not limited to:

* The prime contractor’s overhead, profit, and payment protection required in FAR 52.228-13;

» Davis-Bacon Act requirements, social security contributions, worker’s compensation insurance, state unemployment
insurance, federal unemployment insurance;

* Risk/liability;

* Job planning;

* Submittal preparation;
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* All daily and final site cleanup;
e Permits;
« Utility scoping;
» Compliance with safety standards, fire protection, environmental laws and compliance with security requirements;
* Material and equipment delivery
* Salaries of personnel required to manage the indefinite quantity work required by the task order;
* Any required storage facilities;
* Administrative supplies;
* Site visits;
* Mobilization for each task order;
+ Job site supervision;
e Material submittals;
* Quality control;
* Taxes

1I1.13 52.212-2 EVALUATION - COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (NOV 2021)

The Government will award a single IDIQ contract resulting from this solicitation to the responsible Offeror whose proposal
conforming to the solicitation will be most advantageous to the Government, price and other factors considered.

The following factors will be used to evaluate proposals:
Factor 1-Technical Approach

*  Subfactor A- Overall Technical Approach

*  Subfactor B- Prior Experience

Note: Subfactor A and B are equally weighted. Each subfactor will be evaluated and rated and the combined ratings of the
subfactors will be used to reach overall Factor 1- Technical Approach rating.

Factor 2- Management Approach
Factor 3- Past Performance
Factor 4- Price

Factors 1, 2, 3 and 4 are listed in descending order of importance. When combined, Technical Approach, Management
Approach and Past Performance are more important than Factor 4-Price.

Basis of Award

Award shall be made to the Offeror whose offer is determined to best meet the needs of Government after consideration of all
factors -- i.e., provides the “best value.” “Best value” is defined here as the procurement process that results in the most
advantageous acquisition decision for the Government and is performed through an integrated assessment and trade-off
analysis among cost or price and non-cost or non-price factors.

The evaluation will be based on a Best Value trade-off process. As the evaluation of non-price factors approaches equality,
price becomes more important in making the award determination. The importance of price will increase as the difference in
non-price factors ratings (Technical Approach, Management Approach and Past Performance) between the Offerors
decreases. In the event that two or more offers are determined not to have any substantial technical differences (i.e., are
technically equivalent), award may be made to the lowest priced offer. It should be noted that award may be made to other
than the lowest price offer if the Government determines that a price premium is warranted due to technical merit. The
Government may also award to other than the highest technically rated offer if the Government determines that a price
premium is not warranted (i.e., the Government may award the resulting contract to other than the lowest priced Offeror or
other than the Offeror with the highest technical merit rating).

Government reserves the right to conduct discussions if determined necessary.

Factor 1-Technical Approach

Subfactor A- Overall Technical Approach

The proposal will be evaluated on the Offeror’s proposed technical approach to achieving the objectives of the Performance
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Work Statement and its demonstrated ability to perform the work. The proposal will be evaluated on the content and
completeness of the Offeror’s technical proposal and the responsiveness to the requirements identified in the RFP. The
Offeror’s approach in terms of developing an effective Preventive Maintenance Schedule will also be evaluated.

Sub-factor B: Prior Experience

The proposal will be evaluated based upon the extent to which it demonstrates how the Offeror’s prior experience contributes
to its specific capability to perform the requirements. The proposal will be evaluated for the degree to which the prior
experience identified demonstrates the Offeror to be capable of performing recurring services and repairs. Experience with
and capability to utilize a Computerized Maintenance Management System (CMMS) will also be evaluated. Offerors’
completed and submitted “70B01C23R0000001 Attachment 9a-Prior Experience Form” will be included in this evaluation.

An Offeror with no prior experience will be deemed unacceptable and ineligible for award.

Factor 2- Management Approach

(a)The Government will evaluate the Offeror’s approach in terms of its proposed staffing and equipment to respond to work
orders for the full spectrum of contract-related preventive maintenance services. In addition, the implementation of
subcontract personnel to ensure expertise, quality and timely performance of contract requirements will also be evaluated.

(b)The Government will evaluate the Offeror’s proposed Key Personnel regarding their experience and qualifications.
Offerors that propose Key Personnel who do not meet the minimum requirements stipulated in the Performance Work
Statement will receive a deficiency in their proposal evaluation.

(c)The Government will evaluate the Offeror’s organizational structure’s process in responding to rapidly emerging
problems, its problem resolution methodology, and its risk mitigation strategies for maintaining performance, quality and
schedule requirements. The effectiveness of the draft Transition-In Plan will also be evaluated.

Factor 3- Past Performance

The Government will evaluate the Offeror’s Past Performance to determine its currency and relevancy with respect to the
contractual requirements. Source of the information, context of the data and general trends in the contractor’s performance
and any associated risk will be considered. The Contractor's relevant Past Performance will be evaluated to assess the extent
of their ability to perform the contract successfully.

Relevance of Past Performance: In assessing relevance of past performance, the Government will consider relevant contracts
as those contracts that are ongoing or completed within the last five (5) years (measured from the date of RFP closing)
having comparable level of size, scope, and complexity to the requirements of the solicitation.

The Government reserves the right to utilize all information available at the time of evaluations. The Government may also
consider information and rely on information obtained from any other sources including review of contractor past
performance ratings stored in the Contractor Performance Assessment Reporting System (CPARS) and other Government-
provided systems. This additional past performance information need not pertain to contracts or projects identified by the
Offeror. The Government may consider past performance information regarding subcontractor that will perform major or
critical aspects of the requirements when such information is relevant.

In accordance with FAR 15.305(a)(2)(iv), an offeror without a record of relevant past performance or for whom information
on past performance is not available will not be evaluated favorably or unfavorably on past performance.

Factor 4- Price

The Offeror’s fixed price shall be evaluated using “70B01C23R0000001 Attachment 2-Line-Item Summary Price Sheet” and
as completed by the Offeror. The pricing submitted on “70B01C23R0000001 Attachment 2-Line-Item Summary Price Sheet”
will determine the total evaluated price of each offeror, inclusive of option periods. The Government will determine the total
evaluated price by summing CLIN totals for the base period and option periods 1-4 and prorating the final option period price
to a six-month value to account for the potential 6-month extension beyond the final option period available to the
Government via FAR 52.217-8. The 6-month extension value will be based on 1/2 the value of Option Period 4. Price
proposals will be reviewed for fair and reasonable pricing.
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IV. CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENTS

1. 70B0O1C23R0000001 Attachment 1a-Facilities List

2. 70B01C23R0000001 Attachment 1b-Equipment List Per Facility

3. 70B01C23R0000001-Attachment 2-Line-Item Summary Price Sheet

4. 70B01C23R0000001 Attachment 3-Line-Item Number Detail Price Sheet Price Sheet

5. 70BO1C23R0000001 Attachment 4-Wage Determinations By Location

6. 70B01C23R0000001 Attachment 5-Performance Work Statement

7. 70BO1C23R0000001 Attachment 6 - Annual Sample Schedule

8. 70BO1C23R0000001 Attachment 7 - Northeast Facilities Maintenance and Repair Quality Assurance Plan
9. 70BO1C23R0000001 Attachment 8- Preventive Maintenance Schedule Sample Template
10. 70B01C23R0000001 Attachment 9a- Prior Experience Form

11. 70B0O1C23R0000001 Attachment 9b- Past Performance Questionnaire Form

12. 70B01C23R0000001 Attachment 10-Key Personnel Resume
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